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OG6 yTBepIKICHIH aJIMHHUCTPATUBHOTO PErylaMeHTa
[0  BBIABJIGHHIO, AHAIM3Y W YCTPAHEHHIO
KPUTHYHBIX yS3BEMOCTEH B HMH(OPMALHOHHEIX
crcTeMax DKCILIyaTHPYEMBIX B oprase,
OpraHu3aluu

B emsIx akTyaJu3aldd aJMHHMCTPaTUBHOIO perjlaMeHTa IpeJloCTaBIICHUS
MYHMIMIAIEHONW YCIYTH U B COOTBETCTBUH C MOCTAHOBJICHHEM Kabunera MUHUCTPOB
Pecrry6umku Tataperan ot 02.11.2010 Ne 830 «O06 yrBep:kIeHUH [Topsinka pa3paboTKu
1 yTBEPIKIeHHS! AMHHUCTPATUBHBIX PETIIAMEHTOB IPE/IOCTABIIEHHUS TOCY 1apCTBEHHAIX
YCIIYT HCTIOJIHUTEIBHBIME OPraHaMK I'OCY IapCTBEHHOM BJIaCTH PecryOnuku Tatapcran
M O BHECEHMM M3MEHEeHHH B oTjenbHble mnocraHosieHns Kabunera MuHHCTPOB
Pecny6nukn  Tatapcram». PyKOBOACTBYSCH ITOCTAHOBJICHUEM MCrioIHUTeNIbHOTO
xomutera oT 06.08.2018r. Ne 3794 «O mopsiake pa3padOTK¥ WM YTBEPKICHHU
aJIMUHUCTPATUBHBIX PETIAMEHTOB MPEIOCTABICHHS MYHUIUIAILHBIX yCITy

IMOCTAHOBJISIET:

1. YTBepauTh AJMHHHUCTPATHUBHBIA PEJIAMEHT I10 BBIABJICHHUIO, aHAIM3y M
YCTPAHEHMIO ~ KPUTHYHBIX  ysA3BAMOCTEH B WH(POPMALIMOHHBIX — CHUCTEMax
HKCILIYaTHPYEMbIX B OpraHe, OpraHu3aluu.

2. Pasmecturh  HacTosllee  IOCTAHOBJIICHHE B UH()OPMALMOHHO
TeeKOMMYHHKAIMOHHOM cetr «MIHTepHe™ Ha O(QUIMAIBHOM CaiTe MyHUILUNATBLHOTO
paiiona PT ¥ Ha 0(QHUIIMaTEHOM TTOpTAlIe PABOBOH uHpopmanuu PT .

3.  KoHTposib 3a HCHOJHEHHEM HACTOSILIEro IMOCTAHOBJICHUS OCTaBJIAIO 34
coOoit.

PykoBoaurenb

M CrogHUTEIEHOIO KOMUTETA A.P. XabuOysuiun




[Tpunoxenue K

OCTAHOBJICHUIO

VICTIOTHUTEIBHOTO KOMUTETA
TykaeBcKOro MyHHIMIIAILHOTO paioHa,
rOpOJICKOr0 OKpyTa

PecnyGmuku Tatapceran

OT « » 202 1. Ne

AJIMHHHCTPATHBHBII perjamMenT
110 BBLISIBJEHHIO, AHAJN3Y H YCTPAHEHHIO KPUTHYHBIX yA3BUMOCTEH B

HH(OPMAIMOHHBIX CHCTEMAX IKCIUIyaTHPYEMbIX B Oprane, Opranusauny

1. OBIIUE ITOJIOKEHU S

1.1. HacTosiuuii PersaMeHT 110 BBISIBJICHUIO, AHAJIM3Y U YCTPAHCHUIO KPUTHUYHBIX
ys3BEMOCTel B MH(POPMALMOHHBIX cucTemax (nanee — MC) oKCIlyaTHpyeMBIX B
oprane, oprammsaumu (mamee — Persament) paspaboTaH B COOTBETCTBHH  C
PyKoBOJICTBOM [10 OpraHM3allM{ [Mpolecca YIpaBjieHUs YyA3BUMOCTAMU B OpraHe
(opranuzanmn) yreepxaeHusiM @CTOK Pocenn ot 17 mast 2023 1. ¥ B COOTBETCTBHH C
MeTOIUKOH OIEHKH YPOBHSI KPUTUYHOCTH YA3BUMOCTEN IPOrPaMMHBIX, IPOrPaMMHO-
anmapaTHBIX cpeacTs yTBepikaeHHoit @CTOK Poccnn ot 28 oKrs0ps 20221

1.2. Hacrosimmii PerjmaMeHT TOMJIEKUT  NPUMEHEHHIO  OleépaTropamu
MHOOPMAIMOHHBIX CHCTEM IMpU NPUHATAM UMU MEp IO BBIABJICHHMIO, aHaIM3a U
YCTPAHEHWIO  YS3BUMOCTEH  MPOTPAMMHBIX,  [POrpaMMHO-aNNapaTHbIX — CPeicTs
MH(POPMALMOHHBIX CHCTEM B COOTBETCTBHHU C TPEOOBAHMAMM O 3aIUTE uH(pOpMAaLIKH,
comeprkareiics B rocyaapersenssix MC, a taioke MHBIMH HOPMAaTHBHBIMU TIPABOBBIMH
akTamu ¥ MetogudeckuMu gokymentamu @CTOK Poccun.

1.3. BulsBiieHHe, aHAIU3 U YCTpPaHEHHE YSI3BUMOCTEH B CEpTUQUMIMPOBAHHBIX
POrpaMMHBIX,  HPOrPaMMHO-AMIAPATHBIX  CPEACTBAX  3aAIHUTHI UH(pOpMALIUU
obecrieunBaeTcsl B IPHOPUTETHOM ITOPSIZIKE M OCYIIECTBISAETCS B COOTBETCTBUU C
SKCIUTyaTAllMOHHOW  JOKYMEHTallMed Ha HAX, a Takke ¢ PEeKOMCHAAMAMH
pa3paboTunKa.

1.4. B PeryiameHTe HCIIOJB3YIOTCSI TEPMHUHBI U OINPENesICHUs], YCTaHOBJIEHHBIC

paruoHanbHpiMu - ctapmapramu TOCT P 50922-2006 «3amura  uHOOPMALHK.



OcHoBHble TepMuHBI 1 onpezeitenus», [FOCT P 56545-2015 «3amura MH(OpPMALIUH.
VA3BUMOCTH  MH(pOPMAIMOHHBIX ~ cHcTeM. [lpaBuna —omucaHust —ys3BUMOCTEH,
TOCT P 56546-2015 «3amuTa uHpopMaIyu. Y si3BUMOCTH HHPOPMALIMOHHBIX CUCTEM.
Knaccudukanus ys3BUMOCTeH HHPOPMALMOHHBIX CHCTEM» U MHBIMU HALIMOHATBHBIMH

cTaHAapTaMU B 0OJNACTH 3amUThl WHQOPMALMK 1 OOeCTeUeHHS UH(GOPMALIMOHHON

0e30MacHOCTH.



[ensiMu perjiaMeHTa sIBJIsSIOTCS

— KOOPJMHAIMS JIESTEJHHOCTH HCIIOJHUTEIIBHBIX OPraHOB [OCYapCTBEHHOH
practu Pecrny6iuky TaTapcTan 1 OPraHoB MECTHOIO camoympasiieHus B PecriyOinike
TartapcTaH 10 BEISABJICHHIO, AHAIU3Y U YCTPAHCHHIO KPUTHUHBIX ys3BumocTeid B MC;

— CO3aHUe OCHOBEI JIJIsl pa3pabOTKU AETabHBIX PErJIAMEHTOB U CTAaH1apTOB 110
YIPABIEHUIO YSA3BUMOCTSIMU C Y4eTOM 0COOeHHOCTEH (yHKIMOHMPOBAHUS OPraHoB
(opranuzanuii);

— OpraHu3alys B3aUMOJIEHCTBHMSA MEXJIy CTPYKTYPHBIMU I10Jpa3/Ie/IeHUIMH

OpraHoB (OpraHu3aluii) 10 BOIIPOCaM YCTPaHEHHs! ysI3BUMOCTEH.



2.  MOPSJOK BBISIBJEHUS KPUTHUYHbBIX YSI3BUMOCTEM
PO PAMMHGBIX, IPOTPAMMHO-AIIITAPATHBIX CPEACTB

2.1. B HC p[OMKHO OCYIIECTBISITECS —BBISIBIICHHE CICAYIOIIUX  THIIOB
YSI3BUMOCTEM:

— HegocTaTKy M(MIIK) OMIKOKK POrpaMMHOI0 00ecreueHHs (nanee 110) UIC u
ee cucTeMbl 3aumThl nHGopMaiwu (ranee — C3H).

— HemoCTAaTKH anmapartHeix cpeacts MIC, B TOM uHCjIe anmapaTHBIX CPeACTB
3aIUThl HTHOOPMAaIUH.

— OpraHU3aLHOHHO-TEXHUYECKHE HEJIOCTaTKH.

2.2. HemocpeaCTBEHHBIMU HCIOJTHUTENISIMU  MEPOTIPUSITHH 10 BRIBICHHUIO,
aHaJM3y U ycTpaHeHuIo ys3BumocTed MC SBIAIOTCA aIMUHUCTPATOP ©e301acHOCTH U
cucteMHble agmunuctparopsl MC.

Ha orame MOHUTOpPHMHIA YSI3BUMOCTEM M OLEHKM HMX [PUMEHMMOCTH
OCYILECTBJISIETCS BBISBICHUE YS3BMMOCTEH HA OCHOBAHMM JAaHHBIX, MOJTYHAaCMBIX H3
BHEIIHUX W BHYTPEHHMX HMCTOYHHKOB M INPUHATHE PEIICHUH IO MX MOCJIeJIyIOILEH
obpaborTke.

Ilporecc ympaBieHHs YS3BUMOCTSMU OpraHM3yercst JUli BCeX NC oprana
(opraHm3alMM) W JOJDKEH TMpelyCcMarpuBaTh IOCTOAHHYIO M HENPEPhIBHYIO
AKTyaJIM3alHI0 CBEJIeHUH 00 ysA3BUMOCTAX obwexrax MC. [lpu usmeHenun craryca
ysizsumoctel (mpumenumocts Kk MC, nammiaue MCIpaBJIeHUH, KPUTUYHOCTD) JOJDKHEI
KOPPEKTUPOBATHCS CIIOCOOBI X yCTPAHEHHUS.

[Ipomecc yIpaBieHHs YSA3BMMOCTSMH CBf3aH C JIDyrHMH TIpOLeccamu 1
[OLIE/LyPAMHU ESTILHOCTH Oprana (opraHu3arim):

— MOHHUTOPMHI' WMH()OPMALMOHHON G€30MmacHOCTH — TMPOLECC TMOCTOAHHOIO
HAGIIONEHNs ¥ aHAJIN3a Pe3yJbTaToB PErHCTPAIMK COOBITUH 0e30MacHOCTH U HHBIX
JAHHBIX C LEJbI0 BBIABJICHUs HapylleHud Oe3011acHOCTH wH(pOpMaLUK, Yrpo3
Ge30macHoCT MHGOPMALH U YSI3BUMOCTEN;

—  OIleHKa 3alMINEeHHOCTH — aHajlM3  BO3MOXHOCTH  MCIOJIb30BAHMA
0GHAPYKEHHBIX YS3BUMOCTEH JUIsl peanusalii KOMITBIOTCPHBIX aTak Ha NC oprana

(opraHu3alun);



— omeHKa yrpo3 0e30macHOCTH MH(OpPMALMM — BBIBICHUE W OLCHKA
aKTyaJlbHOCTH YIp03, pean3anus (BO3HUKHOBEHHE) KOTOPBIX BO3MOYXHA B UC oprana
(opraHU3alHN);

— ympaBiieHre KOH(pUrypaiueil — KOHTpOIb W3MEHEHHUI, cocTaBa M HaCcTPOEK
IIPOrpaMMHOTO ¥ IIPOrpaMMHO-aMIapaTHoro obecrieuenust UC,;

— ynpaBjieHue OOHOBJICHUSIMH — npuobpeTeHre, aHalu3 U Pa3sBEpPThIBAHUC
0GHOBJICHUI TPOrPaMMHOTr0 0O0eCIeIeHUs B Oprate (opraHu3aLum);

— IpUMEHEHHEe KOMIIEHCUPYIOMIUX Mep 3alliiThl nHdopmaruu — paspaboTka H
[pYMeHeHHe Mep 3allUThl WH(OOPMAIMH, KOTOPRIC MPUMEHAIOTCA B NC B3ameH
OTHENBHBIX MEp 3aIUThl MHPOPMAIH, TIOIEKAIIIX PEaTH3alii B COOTBETCTEIN G
TpeGOBAHUSIMH 10 3aIIUTe HHPOPMALIHH, B CBA3H C HEBOSMOMKHOCTLIO MX ITPUMEHEHMUSL.

YpOBeHb KPUTHYHOCTH YS3BUMOCTEH —OLCHMBACTCA B HCIAX TIPUHSTUS
0GOCHOBAHHOTO pEIIeHUs aJMUHHMCTpaTopamMi 0e30MacHOCTH O HEOOXO0IMMOCTH
yCTpaHeHHsl YsI3BUMOCTEH, BBIBICHHBIX B IPOrpaMMHbIX, MpOrpaMMHO-aIapaTHbIX
CpeJIcTBax I10 pe3yJsIbTaTaM aHaju3a yszsumocreit B MIC.

McXOMHBIMU JaHHBIMHE JUIsl OTIpEJIeJIeHNs] KPUTHIHOCTH YSI3BUMOCTEH SIBJISIIOTCS:

_ Gasa ys3BHMOCTell MPOrpaMMHOr0 OOecriedeHHs, MpOrpaMMHO-aIlTapaTHAIX
CpeCTB, cojepkamascs B banke JaHHbIX yrpos3 6esonactoctr unpopmain GCTOHK
Poccun (bdu.fstec.ru), a TaKke HHbIE HCTOTHUKH, COICPXKAIIME CBEACHHA 00 U3BECTHBIX
YSI3BUMOCTSIX;

— oduuuaipHble MHOOPMALMOHHBIE PECYPCHI pa3paboTUNKOB MPOrPAMMHOIO
obecriedeHusi, MPOrpaMMHO-aIIapaTHRIX CPEICTB U pccieoparesied B o0sacTu
1H(GOPMALIIOHHOM 0€30ITaCHOCTH,

— CBeJIeHHs O COCTaBe M apXUTEeKType MH(POPMALMOHHBIX CHCTEM, IOJIy1ICHHBIC
0 pe3yJbTaTaM MX MHBEHTapu3allld H (u¥) TPUBEACHHBIE B JIOKyMEHTAlMK Ha
MHGOPMALIMOHHBIE CHCTEMBI;

—  pes3yJbTaThl  KOHTPOJS  3alIMUICHHOCTH MH(OPMALIMOHHEIX  CHCTEM,
POBEICHHBIE ONEPATOPOM.

Vka3aHHbIC MCXOJHbBIE AaHHBIE MOTYT YTOYHSTHCS MM JOTIOJNHATECH C yICTOM

0coBeHHOCTel 06J1aCTH AESTeILHOCTH, B KOTOPOH (yHKIIMOHUPYIOT ncC.



OreHKa YPOBHS KPUTHYHOCTH YS3BUMOCTCH IPOrPAMMHBIX, [POrPaMMHO-
anmapaTHbIX CPEACTB IPOBOJUTCS aJIMMHUCTPATOPAMK ©e301acHOCTH.

OLeHKa YPOBHS KPUTUYHOCTH YS3BMMOCTEH NPOrPAMMHBIX, MPOrPaMMHO-
anmapaTHBIX CPECTB IPUMEHHUTENIBHO K KoHkpeTHOI MIC Birouaer:

—  ompeaejieHHe  IPOrPaMMHBIX,  HPOrpaMMHO-aNNapaTHeIX — CPEJCTS,
II0J(BEPIKEHHBIX YS3BUMOCTSIM,

— ompejieieHHe B HHPOPMALMOHHON CHCTEME MeCTa yCTaHOBKM MPOrpaMMHBIX,
IIPOrpaMMHO-AIIIAPATHRIX CPEJICTB, MOABEPIKEHHBIX YSI3BUMOCTAM (Hanpumep, Ha
mepuMeTpe CHCTeMbl, BO BHYTPEHHEM CErMEHTe CUCTEMbl, [pH  pealn3alliu
KPUTHYECKHX MPOLECCOB (OH3HEC-TIPOLIECCOB) ¥ JIPYTUX CCrMEHTaxX HC);

— pacueT YPOBHSI KPUTHYHOCTH YS3BUMOCTH HPOIPAMMHBIX, MPOrpaMMHO-

anmapatHbix cpeacts B MC.



s MOPSIIOK AHAJIN3A KPUTHUYHBIX YSI3BUMOCTEN
MPOTPAMMHBIX, TPOI'PAMMHO-AIIITAPATHBIX CPEACTB

Ha orame aHanu3a YS3BUMOCTEH ONpEJENSeTCs  YPOBEHR  KPUTHIHOCTH
ys3BUMOCTEH TPUMEHHUTENIBHO K VC oprana (opraHu3almyu) ¥ OCYIIECTBIACTCA
BLISIBJICHYE YA3BUMOCTEH Ha OCHOBAHMM JAHHBIX U3 CJICIIYIOLIHX HCTOYHUKOB!

a) BHYyTpPEHHME MCTOYHUKH:

— cucTeMbl yIpaBlieHus HHOOPMAlHOHHOMU nappacTpykTypoi (nanee — UT -
HHQPACTPYKTYPa);

— Ga3bl JAHHBIX YIIPABJICHHS KOH(PUTYpaLUiMH,

— noxymenTtarus Ha MIC;

— 3IIEKTPOHHBIE 0a3bl 3HAHUK OPraHoB (opraHu3anuii);

6) 6a3za JAHHBIX YS3BUMOCTEH, COAepxkamasicst B baHke JaHHBIX YIrpo3
6esonacHocTy nHpopmanuu (ranee — bIY) OCTDOK Pocenn,

B) BHELLIHWE UCTOUHUKHU!

— Ga3bl JAHHBIX, COIEpPKAIIMe CBeIeHUS 00 M3BECTHBIX YSI3BUMOCTAX;

— odunuasbHble HHGOPMALMOHHBIE PECYPChI pa3paboOTIMKOB MPOrPAMMHBIX U
IIpOrpaMMHO-aIIapaTHRIX CPEICTB 1 yiccreopaTeneil B oonactu MHGOPMALMOHHOM
©e30IacHOCTH.

VCTOYHHKA JAHHBIX MOTIYT YTOYHSTBCS WIIM  JIOMOJHATHCS ¢ YHCTOM
ocobenHocTel (HYHKIIMOHMPOBAHUS OpraHa (opraHu3alun)

Ha srare aHaiu3a ysA3BUMOCTEH M OLEHKH MX MPUMEHMMOCTH BLIIOJHAIOTCA

oreparuu, IpUBeICHHbIE B TA0IIHIIE 3.1.



Tabnuma 3.1

Ne | HaummenoBanue
Omnucanue onepanuu
/1 oreparuu
1 | Anamus Ananmu3 MHGOPMANMA U3 Pa3IMUHBIX HCTOYHMKOB C IEJIBIO IMOHCKA
pHpOpMaIE 00 | aKTyalbHBIX M TOTCHIHAILHBIX ysa3BUMOCTEl M OLCHKM  HX
YS3BUMOCTH MPUMEHAMOCTH K HH(POPMAIMOHHBIM CHCTEMaM Oprata (opranu3aryn).
ArperupoBaHie H KOppeJisiust coOMpaeMblX JAaHHBIX 00 ysI3BHUMOCTSX
2 | Ouenka Ha ocrose uHpopManun 06 00bekTax HHPOPMAIMOHHBIX CHCTEM H HX
IIPUMEHUMOCTH | COCTOSTHUH OTIpeIeIIsAeTCs IPUMEHUMOCTD YS3BUMOCTH K
YSI3BUMOCTH MHPOPMAIMOHHBIM ~ CHCTEeMaM  Oprata (opranmuzamu) € ILeJIBI0
OTpesIeNIeH s YI3BUMOCTEI, He Tpebyronmx nanbHelel 06padoTKH (He
peIeBAHTHBIX  ysi3BEMOCTeH).  Orenka NpAMEHHMOCTH ySA3BUMOCTEN
IPOM3BOJMTCS: HA OCHOBE aHajW3a JAHHbIX 06 UT-undpacrpykrype,
T0JIy4eHHBIX M3 0a3 JIaHHBIX YIPABJICHMU KOH(UTYpaLUsIMU B paMKax
nporecca «YpaBlieHne Konpurypaiueii»; Ha OCHOBE aHalN3a 1aHHBIX O
BO3MOJKHBIX ~OOBEKTaX BO3JCHCTBMs, IMOJIYHYCHHBIX B PE3yJIbTaTe
MOJIEJIMPOBAHKSL  YIPO3 B paMKax mporecca «Onenka yrpos»; 10
pe3yJibTaTtaM OLEeHKH 3aIHIICHHOCTH
3 | Ilpunsrue 3ampoc JOMOJTHATEILHON HH(OPMATIHH 00 ys#3BUMOCTH (CKaHMPOBAHHE
peleHui Ha | OOBEKTOB, OIEHKA 3aIlMIIEHHOCTH), CCJIM  MMCIOIIMXCA  JIAHHBIX
MOJIyUeHHE HeI0CTATOYHO JUIS TIPUHSTHS PELIEHUH 110 YyIPABJICHHUIO YSI3BUMOCTAMA
JIOTIOJTHUTEITHbHOI
uHpopMaIun
4 | ITocranoBka 3armpoc Ha BHEIIAHOBOE CKaHMPOBAHHE 00BEKTOB MH(POPMAIIMOHHBIX
3aJ1aun Ha | CHCTEM B CJIydae HEJOCTATOUHOCTH JIMOO HEAKTYaJbHOCTH HMCIOIIMXCAH
CKaHUpPOBaHHE JAHHBIX, 4 TAaKKe B Clydae Moiydenus uHbopManuu 00 ysI3BUMOCTH
00BEKTOB [ocJIe TOC/IeIHEr0 CKaHUPOBAHUS
5 | CxanupoBaHue TToucK ys3BUMOCTEH M HEJOCTATKOB C MOMOLIBIO aBTOMATH3HPOBAHHEIX
00BEKTOB cHeTeM aHAIM3a  3allMIIEHHOCTH. BpiGop 00BEKTOB M BPCMCHHU
CKAHMPOBAHHsS, YBEIOMJICHHE — 3aHHTEPCCOBAHHBIX 110,/1pa3Ae/ICHUH
(HanpuMep, CHTYalMOHHOTO IIEHTPA, MOpa3/Ic/ICHH WT) o nmposeaeHnn
CKaHMpPOBAHUs U JAJIbHEHIICe CKaHMPOBAHUEC BLIOpaHHBIX OOBLEKTOB Ha
HAJIMYNE YSI3BUMOCTH
6 | Ouenka DKCIEPTHASL OLEHKA BO3MOMKHOCTH — MPUMEHEHHs  ySA3BUMOCTH K
JAIAIIEHHOCTH | MH(MOPMAIMOHHBIM  cuCTeMaM. B xojie  OUCHKH  3alMIICHHOCTH
OCYIIECTBIISETCS IIPOBEPKA BO3MOIKHOCTH OKCIUTyaTallll yA3BUMOCTH B
MH(POPMAIOHHBIX CHCTEMAX oprama (OpraHu3anim) ¢ MCroIb30BAHUEM
CpeicTBa KCILTYaTalMK YSI3BUMOCTH, B TOM HHCIC, B XO/IC TECTUPOBAHUSA
HA INPOHUKHOBEHHE (TECTHPOBAHMS CHCTCMbI 3AlATEI HH(pOpMaLH
MyTeM OCYIIECTBJICHHS TOMBITOK ~HECAHKUHOHMPOBAHHOTO JlocTyna
(Bo3eiicTBHS) K HHPOPMAIMOHHON CUCTCME B 00X0/1 €€ CHCTEMBI 3aIIHUThI
uH(OpMAaIum)

Ha ocuoBe Tabmuipsl 3.1. B oprade (OpraHu3anuM) JOJIKHO pa3pabaThiBaThCs

JeTraJibHOEe OIIMCaHHue onepaunfx’l, BKJITOUAroIee HauMEeHOBAaHUEC onepauuﬁ, oIMcaHue



onepauﬂﬁ, choanTeneﬁ, IPOJAOJIKUTEIIBHOCTD, BXOJ/JHBIC MU BBIXOJHLIC JaHHBIC.
ILCT&IIBHOG OIIMCaHHe onepaunﬁ BKJIIOYACTCS B OpI‘aHI/I?;aIlI/IOHHO-paCI'IOpHILI/ITe.TIBHbIC

JIOKYMEHTBI T10 3aIuTe MH(GOPMAINK Oprana (opraHu3zalyn).
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4 TIOPSIIOK YCTPAHEHMSI KPUTHUYHbIX YSI3BUMOCTEM
MMPOIPAMMHBIX, TIPOI'PAMMHO-AIIITAPATHBIX CPEACTB

4.1. Ha srare onpe/eieHusi MeTONA0B 1 IPHOPUTETOB yCTPAHCHHUS YSI3BUMOCTEH
OIIpe/IeIIAeTCs IPUOPUTETHOCTh YCTPAHEHUs YSI3BUMOCTCH 1 BBIOHPAIOTCS] METOJIbI UX
ycTpaHeHus: OOHOBJIEHHE IPOrpaMMHOI0 obecrieuenus W (WIM) IPUMEHEHHE
KOMIIEHCHPYIOIIMX ~Mep 3alluThl MHGOpMAlKH, TakKe [PUHAMAIOTCA  MEpEI,
HATIpaBIEHHBIE Ha YCTPAaHGHHE WJIM KCKIIOYEHHE BO3MOMKHOCTH HCIIOJIB3OBAHN
(9KCTLTyaTal[uK) BBISIBICHHBIX yA3BUMOCTEH.

Ha srame ompejeleHds METOJI0B W TPUOPUTETOB YyCTPAHCHHs YSI3BUMOCTEM
peraroTCs 3a1a4u:

— OIIpe/IesIeHHsI PHOPUTETHOCTH yCTPAHEHNUs! YsI3BUMOCTEH;

— BBIGOPA METOJIOB YCTPAHEHMUS YS3BUMOCTEII:

_  obHOBJEHME TPOrpaMMHOro  obecrieueHus . (WIM)  TIPUMCHEHHE
KOMITEHCUPYIOLIMX Mep 3aLUThl MHPOPMALHH.

Ha srare onpeielieHdss METOJIOB M IPHOPUTETOB yCTPaHEHHs ySI3BUMOCTEH
BBIMTOJHSIIOTCS OTIepalliy, pUBeieHHbIe B Tabuuie 4. 1.

Ta6uuua 4.1

Ne HaumeHoBaHME OIEPALIUN
n/n
1 | Onpeneneuue
[IPUOPUTETHOCTH YCTPAHCHHUS
YSI3BUMOCTEM

Ornucanue onepanuu

Orpesie/leHie PHOPUTETHOCTH YCTPAHEHHs YS3BUMOCTEH B
COOTBETCTBMM C pe3yjbTraraMd —pacuera
ys3BUMOCTEll Ha dTale OLEHKH YA3BUMOCTEH (aTan 4)

KPUTHYHOCTH

2 | Onpenenenue METOJIOB
YCTPaHEHHUS YSI3BUMOCTECH

BeiGop Meroza  yCTpaHCHMS
OOHOBJIEHHST WM TPUMEHCHHE
3alUThl HHPOpMALUH

YS3BUMOCTH:  YCTAHOBKA

KOMIICHCHUPYIOIIIHUX  MEP

3 | llpunsarue peleHus o | Tlpn 0GHAPYIKEHUH KPUTHUYECKOHN YA3BUMOCTH MOXKET OBITh
CpOUHOM YCTAHOBKE | TIPHHSITO PEIICHIE O CPOTHON YCTAHOBKE OOHOBICHNS
O0OHOBJICHUH IporpamMmMHoro obecredenus 00beKToB HHPOPMAHOHHBIX

CUCTEM, ITOJIBEPIKCHHBIX YA3BUMOCTH

4 | Co3naHue 3asiBKM Ha CPOUHYIO

YCTaHOBKY OOHOBJICHHUS

3asiBKa Ha CPOYHYIO YCTAHOBKY OOHOBJICHHS HAIPaBIISICTCs
Ha COTIACOBAHKE PyKOBOAMTEIIO Ttozpasenenus UT

3aIUThl HHPOPMAIUK

5 | Ilpunsrue peleHus o | Ilpu oGHapyKEHHH KPUTHUICCKOH YSA3BUMOCTH MOKET OBITh
CPOYHOM peanu3aiuy | IpUHITO peleHue 0 CPOUHOM peanu3annm
KOMIICHCHPYIOIIHX Mep | KOMIIEHCHPYIOIIMX Mep 3alluThl uH(GOpMaIMK B Ka4deCcTBe

BPEMCHHOTO peHICHMS 110 YCTaHOBKH OOHOBJICHHUS
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6 | Co3nanue 3as1BKH Ha | 3asBKa CO3/aeTcs B Cllydae, €CJIM  OIpeJesieHo, 49To
YCTaHOBKY OOHOBIICHUS yCTaHOBKA OOHOBJICHHMS JUTSl yCTPAHEHNUS JAHHOM YA3BUMOCTH
He 3arTaHipoBaHa
7 | Co3nanue 3as1BKH Ha | 3asgBKa HaA pealM3alMio KOMIEHCHPYIOIIUX MEp 3allUThL
pean3anmio uHdopMaruu GOPMHUPYETCs NP OTCYTCTBHH BO3MOKHOCTH
KOMITEHCHPYIOIIUX Mep | yCTAHOBKH OGHOBIICHIIS, @ TAKoKe B CIy4ae HEOOXOIMMOCTH
3aIIUTH HHPOPMAIK IIPUHSATHSI MEP JI0 YCTPAHEHHUS YSIBBEMOCTH

Ha ocHose Tabmuisl 4.1. B oprane (OpraHu3aliu) JOJKHO paspadaThiBaThCs
JleTalbHOE ONMCAHMe OIepalyii, BKIIOUYAIoee HaMMEHOBAHME ONepalui, OnucaHue
orepalyii, MCTIONHUTEICH, MPONOIDKUTEIBHOCTD, BXOIHBIC M BBIXOAHBIC HAHHLIC.
JletalbHOE ONMMCAHKE ONepalui BKIIOYAeTCs B OPraHM3aliOHHO-PacopAUTEILHRIC
JIOKYMEHTBI 110 3al1uTe HH(pOpMaLny opraHa (opraHuzanuiu).

4.2. Ha oTare ycTpaHeHus! YsI3BUMOCTEH IPUHUMAIOTCSI MEPBI, HAIPABICHHRIC Ha
yCTpaHeHWe WM MCKJIFOYEHHE BO3MOXHOCTH  MCIIONIB30BAHMS (aKCTITyaTalrm)
YSI3BMMOCTEH, BBISIBJICHHbIE Ha dTane MOHHTOPHUHIA. [Ipr 5TOM BBIIOJHSIOTCS
oriepaIuy, MpeJcTaBleHnbIe B Tadimue 4.2.

Tabnuna 4.2

HaumeHoBaHue

Onucanue onepain
orepanuu

1 | CornacoBanue Cpounasi ycTraHOBKa OOHOBJICHMI ITPOrpaMMHOTO obecrieueHus

YCTAHOBKH ¢ | IpenBapUTELHO COMIACOBBIBACTCS ¢ PYKOBOJICTBOM MOAPas/C/ICHUA
PYKOBOZICTBOM UT
nozpasnenenus UT

2 | TecrupoBanue BrisBieHHE MOTEHIHATLHO OITaCHBIX (GYHKIIMOHATBHBIX
0OHOBIIEHUS BO3MOIKHOCTEH, He3aICKJIapHPOBAHHBIX pa3paboTUUKOM

pOTrpaMMHBIX, HporpaMMHo-annapaTHbe CpeacTB, B TOM HHCIIC

[IOJIMTHYCCKMX ~ OAHHEpOB,  JIO3YHIOB,  IIPH3BIBOB W HHOH
POTHBONpPABHON ~HMHpOpManun  (nanee — HEACKIAPHPOBAHHBIC
BO3MOKHOCTH)

3 | YcranoBka
0OHOBJICHUSI B
TECTOBOM CETMEHTE

VeranoBka 0OHOBIIEHHUI HA BEIOPAHHOM TECTOBOM CEIMEHTE
MHPOPMALMOHHOI CHCTEMBI B 11€JI5X ONPEIC/ICHHS BIIUSHHS UX
YCTaHOBKH Ha ee (PyHKIMOHUPOBAHNE

4 | IlpunsiTHe peLICHUS
00 YCTaHOBKE
O0OHOBJICHUS

B ciydae, eciii HEraTUBHOTO BJIMSIHHUS OT yCTAHOBKH 0OHOBJICHHUS Ha
BBIOPAHHOM CErMEHTE CHCTEMBI HE BBISBIICHO, IPUHAMACTCS PELICHAC
0 ero pacnpocTpaHeHHn B cucreme. B ciydae oOHapyKEHUSI
HEraTHBHOIO BJIMSAHHUS OT YCTAHOBKM OOHOBJICHHS Ha BBIOPAHHOM
CerMeHTe CHCTEMbI JaibHeiilnee pacrpocTpaHeHne OOHOBJICHHS HE
OCYINECTBJISCTCS, [pH ITOM  JUIA
IPUMEHSIOTCS KOMIEHCHPYIOIIHE MEPBI 3aIHThI uH(pOPMALIUH

PICfITpaHI/ISaIII/II/I YSI3BAMOCTH
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YcraHoBka PacnpocTpanenne OOHOBIICHHs Ha 00BeKTHl  HHPOPMAIMOHHBIX
OOHOBJICHUS CUCTEM
dopmupoBaHUE VS3BHMOCTH, JUIs YCTPAHEHHsl KOTOPBIX He Obuia Omnpe/ielieHa
mmaHa  yCTAHOBKM | HEOOXOIMMOCTb CPOYHOM yCTAHOBKH OOHOBJIEHHH, YCTPaHSIOTCS B
0OHOBIEHUMN XOJie TUIAHOBOM ycTaHOBKH oOHOBIeHUH. (POpMHPOBAHME IUIAHA
OOHOBJICHUII OCYLIECTBIISIETCA C Y4YETOM 3asdBOK Ha YyCTAHOBKY
0OHOBICHUH]
PazpaboTka u | PaspaGoTka M NPUMEHEHHE MEp 3allfThl wH(OpPMALIMK, KOTOPBIC
peanu3anus IPUMEHSIOTCS B KHQOPMAIMOHHBIX CHCTEMAX B3aMCH OTAC/ILHBIX MCP
KOMIICHCHPYIOIIMX | 3aIUThl HHPOPMALMH, TIO/UICHKAIIMX PCAN3aliii B COOTBETCTBHH C
mep 3amuThl | TPeGOBAHHSMHE 110 3aNHTe NHPOPMALMH, B CBA3M C HEBO3MOXKHOCTRIO
uH(pOpMAIUH MX YCTAHOBKH, OOHAPY/KEHHEM HETaTHBHOIO BIMSHHS OT yCTAHOBKH
OGHOBJICHHUS, & TAKKe B CIydae HEOOXOIMMOCTH NPUHATHS MEp JIO
ycTpaHeHHst ys3BUMOCTH. K KOMICHCHPYIOUIMM MEpam  3allliTbl
HH(GOPMAIMU MOTYT OTHOCHTBCS: OPraHM3alMOHHBIC MCPBI 3allATRI
uH(OpMAIUK, HACTPOHKA CPEJICTB 3allUThI uH(OpMAaLINK, aHaTHU3
coGLITHIT  GE30MaCHOCTH,  BHECEHHE  M3MEHCHHH B HT-
UHPPACTPYKTYPY

TectupoBaHue OGHOBJICHUH MPOrPaMMHBIX U IPOrPaMMHO-ATIApaTHBIX Cpe/ICTB
OCYILIECTBIISIETCS B COOTBETCTBUU C PernamMeHTOM 110 BBISIBICHMIO, AHAJINA3Y WU
YCTPaHEHUIO  KPUTUIHBIX ysizpumocreid B MC  akcruryaTupyeMbIX B Oprame,
OpraHu3anuy, 10 pelIeHuIo opraHa (opraHuzanuu) B cilydae OTCYTCTBHS
COOTBETCTBYIOIIUX PE3YJILTATOB TECTUPOBAHM B BJIY ®CTDOK Poccuu.

[Ipy HaJIUUUKM COOTBETCTBYIOIMX CBeJleHUI MOTryT OBITh HCIIOJIb30BaHbI
KOMITEHCHUPYIOLIME MEpbl 3allUThI uH(pOpMaLUK, TPEJACTABICHHBIE B OroJuIeTeHsIX
6e30MacHOCTH Pa3paboTUUKOB MPOTPAMMHBIX, MPOrPAMMHO-ANMapaTHhIX CPeICTs, a
TaKoKe B OMUCAHUSIX YA3BUMOCTEH, O1yOIMKOBAHHBIX B BJIY ®CTOK Poccumu.

PexoMeHIyeMble CPOKH YCTpaHEHHUS ySI3BUMOCTEH:

— KPUTUYECKHMH yPOBEHB OIIACHOCTH 110 24 qacos;

— BBICOKHI YPOBEHB OMACHOCTH — JI0 7 JHEH;

— CpeiHUM yPOBEHb ONACHOCTH — J10 4 Henelb;

— HU3KHI yPOBEHB OMACHOCTH — JIO 4 MECSLEB.

B pamkax  BBIIOJHCHHS — HOJMpornecca pa3paboTKUM ¥ pealu3aliu
KOMITEHCHUPYIOIMX Mep 3alIUThl HHPOPMAIIUH BBITOIHIIOTCS ONEPaIiH, NpUBeJCHHbBIC
B Tabuue 4.3.

Tabnuna 4.3.
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Ne HaumenoBanue
Omnucanue onepanuu
n/n oreparuu

1 | Onpenenenue Mep | OnpesiesieHie KOMIEHCUPYIOIIHMX MEp  3alUTEL uHpOpMaLnH,
3auUThl KHOPMALKH M | HEOOXOMMMBIX ULl HEHTpalIM3aluy ys3BUMOCTH 00 CHUIKEHUS
OTBETCTBEHHBIX 32 MX | BO3MOYKHBIX HETATHBHBIX ITIOCJIEJICTBHH OT €€ IKCIUTyaTaliH. B
pean3aruio XOJ1¢ BBIMOJIHEHHS JAHHOM OIeparii 10JKHBI OBITH ONpPe/IC/ICHBI
paGOTHUKM, ydYacTHe KOTOPBIX HEOOXOIMMO JUlsl pean3aliu
BHIGPAHHBIX KOMIIEHCHPYIOIIIX MEP 3aIUThl HHPOPMAIHH

2 | CornacoBanue B cinydyae HEOOXOAMMOCTH TPHUBJICUECHUS pabOTHUKOB JPYTUX
[IPUBJICYCHHUSI Mo Ipa3eNIeH i Us pean3aui KOMICHCHPYIOMMX M 3allHThl
pabOTHUKOB MHPOPMAIMH PYKOBOJHMTEIb T10Pa3/Ie/ICHUs 3alUTBI COrIacyeT

WX ~TPHUBJIEYCHHE C  PYKOBOJUTEISAMH  COOTBETCTBYIOMIMX
T10JIpa3/IeJIeHHi
3 | Peanusarus Peayiu3arist OpraHu3allMOHHbEIX MEp 3alUThl HHPOpMALH

OpraHM3aNMOHHBIX Mep | PEyCMaTPHBACT: OIPAHNICHIE HCTIOILb30BAHMA UT-

samuThl HHGOpMAuK | MHPPACTPYKTYPBI; OpraHu3alis pexkinMa OXpatbl (B 4aCTHOCTH,
orpaHMUeHHe 0CTYIa K TEXHHYECKUM CPE/ICTBAM);
uHpOpMHEpOBaHUE H 00yUeHHE TIEPCOHAIa Oprana (opraHu3arun)

4 | Hactpoliika cpenets | OueHKa BO3MOKHOCTH PealM3alldd  KOMICHCHPYIOWHMX MEp €
3auUThl KHPOPMALMH | HCIOJIL30BAHHEM CPEJICTB 3alHThHI uH(pOopMaLi, BEIOOP CPE/ICTB
saumThl HHpopMaluH (IIpi HeoOX0MMOCTH). BriojiHeHne paGor
110 HACTPONKE CPEJCTB 3aIIMThI HH(OPMALUHU

5 | Opranusaums ananusa | Opranusalms MOCTOSHHOTO HAOJIIO/IEHUST U aHaIu3a pe3y/IbTaToB
cOGBITHIT GE30MaCHOCTH | perucTpaiun coObITui Ge30MacHOCTH M MHBIX AAHHBIX C HCJIBIO
BLISIBJICHUS U OJIOKMPOBAHUSI IOTBITOK SKCIUTyaTalluy ysA3BUMOCTH

6 | Brecenne usmenenuii B | Buecenne usmenennit B UT-undpacTpykTypy BRIIOHACT JICHCTBUS

UT-undpactpykrypy O BHECEHHIO H3MEHEeHHMI B KOH(MUIypalud [MPOrpaMMHBIX H
IPOrpaMMHO-AIIIAPATHRIX CPEACTB (B TOM 4HCIC, YIAICHHE
(BBIBEICHHE M3 DKCIUTyaTallli)) J

Ha ocHose Tabmui 4.2 1 4.3. B oprade (OpraHu3arnu) J0JKHO pa3pabaTeiBaTHCS
feTajpbHOe ONMCAHMe OMepalyi, BKIIOYAIoee HanMCHOBAHKWC oriepalnii, onMcaHue
orepalyii, UCIIONHUTEIEH, TPOJOIIKUTEILHOCTh, BXO/HBIC 1 BRIXOAHBIC JIaHHBIE.

JletanbHOEe ~ ONMCAHHE  ONepalyi  BKmodaercs B OpraHu3aloOHHO-
pacrops/IUTeIbHbIE JIOKYMEHTRI I10 3aI1Te urHGOpMaIUK oprana (OpraHu3aLim).

B ciiydae HEBO3MOXKHOCTH TOJIYHCHHs, YCTAHOBKH ¥ TECTUPOBAHHA O0OHOBJIEHHUH
[IPOrpaMMHBIX, TTPOrPAMMHO-AIIIAPATHBIX CPEACTB IPHUHAMAIOTCA KOMITCHCUPYIOIIHE
MepBI 31U Tl HH(OpMAaLUH.

BpiGop KOMIIEHCHUPYIOIIMX MeEp IO 3alluTe uH(GOPMaLMK  OCYIIECTBIIACTCS

OIepPaTOPOM C YUETOM apXUTEKTYPhI 1 ocobennocreil pynknuonuposanus MC, a raxxe
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CIocO00B  JKCIUTyaTalluy YSI3BUMOCTEH IPOrpaMMHBIX, IPOrpaMMHO-AIapaTHbIX
CPEICTB.

KoOMIEHCUPYIOIMMU ~ OpPTraHU3allMOHHBIMH U TEXHUYECKUMH  MEpaMH,
HalpaBJIeHHBIMM Ha IPeOoTBpallleHhe BO3MOKHOCTH OKCIUIyaTallMu YsA3BUMOCTEH,
MOTYT SIBJISITHCSL:

— U3MeHeHUe KOH(UTYpaluu ysi3BUMBIX kKomioHeHToB VIC, B TOM 4ucie B yacTu
MpeJOCTaBICHUsT JOCTyNna K HUX (QYyHKIHUSM, HCIOJIHEHUE KOTOPBIX  MOXKET
CII0COOCTBOBATH IKCILUTYATALIMK BBISIBIEHHBIX YSI3BUMOCTEH;

— OTpaHMYEeHHEe IO HUCIOJIB30BAHUIO YS3BUMBIX IPOrPaMMHBIX, IPOTPAMMHO-
anmapaTHBIX — CPEACTB WJIM  HMX IIepeBoJl B  peXuM  (QyHKIIMOHHPOBaHWS,
OrpaHMYMBAIOIIMN  WCIONHeHHe (QYHKUMH, ofpalleHue K KOTOPBIM — CBA3aHO
C HCIIOJIb30BAHUEM BBISBJICHHBIX YSI3BUMOCTEH (HampuMmep, OTKIIOUEHHE YSA3BUMBIX
CJIy’k0 M CETeBBIX MPOTOKOJIOB);

— pesepBupoBanue koMmnoHeHToB MC, BKiIovas pesepBHUpOBaHHE CEPBEPOB,
TEJIeKOMMYHHMKALIMOHHOI0 000pyI0BaHUsI U KaHAIIOB CBSI3H;

— MCIIOJIL30BAHKME CUTHATY]D, PEIIAIOLIUX [TPaBHII CPEJICTB 3aILUTEl HHOPMALINH,
obecneunBaroux BeisiBIeHUE B VIC pHU3HAKOB 3KCILIyaTalluu YsI3BUMOCTEMH;

— MOHHUTOPHMHI WH(MOPMALMOHHONW O€301MacHOCTH W BBIABICHHE COOBITHH
0esonacHoctd uHGOpMmanuu B MC, CcBA3aHHBIX C BO3MOMKHOCTBIO OSKCILIyaTallUu

ySI3BUMOCTEH.
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