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IIOCTAHOBJIEHUE KAPAP
OT « 4 » wineqd 2023, N 43
06 yTBepKIeHHH perjiaMmeHTa no

BBISIBJICHUIO, AaHAJHU3Y H YCTPAHCHHUIO KPHTHYHBIX
yH3Bl/lMOCTeﬁ B HHq)OpMaHHOHHle CUCTEMax
IKCINIYaTUPYEMBIX B OpraHe, OpraHu3aluy

B uensix ycuienuss oOecneueHus: 6e30macHOCTH HMH(OPMALMKU M IOBBILIEHUS
3aIUIIEHHOCTY HH(GOPMALMOHHBIX CHUCTEM B OpraHaX MECTHOIO CaMOYIpaBJIEHHUs
ApCKOro MYyHHIMIT&IBHOTO palioHa M Ha OCHOBaHMHM mHcbMa MuHuugpsr PT ot
09.06.2012 Ne5451-U, McnonHUTENbHBIA KOMUTET ApCKOTr0 MyHHUIUIIAIBHOIO paioHa
Pecny6mmuku Tataperan [IOCTAHOBJISET:

1. YTBepauth PernaMeHT 1o BBISIBICHHIO, AHAJIU3Y U YCTPAHEHUIO KPUTUYHBIX
ySI3BUMOCTE B MHGOPMALMOHHBIX CUCTEMAaX OJKCIUIyaTUPyeMBbIX B  Oprase,
OpraHU3aLUH, COMIACHO MPUIIOKEHHIO.

2. .OHy6J'II/II(OBaTI> HacTosmiee ImocTaHoBiIeHHe Ha OduiuaibHOM Moprase
npaBoBoii  uHMopmauumu Pecry6nukum  Tarapcran  (http:pravo.tatarstan.ru) u
o0HapoIOBaTh IyTeM pa3MeIleHUss Ha caiite ApPCKOro MyHHMIMIAIBHOIO paioHa
(arsk.tatarstan.ru).

3. KoHTpoJIb 32 UCIIOJTHEHHUEM JIaHHOTO IIOCTAHOBIIEHHS] BO3JIOKUTh Ha 3aBEAYIOILErO
CEKTOPOM MH(OPMAIMOHHO-KOMMYHHKAI[MOHHBIX TEXHOJOTUH U 3alUThl HHGOPMALUK
Qarxymnuna A.P.
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[TpunoxeHue K MOCTAaHOBJIEHUIO
McnoaHuTeIbHOr0 KOMUTETA
APCKOTr0 MyHHIUITAIEHOTO paifoHa
Pecry6muku Tatapcran
OT X% 07 2oz B Ne 573

PersiaMeHT o BbISIBJIEHHIO, aHAJIU3Y H YCTPAHEHHUI0O KPUTHYHBIX YSI3BUMOCTEMH
B HH(POPMALMOHHBIX CHCTEMAaX IKCIUTyaTHPYEMBbIX B OpraHe, OpraHu3auuu

1. OBIIUE ITOJIOKEHUSA

1.1. Hacrosimuii PernamMeHT 1o BBISBICHUIO, aHAIU3Y U YCTPAHEHUIO KPUTHUUHBIX
ysi3BUMOCTel B HMH(OpMAIHOHHBIX cuctemax (naisee — MC) skcrutyaTupyeMmbIX B
opraHe, opraHuzanuu (ganee — PersameHT) pa3paboTaH B COOTBETCTBUH C
PykoBoAcTBOM IO oOpraHu3alMy Ipoliecca YIpaBIEHUS YS3BUMOCTSIMHU B OpraHe
(opranmszaunu) yrBepxaeHHbIM @CTOK Poccunt ot 17 mast 2023 1. ¥ B COOTBETCTBUH C
MeToauKol OLEHKH YPOBHS KPHUTUYHOCTH YS3BHUMOCTEH MPOrpaMMHBIX, TPOIrPaMMHO-
anmapaTHbIX cpeactB yrBepxkaeHHo PCTIOK Poccun ot 28 okTsa6pst 2022 r.

1.2.  Hacrosumii PermamMeHT NOANEKUT NPUMEHEHUIO  OIEpaTOpaMU
WHQOPMALIMOHHBIX CHUCTEM IIpH IPUHATHM HUMH Mep [0 BBISBIECHHIO, aHalIM3a U
YCTPaHEHUIO  YS3BHUMOCTEH  IPOTPaMMHBIX, IPOrpaMMHO-aNNapaTHBIX  CPeACTB
WH(OPMAIIMOHHBIX CUCTEM B COOTBETCTBHU C TpeOOBAaHUSAMH O 3alluTe MH(OpMalUH,
comepikaieiicst B rocynapctBeHHbIX MC, a Takyke MHBIMU HOPMATHUBHBIMH IIPABOBBIMU
aktamu U MetoamdeckuMu nokyMeHTamu @CTOK Poccun.

1.3. BrlsiBieHHe, aHAIW3 U yCTPAHEHHE YSI3BUMOCTEH B CepTUGUIUPOBAHHBIX
NPOrpaMMHBIX,  IPOTPaMMHO-ANIapaTHBIX  CpPEeICTBaX  3allUThl  MH(OpMalUU
obecriedynuBaeTCsl B IPUOPUTETHOM TIOPSAKE M OCYIIECTBISAETCS B COOTBETCTBHM C
9KCIUIyaTAllMOHHOW JOKyMEHTalMed Ha HHUX, a TakkKe C pEeKOMEeHIalHUsIMHU
pa3paboTduKa.

1.4. B PernmaMeHTe HCIIOJIB3YIOTCS TEPMUHBI M OIpENETICHUs, YCTaHOBJIEHHbBIE
HanuoHanbHeIMH  cTanmapramu ['OCT P 50922-2006 «3amura  uHOOpMAIMH.
OcHoBHble TepMuHBI U ompenenenus», [OCT P 56545-2015 «3amura nHGOpMaLUH.
Va3BUMOCTH  MHGOPMAUMOHHBIX cucTeM. [lpaBuia onmcaHus — ysa3BHMOCTEN»,
I'OCT P 56546-2015 «3amurta nHGopMauuu. Ys3BUMOCTH UH(OOPMALIMOHHBIX CUCTEM.
Knaccupurauus ysi3BUMOCTEH HHPOPMALMOHHBIX CUCTEM» U MHBIMU HAIlMOHAIBHBIMU
CTaHgapTaMd B OOJAcTH 3alUThl HHGOPMAIMU M obecredyeHHs MHPOPMALUOHHOM
0e30MacHOCTH.

LensiMu periameHTa sSIBJISIOTCS:

— KOOpIMHALHKS AeATETbHOCTH HCIOIHUTEIBHBIX OpPraHOB IOCYIapCTBEHHOM
Bacti Pecny6iuku TaTapcTaH W OpraHoB MECTHOTO caMoynpaBieHus B PecryOivke
TarapcTaH M0 BBISBIECHUIO, aHAJIN3Y 1 YCTPAHEHUIO KDUTUYHBIX ysa3BumocTed B MIC;

— CO3/laHie OCHOBBI I Pa3paboTKH JEeTAIbHBIX PErjJaMeHTOB U CTaHIapTOB IO
YIPABIEHUIO YSI3BUMOCTSAMU C y4eTOM OCOOEHHOCTEH (yHKIMOHHPOBAHHUS OPTaHOB
(opranusanmit);



— OpraHu3zalys B3aUMOJEHCTBUS MEXIY CTPYKTYPHBIMH MOJpa3elieHUsIMA
OpraHoB (OpraHu3alyii) o BOIpocaM yCTpaHEHHs ySI3BUMOCTEH.



2. MOPSAOK BBISIBJIEHUSI KPUTUYHBIX YSI3BUMOCTEM
IMPOI'PAMMHBIX, IPOT'PAMMHO-AIIIIAPATHBIX CPEJACTB

2.1. B HNC [omkHO OCYIIECTBISATHCS BBISBICHHE CIEAYIONUX THIIOB
ySI3BUMOCTEH:

— HeIOCTaTKH M(WIK) omnOKU rporpammHoro obecniedenus (naiee [10) MC u ee
CHUCTEeMBI 3aInThI HHpopManuu (naitee — C3H1).

— HenocTaTkH ammapaTHbIX cpeactB MC, B ToM uucie anmapaTHBIX CPeICTB
3aIUTHl HHQOPMAIIHH.

— OpraHU3alMOHHO-TEeXHUYECKHE HETOCTATKH.

2.2. HemnocpencTBEHHBIMU HCIOJHUTENSIMU MEPONPUITUN IO  BBISBICHHUIO,
aHanM3y U yctpaHeHuto ys3Bumocteid MIC sABIsIOTCS agAMUHUCTpaTOp Ge30MacHOCTH U
cucteMHble aiMUHUCTpaTopsl MC.

Ha orame MoHMTOpHHra YS3BUMOCTEH H OLEHKH HUX MPUMEHHMOCTH
OCYILECTBIISIETCS] BBISBICHHE YS3BUMOCTE Ha OCHOBAaHHM JaHHBIX, IIOJy4aeMBIX W3
BHEIIHUX M BHYTPEHHHUX HCTOYHHMKOB M IPHUHITHE pPEIIeHUH MO UX MOoCIexyroIlen
obOpaboTke.

[Tporiecc ympaBieHHs] YS3BUMOCTAMH opranmsyercss st Bcex MC oprana
(opraHuzanuy) W JOJDKEH MpeaycMaTpUBaTh IIOCTOSIHHYIO UM HENPEepBIBHYIO
aKTyalu3aluo cBeleHuil o0 ys3BumocTsax U obdbekrax MC. Ilpu m3menenuu cratyca
ysi3BUMocTel (nmpuMeHuMocTh K VIC, Hamuuue HcHpaBieHUH, KPUTHYHOCTE) IOJKHBI
KOPPEKTHPOBATHCS CIIOCOOBI UX YCTPaHEHHUS.

[Tpouecc ympaBieHUs YS3BUMOCTSIMM CBsI3aH C JIPYTMMHM IIPOLECCAMU U
IpoLeypaMu JAesTeIbHOCTH OpraHa (OpraHu3aluu):

— MOHHUTOPHHI HMH()OPMAIMOHHON O€30MacHOCTH — MpPOLECC MOCTOSHHOIO
HaOIOZIEHNs] U aHaJIM3a pe3yNbTaTOB PErucTPallMi COOBITHH 0€30MacHOCTH M MHBIX
JAHHBIX . C LEJBI0 BBISABICHHUsS HapylleHu# Oe3omacHOCTH MHGOpPMALMU, Yrpo3
0e30MmacHOCTH MH(GOPMAIK U YI3BUMOCTEH;

— OIEHKa 3allMIIeHHOCTH — aHaJIW3  BO3MOXKHOCTH  MCIIOJIb30BAHMUS
OOHapy)KEeHHBIX YS3BUMOCTEH MJIsl peanu3alud KoMmmbloTepHbix artak Ha MC oprana
(opraHu3arum);

— OlLeHKa yrpo3 0e3omacHOCTH WHGOpMAlMd — BBISABICHME M OLIEHKa
aKTyaJIbHOCTH yIpo3, peaiu3anysi (BOSHUKHOBEHUE) KOTOphIX Bo3MoxkHa B MIC oprana
(opraHuzanum);

— yIpaBjieHHe KOH(QUrypaluuedl — KOHTPOJIb M3MEHEHHH, COCTaBa M HaCTPOeK
IPOrpaMMHOTO U MporpaMMHo-anmnapatHoro obecrnedenus UC;

— ympaBjieHHe OOHOBJICHWSIMH — IpUOOpETEeHHe, aHalu3 M pa3BepThIBAHUE
OOHOBIIEHH IPOrPaMMHOT0 00ecIieueHHs B OpraHe (OpraHu3alyn);

— NpUMeHEHHe KOMIIEHCHUPYIOIINX Mep 3allUThl MHGOpPMalMU — pa3paboTKa u
IpUMEHeHHe Mep 3allMThl HHQopManuu, KoTopsle mnpumensiores B HC B3amen
OT/IENIBHBIX Mep 3aIllUThl MH(OPMAIUH, MOUICKAIIUX Pealu3alMi B COOTBETCTBHH C
TpeGOBaHUSAMH 10 3aIlKTe HHPOPMALIUH, B CBA3M C HEBO3MOXKHOCTBLIO X ITPUMEHEHHUSI.

VpoBeHb KPUTHYHOCTH YS3BHMOCTEH OLIEHMBAeTCs B  LEIAX [PUHSATHS
00GOCHOBAHHOIO pELIEHUs] AJIMHHHUCTPATOpaMU OE30IaCHOCTH O HEOOXOJMMOCTH



YCTpaHEHHs YS3BUMOCTEH, BBIABIEHHBIX B IPOTPAMMHBIX, IPOrPaMMHO-AMapaTHBIX
CpelcTBax I10 pe3ysbTaTaMm a”anusa ys3Bumocteit B C.

VcXoaHBIMU TaHHBIMU JJIsI OTIPEIeNICHUS] KPDUTUYHOCTH YSA3BUMOCTEH SBISIIOTCS

— 0a3a ysA3BUMOCTEH NpPOrpaMMHOr0 OOecCIeueHHs, MPOorpaMMHO-aNIapaTHBIX
CpencTB, conepxamtasics B banke naHHbIX yrpo3 6e3omnacHoctd nHpopmarmu GCTOK
Poccun (bdu.fstec.ru), a Tak)ke HHbIE HICTOYHHKH, COJIEPIKAIAE CBEIEHHUSI 00 U3BECTHBIX
YS3BUMOCTSIX;

— o¢unuansbHble MHOOPMAIMOHHBIE pecypchl pa3pab0OTYUKOB MPOTrpPaMMHOIO
obecrieyeHus, NpPOrpaMMHO-ANIapaTHBIX CPEACTB M UcclefoBaTeleil B o0iacTu
HH(bOPMaLIMOHHOM 6e30MacHOCTH;

— CBEJICHMsI O COCTaBe M apXUTEKType MH(POPMAIMOHHBIX CUCTEM, MOJYYCHHBIE
[0 pe3ylbTaTaM WX HHBEHTapu3aluu W (WIM) NpUBEJEHHbIE B JOKYMEHTAlMH Ha
MH()OPMALIMOHHBIE CUCTEMBI;

—  pe3ynabTaThl  KOHTPOJS  3AIIMIIEHHOCTH HH(GOPMALMOHHBIX  CHCTEM,
IPOBECHHBIE ONEPATOPOM.

VYKa3zaHHble UCXOJHbIE JaHHbIE MOTYT YTOYHSITHCS UM JOTIONHSATBCS C Y4eTOM
ocoOeHHOCTeH 00JIaCTH AESITeIbHOCTH, B KOTOpo# GpyHkiuonupyrot UC.

OueHka ypoBHS KPUTHYHOCTH YS3BHUMOCTEH IPOrpaMMHBIX, IPOTrPaMMHO-
annapaTHbIX CPeJCTB IPOBOJUTCS alMUHUCTpATOPaMH O€30I1aCHOCTH.

Onenka ypOBHsSI KPUTHYHOCTU YS3BUMOCTEH IPOrpaMMHBIX, IPOTPaMMHO-
annapaTHBIX CPEICTB IPUMEHHUTENBHO K KOHKpeTHoH MC Britoyaer:

—  OmpelelieHHe  MPOrpaMMHBIX,  I[POrpPaMMHO-ANIapaTHBIX  CPEJICTB,
MOJIBEPIKEHHBIX YSI3BUMOCTSIM;

— ompejelieHde B MH)OPMALMOHHON CHUCTEME MeCTa YCTaHOBKU IPOrpPaMMHBIX,
POrpaMMHO-aINapaTHBIX CpPEeJICTB, IOJBEPKEHHBIX YS3BUMOCTSIM (Hampumep, Ha
NepuMeTpe CHCTEeMBl, BO BHYTPEHHEM CEIMEHTE CHUCTEMbI, IIpH peaju3aluu
KPUTHYECKHUX MpolieccoB (6usHec-mpoueccoB) u npyrux cermentax MC);

— pacyeT YpPOBHS KPUTHYHOCTH YS3BUMOCTH IPOTPaAaMMHBIX, IPOrpaMMHO-
anmapaTtHbIX cpencts B MC.

3. MOPSIIOK AHAJIN3A KPUTUYHBIX YSI3BUMOCTEN

MMPOTPAMMHBIX, IPOTPAMMHO-AIIIIAPATHBIX CPEACTB

Ha orane aHamu3a ysS3BUMOCTEH OIpenensercss YypOBEHb KPUTUYHOCTH
ys3BuMocTedl mpumeHuTedbHO K MC opraHa (opraHu3aldd) M OCYLIECTBIISETCS
BBISIBJIEHHE YSI3BUMOCTEH Ha OCHOBAHUU JJAHHBIX U3 CIIEAYIONIMX HCTOYHUKOB:

a) BHYTPEHHUE UCTOYHMKHU:

— CHCTEMBI yIpaBjieHuss WH()OPMaUMOHHOW HMHOpacTpykTypoil (naree — WUT -
UHPPaCTPyKTypa);

— 6a3bl JaHHBIX YIPaBIeHUs KOH(DUTYpaUsIMU;

— moxymeHnranus Ha VC;

— BIIEKTPOHHBIE 6a3bl 3HAHUH OpraHoOB (OpraHMU3alMi);

6) 0a3a JaHHBIX YS3BUMOCTEH, cojepxkamasics B baHke JaHHBIX yrpos
6ezonacHoctu undopmarmu (nanee — b1Y) ®CTIK Poccun;

B) BHEIIIHUE UCTOYHUKHU:

— 6a3bl JaHHBIX, COJEPIKAIINE CBEACHUS 00 U3BECTHBIX ySI3BUMOCTSX;



— ouuHuaIbHble UH(POPMALMOHHBIE pecypchl pa3pabOTYMKOB MPOTPAMMHBIX H
IpOrpaMMHO-aNIapaTHBIX CPEeJCTB M HccienoBaTesnedl B 00JacTH MH(GOPMaMOHHOM
0e30MacHOCTH.

VcTOYHMKM JaHHBIX MOIYT YTOUHSTBCS WJIM JOIOJHATBCS €
ocobeHHOCTEeH (PYHKIIMOHUPOBAHUS OpraHa (OpraHu3alun)

Ha orame ananmu3a ys3BUMOCTEH M OLEHKM MX NPUMEHMMOCTH BBINOIHSIOTCS
orepalnuy, pyuBeIeHHbIe B Tabmie 3.1.

y4eToM

Tabnuua 3.1
No | Haummenosanwue
Omnucanue onepanun
n/n oreparuu
1 | Ananus AHamu3 MHGOPMAIUM M3 PA3IMYHBIX HCTOYHHKOB C IIEJIBIO IIOMCKA
uHdopManMu 00 | aKTyaIbHBIX W  IOTCHUHAJIBHBIX  YSA3BUMOCTEH H  OLEHKH HUX
YS3BUMOCTH MPUMEHUMOCTH K MH(GOPMAIIMOHHBIM CHCTEMaM OpraHa (OpraHu3alin).
ArperupoBaHue U KOppessinus coOMpaeMbIX JIAHHBIX 00 ysS3BUMOCTSX
2 | Onenka Ha ocnoBe mH(popMamuu 00 o0bekTax HHPOPMAITHOHHBIX CHCTEM W HX
HOPUMEHUMOCTH | COCTOSIHUH OTIpeIeTsIeTCsI IIPUMEHAMOCTb YSI3BUMOCTH K
YSI3BEMOCTH UHQOPMAIIMOHHBIM ~ CHCTEMaM oOpraHa (OpraHu3alu) ¢  UEJblo
OIIpeJIeNICHUs YSI3BUMOCTEH, He TpeOYIoIUX NaibHenmeil 00paboTku (He
peneBaHTHBIX ys3BUMocTel). OlleHKa IPUMEHUMOCTH YS3BUMOCTEH
IPOU3BOJMTCS: HAa OCHOBE aHanu3a JaHHbIX 00 WT-mHdpactpyxrype,
MOJIyYeHHBIX W3 0a3 JaHHBIX YIpPABJICHUs KOHQHUTYpaIMsIMA B pamKax
mportecca « YrpasieHue KOH(UTypaliei»; Ha OCHOBE aHaJIN3a JJAHHBIX O
BO3MOXKHBIX OOBEKTaX BO3IEHCTBMS, IIOJYYEHHBIX B pe3ylbTare
MOJICIMPOBaHUSL yrpo3 B paMkax mpomecca «OIEHKa yrpos»; IO
pe3yJibTaTaM OLEHKH 3alUIICHHOCTH
3 | IIpunstue 3anpoc AOMOTHUTEILHON MHpOpPMAUU 00 YSA3BUMOCTH (CKaHHpOBaHUE
petieHuit Ha | OOBEKTOB, OILCHKA 3AIUIIEHHOCTH), €CIM HMEIOIUXCS JaHHBIX
MOJTy4eHHE HEJIOCTATOUHO JUIS IPUHATHS PELICHHUH 110 YIPABJICHUIO YSI3BUMOCTIMH
JIOTIOJIHUTEJILHON
uHpOopManUU
4 | IlocraHoBKa 3anpoc Ha BHEIUIAHOBOE CKAaHMpOBaHME OOBEKTOB HH()OPMAIMOHHBIX
3a7a4u Ha | CHCTEM B Cllyyae HEJOCTATOYHOCTH JIMOO HEaKTyaJbHOCTH MMEIOIIUXCS
CKaHUPOBaHUE JIAHHBIX, a TaK)Ke B CiIydyae IOJIydeHUs HH(POpMalUH 00 YS3BUMOCTHU
00BEKTOB IOCJIE MTOCJICTHEr0 CKAHUPOBAHUS
5 | CxaHupoBaHue [Touck ys3BUMOCTEW M HEZOCTATKOB C ITOMOIIBIO aBTOMATH3MPOBAHHBIX
00BEKTOB CHCTEM aHalh3a 3aIlUINCHHOCTH. BpIOOp 0O0BEKTOB M BpEeMEHHU
CKaHWPOBAHMS, YBEJIOMJICHHE 3aUHTEPECOBAHHBIX  I1OJpa3Je]eHHH
(HarpuMep, CUTYal[MOHHOTO LeHTpa, noapasneneHus MT) o nposenenuu
CKAQHWPOBaHMs U JajbHElllee CKaHWPOBAHHE BHIOpAHHBIX OOBEKTOB Ha
HAJINYHE YSI3BUMOCTH
6 | Onenxa DkcrepTHass OIGHKa BO3MOXHOCTH IIPUMEHEHHS  YA3BUMOCTH K
3AIUIIEHHOCTH | MHQOPMAI[MOHHBIM ~ CHCTeMaM. B Xoje OIEeHKM 3aIlUIIEHHOCTH
OCYIIECTBJISAETCS TPOBEPKA BO3MOKHOCTH IKCILIyaTallUM YsI3BUMOCTH B
UH(POPMAIIMOHHBIX CHCTEeMaX OpraHa (OpraHu3alliM) ¢ MCHOJIb30BAHUEM
CpeJICTBa  OKCIUTyaTallkd  YS3BUMOCTH, B TOM 4HCIe, B XOJ€
TECTUPOBAHWS HA MPOHHKHOBEHHE (TECTHPOBAHUS CHUCTEMbI 3aIUTHI
uH(pOPMAIMH TTYTEM OCYLIECTBICHHS MOIBITOK HECAHKIIMOHMPOBAHHOTO
jgoctyna (BO3NCHCTBHsI) K HH(OPMAIMOHHOM CcHCTEME B 00X0J €€
CHCTEMBI 3alUTHI HH(POpMAIUK)




Ha ocnoBe Tabmuuer 3.1. B opraHe (opraHuzalidu) JOJDKHO pa3padaThIiBaThCs
JleTalbHOe OIMCaHue OIlepalluid, BKIIIOYalollee HauMEHOBaHUE OIlepaluii, ONHUCaHUe
orepalyii, HCIOIHUTENIEH, MPOJOJIKUTEIFHOCTb, BXOJHBIE M BBIXOJAHBLIC JaHHBIE.
JletanpHOE onMcaHMe OIeEpalil BKIIOYAeTCs B OpraHU3allMOHHO-paclopsAUTEeNIbHbIE
JOKYMEHTSHI 110 3alluTe HH(pOpMaLlUK opraHa (OpraHu3alum).



yCTpaHEeHHUSI:
KOMIICHCUPYIOIIUX ~ Mep
HaTpaBJIeHHbIE Ha

4 TIOPAJAOK YCTPAHEHUS KPUTHUYHBIX VS3BUMOCTEM
IMPOTI'PAMMHBIX, IIPOI'PAMMHO-AIIIIAPATHBIX CPEACTB

4.1. Ha srtane onpenefneHus METOAOB U MPUOPUTETOB YCTPAHEHHUS YS3BUMOCTEM
ompezeNsieTcsl MPUOPUTETHOCTh YCTPAHEHUS YSI3BUMOCTEH U BBIOMPAIOTCS METOJBI UX

OOHOBJIEHWE MpPOrpaMMHOro obOecriedeHuss ¥ (WIKM) TNpUMEHEeHHe
3aIIUTBI
yCTpaHEHWe WM HUCKIIOYeHHE BO3MOXXHOCTH HCIIOJIB30BaHUS

UHQOpMALMK, TaKKe IMPUHUMAIOTCS MeEpBI,

(aKCIUTyaTalK) BBISIBICHHBIX YSI3BUMOCTEH.

Ha orame ompeneneHus METOJOB M IMPUOPUTETOB YCTPAHEHHS YS3BHUMOCTEH
pelIaroTCs 3a1a4u:
— OIpeJieIeHUsl IPUOPUTETHOCTH YCTPAHEHHUS YSI3BUMOCTEIH;
— BBIOOpa METO/IOB YCTPAHEHHSI YSI3BUMOCTEH:

—  OOHOBIIEHUE

IpOrpaMMHOTO

obecrieueHuss W (WIM) [pPUMEHEHHE

KOMITEHCHPYIOIIUX Mep 3allUThl HH)OpMALIHH.
Ha srane omnpeneneHus METONOB M IIPUOPUTETOB YCTPAHEHMS YSI3BHUMOCTEH
BBINIOJIHSIOTCS OIIepalliy, IPUBeIeHHbIe B Tabnule 4.1.

Tabmuua 4.1
Ne HaumenoBanue onepanuu
Omnucanue orepamnuu
/1
1 | Ompenenenue OmnpeneneHne IPUOPUTETHOCTH YCTPAHCHUS YA3BHUMOCTEH B
MPUOPUTETHOCTH YCTPAHEHUS | COOTBETCTBHHM C pe3yJbTaTaMH pacdyeTa KPUTHYHOCTH
yS3BUMOCTEH ysS3BUMOCTEH Ha dTalle OLeHKH ysi3BUMocTei (91an 4)
2 | Onpenenenue MeTonoB | BeiOop Meroma ycTpaHEHHsI YS3BUMOCTH: YCTaHOBKa
YCTpaHEHUS YS3BHMOCTEH OOHOBJICHHMSI HWJIM IPUMCHEHHE KOMIICHCHPYIOUIUX Mep
3aIIUTHI HHPOPMALHK
3 | [lpunsitue pelIeHus o | ITpu oOHapyKeHUH KPUTHUECKOH ysI3BUMOCTU MOXKET ObITh
CPOYHOM YCTAHOBKE | IIPUHSTO PEIICHUE O CPOUHON YCTaHOBKE OOHOBIICHUS
0OHOBJIEHUH [IPOrpaMMHOT0 0OecreYeHns: 00bEeKTOB HH(POPMAITTOHHBIX
CHCTEM, TIO/IBEPKEHHBIX YSI3BUMOCTH
4 | Coznmanue 3asBKH Ha | 3asBKa Ha CPOYHYIO YCTAaHOBKY OOHOBIICHWS HAIpaBJIsSeTCs
CPOYHYIO YCTAHOBKY | Ha COTJIACOBAHUE PYKOBOAUTEIIO rmopazeneHus UT
OOHOBJICHHS
5 | llpunstue pemeHus o | ITpu oOHapyKeHUN KPUTHUYECKOH YS3BUMOCTH MOXKET OBITh
CPOYHOMU peaM3aluy | IpUHSITO pelieHue o CPOYHOM peann3anyn
KOMIIEHCHPYIOIIHIX Mep | KOMICHCHPYIOIIUX Mep 3alluThl MH(OpPMAlUU B KadyecTBeE
3aIUTHl UHOPMALIUH BPEMEHHOT0 PEIICHHUS JI0 YCTAHOBKU OOHOBJICHUS
6 | Co3nanue 3as1BKU Ha | 3agBKa CoO3/JacTcss B Cllydae, €CJIH OIpEIEJ]eHO, UTO
YCTaHOBKY OOHOBJICHUS yCcTaHOBKA  OOHOBJIEHWsI  JUII  yYCTpaHEHMs  JITaHHOU
YSI3BUMOCTH He 3allJJaHMpOBaHa
7 | Co3nanue 3asBKH Ha | 3asgBKa Ha peaM3alUI0 KOMICHCHPYIOUIUX MEpP 3allUTEI
pean3anuio uH(GopManuu GOpMUPYETCs IPH OTCYTCTBHU BO3MOKHOCTH
KOMIICHCHPYOIIIHX Mep | YyCTaHOBKHM OOHOBJIEHHS, a TAlOKe B cIydae HEOOXOIMMOCTH
3alMThl HH()OpMAIUH IPHHSATHS Mep JI0 YCTPAaHEHHs YSI3BUMOCTH

Ha ocnoBe Ta0Omuus! 4.1.

B opraHe (OpraHM3alMH) JOJDKHO pa3pabaThiBaThCA

JAC€TaJIbHOC OIIMCaHHEC onepaunﬁ, BKJIFOYAKOIIECE HAMMCHOBAHHEC onepaunﬁ, OIMHMCaHUeC



orepanuii, HCIOJHUTENEH, MPONOIKUTENIBHOCTh, BXOJHBIE W BBIXOJHBIE IaHHBIE.
JleranpHOE omMcaHUE ONEepalyid BKIIOYAETCS B OPraHU3aLMOHHO-PACIOPSIUTEIbHbIE
JIOKYMEHTEHI 10 3aliTe HH(OPMAaLKU opraHa (OpraHu3alum).

4.2. Ha srane ycTpaHeHUs YsI3BUMOCTEH NMPUHUMAIOTCSI MEpPbl, HAIllpaBJeHHbIE Ha

YCTpaHeHHUEe WJIAX UCKIIOYEHHUE BO3MOXHOCTH  HCIIOJIb30BaHUA (SKCHHyaTaHI/II/I)
YXSBHMOCTeﬁ, BBIABJICHHBIC Ha OJSTall€ MOHUTOPHHTA. HpI/I OTOM BBIIIOJIHAKOTCA
orepaluu, npeicTaBieHHble B TabauLe 4.2.
Tabnuua 4.2
Ne HaunmenoBanue
OmnucaHue onepanuu
/o ornepanuu

1 | CornacoBanue CpouHast ycTaHOBKa OOHOBJIEHMH IPOTPaMMHOI0 0OECHEeYEeHUs
YCTAaHOBKH C | mpeBapUTEIbHO COTJIACOBBIBAETCS C PYKOBOJCTBOM IOpa3IeICHHs
PYKOBOJCTBOM uT
nojapazzenenus UT

2 | TectupoBanue BrisiBnenue MTOTEHIIUAJIBHO OTaCHBIX (G YHKIHOHATBHBIX
0OHOBIIEHUS BO3MOXHOCTEH, He3aIeKJIapUPOBAHHBIX pa3paboTInKOM

IPOTrPaMMHBIX, [POTPAMMHO-ANIIAPATHBIX CPEJCTB, B TOM 4HCIIE
HNOJUTHYECKUX  OaHHEpOB,  JIO3YHIOB, HpPU3BIBOB M  HMHOHU
IPOTUBONIPAaBHON HHpOpManuu (najgee — HEAEKIapUpOBaHHBIC
BO3MOYKHOCTH)

3 | YcranoBka YcraHoBKa OOHOBIIEHHU Ha BEIOPAaHHOM TECTOBOM CETMEHTE
OOHOBIICHUS B | MHGOPMALMOHHON CHCTEMBI B IIEJIIX ONPEIEICHUS BIUSIHUS UX
TECTOBOM CEIMEHTE | YCTAHOBKHU Ha ee ()YHKIIMOHHUPOBAHUE

4 | Ilpunsatue pemenus | B ciydae, eciin HEraTUBHOTO BIIMSHMS OT YCTAaHOBKHM OOHOBJIEHUS Ha
00 YCTAHOBKE | BEIODAHHOM CErMEHTE CHCTEMBl HE BBIABIEHO, MPHUHUMAETCs
OOHOBIICHUS pellieHHe O €ero paclpocTpaHEHHMM B cucreMe. B ciyuae

0OHapy)XeHHsI HETaTUBHOTO BIMSIHUS OT YCTaHOBKM OOHOBJICHHS Ha
BBEIODAaHHOM CETMEHTE CHUCTEMBl [JajbHEHIee pacrpocTpaHEeHHe
OOHOBICHUsI HE OCYIIECTBIIAETCS, IPU OTOM JUIl HEWTpaau3aluu
YS3BUMOCTH  IIPUMEHSIIOTCSL  KOMIIEHCHUPYIOIIHE MEphbl  3allUThI
UHpOpMAUU

5 | YcranoBka Pacnipoctpanenre OOHOBIEGHHS Ha OOBEKTHI HH(DOPMALMOHHBIX
00HOBJIEHHS CHCTEM

6 | ®opmupoBanue VA3BUMOCTH, JUISi YCTPaHEHHS KOTOPBIX He ObLIa oOIpejelieHa
IIaHa  YCTAHOBKH | HEOOXOJMMOCTb CPOYHON YCTAHOBKM OOHOBJICHUH, yCTpAaHAIOTCS B
0OHOBJICHMIA X0Jle IIJIJAHOBOW YCTaHOBKM OOHOBIeHHH. DopMupoBaHHE IUIaHa

OOHOBIICHHH OCYIICCTBIISICTCS. C YYETOM 3asiBOK Ha YCTAHOBKY
0OHOBJICHUH

7 | Pazpaborka u | Pazpaborka W nprMeHEHHEe Mep 3allUThl HHPOPMAalUU, KOTOPBIE
peau3anus OPUMEHSIOTCS B MH(MOPMALMOHHBIX CHCTEMAaX B3aMeH OTAEIBHBIX
KOMIIEHCHPYIOIIAX | Mep  3ammThl  MHGOpPMaLUM, MOMIEKANMX  pealu3alud B
Mep 3aIlUTEl | COOTBETCTBHM ¢ TpeOOBAaHMAMM IO 3allUTe MH(OPMAIMHU, B CBA3U C
nHpopMaUH HEBO3MOXXHOCTBIO MX YCTaHOBKH, OOHAapy>KCHHEM HEraTHBHOI'O

BIIMSSHUSL OT YCTAHOBKHM OOHOBJICHHS, a TaKkKe B Cllydae
HEOOXOMMMOCTH IPUHATHS Mep 10 ycTpaHeHus yszBuMocTd. K
KOMIIEHCHPYIOIIIUM MepaM 3aIuThl HHYOPMALUU MOTYT OTHOCHTBCS:
OpraHU3allMOHHBIE MEPBI 3aIUTHl MH(GOPMAIINH, HACTPOHKA CPEJCTB
3aIUTEl UHPOPMALUK, aHAIU3 COOBITHUH 0€30I1aCHOCTH, BHECCHHUE
nsmenennit B UT-undpactpykrypy




OCYIIECTBIIACTCA B COOTBETCTBHU C PernmamenTom 1o BBISABJICHUIO,
YCTPAaHEHHUKO  KPHUTHYHBIX y;ISBHMOCTCﬁ
opraHusaluu,

TectupoBanue 0OHOBICHUN MPOrPAMMHEIX U MPOTPAMMHO-AIIIAPATHBIX CPEICTB

1o

pEeILIEeHUIO

aHaIM3y W
B HMC oskcmnyaTupyeMblx B Oprase,
opraHa (opraHu3aluy) B Clyyae OTCYTCTBUS

COOTBETCTBYIOIIUX pe3ynbraToB TectupoBanus B BJIY ®CTIK Poccun.

[Ipy HamTUMYMM COOTBETCTBYIOIIMX CBEICHHUH MOTYT OBITh HCIIOJIB30BaHBbI
KOMIIGHCUPYIOIIIE Mephl 3allUThl HHGOPMAIMHM, MpPEeACTaBICHHBIE B OOJIETEHAX
6e30macHOCTH pa3pabOTYMKOB IMPOTPAMMHBIX, IMPOTrPAMMHO-ANNAPAaTHBIX CPEICTB, a
TaKXe B ONMMCaHUAX ysA3BUMOcCTeH, onmyonnkoBanHbIX B BJIY @CTOK Poccun.
PexomeHayemMble CPOKH yCTpaHEHUS ysI3BUMOCTEMH:

— KPUTUYECKUH YPOBEHb OIACHOCTH A0 24 4acoB;

— BBICOKMH YPOBEHb OIIaCHOCTH — 10 7 JIHEH;

— CpeJHUI YPOBEHB ONIaCHOCTU — 10 4 HeJellb;

— HU3KUH ypOBEHb OMIACHOCTH — 10 4 MeCSILEB.

B pamkax

BBIITOJIHCHUSA

rnoAmpoLecca pa3pa60TKH H peainsainnumn

KOMIIEHCUPYIOUIUX Mep 3allUThl HH(OPMALIMK BHITIOJHSAIOTCS Olepalu, IpUBeIeHHbIe
B Tabnuie 4.3.

Tabmuma 4.3.
Ne HanmenoBanue
Omnucanue onepanun
n/n oneparyu
1 | Ompenenenue mep | OmpejiesieHne KOMIEHCHPYIOIMIMX Mep 3aIlUThl HH(OpMaIUH,
3aMmuThl THQOPMAIUHU B | HEOOXOIMMBIX JUISl HEHTPATM3aLUK YS3BUMOCTH JIMOO CHIDKEHUS
OTBETCTBEHHBIX 3@ HX | BO3MOYKHBIX HETaTHBHBIX MOCJIEACTBHM OT ee 3KCIUTyaranuu. B
peanu3anuio XOJIe¢ BBITIOJIHEHHUS TaHHOW OINepaluy JOKHBI OBITh ONpEEICHBI
pabOTHHUKH, y4dacTHe KOTOPHIX HEOOXOMUMO IS pealn3aluu
BBIOPAHHBIX KOMICHCHPYIOLIMX MEp 3aIlUThI HH(POpMaLUK
2 | CornacoBanue B ciaydae HeoOXOAMMOCTH IIPHUBIECYECHUS PAOOTHHUKOB JPYTHX
MIPUBJICUCHHUSI MOJIpa3/IeIeHUH JUIsl peann3alui KOMIEHCUPYIOUUX MEp 3alHThI
pabOTHUKOB HHpOpMAMU PYKOBOJUTENH IOJPA3/ICICHUs 3alIUTHl COTJIacyeT
HX TPUBJICYCHHE C PYKOBOIUTEISIMH  COOTBETCTBYIOIIUX
oApa3IeICHUN
3 | Peanmuzanus Peanu3anus opraHU3alMOHHBIX Mep 3alUThl HHpOopMaluu
OpraHW3alMOHHBIX Mep | IIpelycMaTpuBaeT: orpaHHueHue uctoiab3osanus U T-
3aIIUTEl HHpOpMAIMK | HH(PACTPYKTYpHI; OpraHU3alys PeXXuMa 0OXpaHsbl (B 4aCTHOCTH,
OrpaHMYEHHUE JJOCTYIA K TEXHUYECKHM CPeICTBaM);
nH(GOPMUpPOBaHUE U 00yUCHHUE MIEPCOHANIA OpraHa (OpraHu3aliu)
4 | Hacrpoiika cpenetB | OleHKa BO3MOXKHOCTH pEaM3allidl KOMIICHCHUPYIOIIMX Mep C
3aIATHI MHPOPMAIIMK | MCIIOJIB30BAHUEM CPEJCTB 3alUTBI MH(POpPMAIMHU, BEIOOP CPECTB
3amuThl nH(GopManuu (pu HeoOXoUMOCTH). BrirnonHenue padoT
10 HACTPOMKE CPEJICTB 3AIUTHI HHPOPMAIUH
5 | Opranuzauust ananusa | OpraHu3anusi HOCTOSHHOTO HAOMIONEHUs U aHaIu3a Pe3y/IbTaToB
COOBITHH GE30IIACHOCTH | periCTpaldl COOBITUH 0G€301aCHOCTH M MHBIX NAaHHBIX C LEJIBIO
BBISBJICHUS ¥ OJIOKMPOBAHUS MOMBITOK SKCILTyaTalluH ysI3BUMOCTH
6 | Buecenne usmenenuii B | Buecenne wusmenenuit B UT-mrdpactpykrypy  BKIIOYaeT
UT-uadpactpykrypy JefcTBUS 10  BHECEHHUIO HM3MEHEHMH B KOH(UIypauuu
[IPOrPaMMHBIX U IPOrpaMMHO-AIIIapaTHBIX CPEJCTB (B TOM YHCIIE,
yJiajeHue (BbIBeJICHUE U3 DKCILIyaTalluH))




Ha ocnoBe Tabnui 4.2 u 4.3. B oprane (OpraHu3aliuu) J0KHO pa3pabaThiBaThCs
JleTallbHOE OMNMCAaHUE OIlepalyii, BKJIIOYalolllee HalMEHOBAaHHE OIepalluii, OIMHUCaHHe
orepauui, UCIIOJHUTENEH, IPOAOKUTEIbHOCTD, BXOAHBIE M BHIXOHBIE TaHHBIE.

[eranpHoe  omMcaHWMe ~— olepalMid  BKJIIOYAeTCss B OpraHM3aldOHHO-
pacropsauTeIbHbIe JOKYMEHTHI 110 3aluTe HHPOpMaLiK opraHa (OpraHu3alym).

B ciiydyae HEBO3MOXHOCTH MOJTYy4EHUs, YCTAHOBKU U TECTHUPOBAHUS OOHOBIEHMI
NPOrpaMMHBIX, MTPOrpaMMHO-ANNapaTHBIX CPEICTB MPHHUMAIOTCS KOMIIEHCHPYIOUIHE
MEPpBI 3alUTHl HHPOPMAIUH.

Bpi6op KOMIEHCHpYIOIIMX Mep M0 3almTe HH()OPMALUH OCYIIECTBIISETCS
OIIEpaTOPOM C y4ETOM apXHUTEKTYpbl U ocoOeHHOCTelH PpyHKIHoHupoBanus MIC, a Takke
CIOCO00B  JKCITyaTallUHd YS3BUMOCTEH IPOTrPaMMHBIX, ITPOrpaMMHO-aIIapaTHBIX
CpPEe/CTB.

KomneHcUpyrolMMH ~ OpraHM3alMOHHBIMM M TEXHMYECKHMMU  MepaMHu,
HaIpaBJICHHBIMU Ha NPEJOTBpAIleHUe BO3MOXXHOCTH OJKCIUTyaTallMM YS3BUMOCTEH,
MOTYT SIBIISITBCSL:

— U3MEHEeHHUe KOH(MUTypaluH yI3BUMBIX KOMIOHEeHTOB MIC, B TOM 4YHCIIe B YaCTH
NpPENOCTaBIEHUs] JOCTyna K HMX (QYHKUUSM, HCIIOJHEHHE KOTOPBIX MOXET
CIIO0COOCTBOBATH IKCILTyaTallUU BBISBICHHBIX ySI3BUMOCTEI;

— OrpaHUYEHHE IO HCIIOJIB30BAaHMIO YSA3BUMBIX IPOrPAaMMHBIX, MPOrPaMMHO-
anmapaTHbIX  CpPEACTB MM WX IepeBoJ B pexuM  (GYHKIUOHUPOBAHWS,
OrPaHUYMBAIOIIMN  UCIONHEHWe (YHKUUH, oOpalieHue K KOTOPBIM CBS3aHO
C HUCIOJb30BAHMEM BBISBICHHBIX YSI3BUMOCTEH (Hampumep, OTKIIIOYEHHE YSI3BUMBIX
cITy0 M ceTeBBIX IPOTOKOJIOB);

— pesepBupoBaHMe KoMmoHeHTOB MC, Brito4asi pe3epBHpOBaHHE CEPBEPOB,
TEJIEKOMMYHHUKALMOHHOTO 000py10BaHUS U KAaHAJIOB CBSI3H;

— HCIOJb30BAaHUE CUTHATYP, PELIAIOIIUX MIPaBUJI CPEACTB 3alllUThl HHPOPMALIUHY,
obecneunBaroux BeisiBieHne B IC npu3HaKoB SKCIUTyaTalluH ysI3BUMOCTEIH;

— MOHHUTOPUHI HUH(OPMAIMOHHONH O€30MacHOCTH U BBISIBICHHE COOBITHI
6e3omacHoctd uHGopMmanuu B HMC, CBs3aHHBIX C BO3MOXXHOCTBIO AKCILTyaTalUdu
YS3BUMOCTEH.



