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1. OBIIUE ITOJTOXXEHUSA

1.1. Hacrosmuii periamMeHT IO aHAIW3y W YCTAaHOBKE OOHOBIICHUM
0€30MacHOCTH  MPOTPaMMHBIX, POrPAMMHO-ANIAPATHBIX CPEACTB  3aIUThI
uHpopMalMu W HMHOTO IMPOTrpaMMHOTO obOecrieueHust (maiee — PerjmameHr)
pa3paboTaH B COOTBETCTBUM € METOOUKONW TECTHUPOBAHUA OOHOBJICHUIA
0e30MacHOCTH MPOTPAMMHBIX, MPOrPAMMHO-AMMAPATHBIX CPEJCTB YTBEPKIECHHOM
OCTIK Poccum ot 28 okta0ps 2022 r.

1.2. PernameHT omnpenensieT MNOPSAIOK U  COJAEpXKaHWe pabdoT 1Mo
TECTUPOBAHUIO MMPOTPAMMHOTO 00ECTICUCHHUSI, B TOM YHUCJIE C OTKPBITBIM HCXOIHBIM
KOJIOM, TIPEHA3HAYCHHOTO [JIi YCTPAaHEHHUS YSI3BUMOCTEH MPOTPaMMHBIX,
MPOTrpaMMHO-AIMIIAPATHEIX CPEACTB (Hajlee — OOHOBIICHHUS OE30MACHOCTH),
MIPUMEHSIEMBIX B UH()OPMAITMOHHBIX CUCTEMaX, nH()OpPMAITMOHHO-
TEJICKOMMYHHUKAIIMOHHBIX CETAX, aBTOMAaTU3MPOBAHHBIX CHUCTEMaX YMPABIICHUS, B
TOM quclie GYHKIMOHUPYIOIIHNX Ha 0aze nH(OpMaIMOHHO-
TEJIEKOMMYHUKAIIMOHHON UHPPACTPYKTYPHI LIEGHTPOB 00paOOTKHU JTaHHBIX (J1anee —
UH(OPMAIMOHHBIE CUCTEMBI).

PernameHT MOKeT ObITh UCIIOJIB30BAH /111 TECTUPOBAHUS UHBIX OOHOBJICHHIM
MPOrPaMMHBIX, TMPOTPAMMHO-ANMNAPATHBIX CPEACTB [0 PEHICHUI0 OlepaTopa
MH(OPMAIMOHHOW CHCTEMBI.

1.3. Hacrosumit PernmameHT MOUIEKUT TPUMEHEHHUIO —OlepaTopaMu
WH()OPMAITMOHHBIX CUCTEM TP MPUHATHN UMH MEp 10 YCTPAHCHUIO YSI3BUMOCTEH
MPOTPAMMHBIX, MPOTPAMMHO-AMNMIAPATHBIX CPEICTB WHOOPMAITMOHHBIX CHCTEM
B COOTBETCTBMM C TpeOOBaHUSIMU O 3amure HHGOpPMALUU, COAepKalieics
B TOCYJapCTBEHHBIX  WH(MOPMAIIMOHHBIX  CHCTEMax, TPEOOBAaHHSIMH  TIO

00ecCIeyeHuto 0e30macHOCTH 3HAYMMBIX 00BEKTOB KPUTUYECKON
uH(popmamoHHo uHppacTpykTypsl Poccuiickoit denepanuu, a TakKe HUHBIMU
HOPMAaTHBHBIMU IPaBOBBIMU aKTaMH

u MetoandeckuMu gokymentamu ®CTIK Poccun.

1.4. VYcrpanenue ys3BUMOCTEH B CepTUGUIMPOBAHHBIX MPOTPAMMHBIX,
IPOrpaMMHO-AIIIAPATHRIX CPEICTBaxX 3aluThl WHMOpMauu obecrneynBaeTcs
B  IPUOPUTETHOM TMOPAJIKE H  OCYIIECTBISETCS B  COOTBETCTBUH C
HKCIUTYaTallMOHHOW JOKYMEHTAalluel Ha HUX, a TakkKe C PEKOMEHIAlUsIMU
pa3paboTuuka.

1.5. Pemenue 06 ycTaHOBKE MPOTECTUPOBAHHBIX OOHOBJICHUN 0€30MaCHOCTH
NPUHUMAETCS ONEepaTopoM MHGOPMAILIMOHHONM CHUCTEMBI C YYETOM pEe3YJIbTaTOB
TECTUPOBAaHUSI W OICHKM  PUCKOB  HapymieHUs  (QYHKIIMOHUPOBAHUS
WH(POPMAITMOHHON CUCTEMBI OT YCTAHOBKU TaKUX OOHOBJICHUIA.

1.6. B PermamenTte WCNONB3YKOTCA TEPMUHBI U OINpPEACIECHUS,
YCTaHOBJICHHbIE HalMOHaNbHbIMU cTaHgaptamu ['OCT P 50922-2006 «3ammra
uHpopmaruu. OcHoBHBIE TepMuHBI U ompenenenus», ['OCT P 56545-2015
«3amurta uHOpMaruu. Ysa3BUMOCTH HWHGPOPMAIMOHHBIX cucTeM. [IpaBuna
omucanus  yszpumocteiy, ['OCT P 56546-2015 <«3Bammura uHOpmauu.
Vsa3Bumoctd  MHPOPMANMOHHBIX — cucTeM. Kiaccudukanus — ysi3BUMOCTEH
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WH()OPMAITMOHHBIX CHCTEM» M WHBIMU HAIMOHAIBHBIMU CTaHAApTaMU B 00JACTH
3aIMUThl HHPOpMAIUU U obecriedeHrss UHPOPMAIMOHHON O€301TaCHOCTH.
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2. MMOPSJIOK AHAJIN3A OBHOBJIEHUM
BE3OITACHOCTMU ITPOI'PAMMHBIX, ITPOI'PAMMHO-
AIIITAPATHBIX CPEACTB

2.1. AnHamu3 oOHOBJIEHMK O€30MACHOCTH TMPOBOJUTCA C  IIEJIBIO
CBOEBPEMEHHOTO BBISIBJICHUS B HMX MOTEHIIMAIBHO OIMACHBIX (DYHKIIMOHAIBHBIX
BO3MOXKHOCTEH,  HE3aJIeKIIApUPOBAHHBIX  pa3pabOTUUKOM  MPOTPaMMHBIX,
POrpaMMHO-AMIAPATHBIX CPEACTB, B TOM YHUCJIE TMOJUTUYECKUX OaHHEPOB,
JO3YHTOB, TPHU3BIBOB W WHOW MPOTHBOIpaBHOW HHOpMAIMK (Iaigee —
HEJEKJIapUPOBAHHbBIE BOZMOXKHOCTH).

2.2. Anamu3y mnonnexar OOHOBJIEHHS O€30MacHOCTH, HaIlpaBJICHHbIE Ha
YCTPAaHEHHE YSA3BUMOCTEH, YpOBEHb KPHUTHYHOCTH KOTOPBIX OIIPEAEIIEH B
COOTBETCTBUH
c Meroaukoil TecTUpOBaHUS OOHOBIECHHMM O€30MAaCHOCTH POTrPAMMHBIX,
nporpamMmHo-anmapatHbeix cpeacTB yrBepxkaeHHo CTIK Poccun ot 28 okTsi0pst
2022 r.

2.3. Ins ueneit HaCTOSIIIEero perjJaMeHTa K Mpu3HakaMm HeJeKIapuPOBAHHBIX
BO3MOKHOCTEM OOHOBJIEHUI 0€3011aCHOCTH OTHOCSITCSL:

a) MOMBITKUA 0OpalleHuit K ¢GaiioBoi cucreMe, 6a3aM JIaHHBIX, SJIEKTPOHHOU
nouyre W JApyrod HMHPOpMAlUM, HE HMMEIONIME OTHOIICHUS K (QYHKIMOHATY
OOHOBJISIEMBIX MTPOTPAMMHBIX, TPOTPAMMHO-AINTAPATHBIX CPECTB;

0) HEJOKYMEHTHUPOBAHHbIE OOpalleHHs] K CTOPOHHHM (HEU3BECTHBIM
OllepaTopy) CETEBBIM aJpecaM W JOMEHHBIM HMEHaM, HE OTHOCSIIUMCS K
orepatopy HHGPOPMAILIMIOHHON CUCTEMBI;

B) CHCTEMHBIC BBI3OBbBI, XapaKTEpHbIE i1 BPEIOHOCHOTO MPOrPaMMHOIO
oOecrieueHusi (HarmpuMmep, MONBITKU 3arpy3ku u3 cetu «MHTepHeT» OMOIMOTEK U
POrPaAMMHBIX MAKETOB, HE UMEIOIIMX OTHOLIEHUS K (YHKIIMOHATY TPOrPaAMMHOTO
o0ecriedyeHus, MOMbITKA IEepexBaTa CETEBOTO Tpaduka APYroro MporpaMMHOIO
oOecrieyeHusi, TOMBITKA MOHUTOPUHTA JEWUCTBUI TIOJb30BaTElied C JAPYrUM
MPOTrPaMMHBIM 00ECTICUCHHUEM );

') MOTEHIMAJILHO OMAacHble U3MEHEHUs B (ailIoBOil cUCTEME B pe3yJbTaTe
YCTaHOBKM  OOHOBJIEHHSA, B  TOM  4YHCJI€  3arpy3ka M  yCTaHOBKa
HEJIOKYMEHTHPOBAHHBIX MPOrPAMMHOTO OOECTeUeHUs], APaiBepOB U OHOIMOTEK,
HE HMEIOIUX OTHOIIEHUS K (yHKUMOHATY OOHOBIISIEMOTO IPOTPAMMHOTIO,
POrpaMMHO-AIIAPATHOTO CPEJICTBA;

1) U3MEHEHUs KOHpUrypauuu cpenbl (yHKIMOHUPOBAHUS, HE HMEIOIINE
OTHOUIEHUS! K OOHOBJISIEMOMY HPOrPaMMHOMY, MPOTPAMMHO-aNIapaTHOMY
CpelncTBY (HampuMmep, TOSIBJICHHME HOBBIX AaBTOMATHUECKH  3arpyKaeMbIX
porpamm);

€) OTKIIIOUEHHE CPEACTB 3alUThl MHpOpMaMK U (PYHKIUN Oe30macHOCTU
uHdopMaIuu.

2.4. Anamm3 oOHOBIeHUN O€30MacHOCTH OpraHu3yeTcs (TPOBOIUTCS)
crienuanucTaMu 1o 3ammurte uHpopmaruu (MHGOpPMAIMOHHONW 0€30MacHOCTH)
oriepaTopa HHPOPMAITMOHHON CUCTEMEI (Jajiee — UCCIIeIOBATEb).

2.5. Ananmn3 oOHOBIIEHUN O€30MTaCHOCTH BKJIIOYAET:
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a) MOJATOTOBKY K MPOBEJACHUIO TECTUPOBAHUS OOHOBJICHUH 0€30MacHOCTH;

0) MpoBeIeHNE TECTUPOBAHUS OOHOBJIEHUN 0€30MacHOCTH;

B) opopMIIEHUE PE3yIbTATOB TECTUPOBAHKS OOHOBJICHUI 0€30MACHOCTH.

2.6. IloaroroBka K mpoBeACHHIO AHalW3a OOHOBJIEHUN OE30MaCHOCTH
npeaycMaTpuBaeT MoJydyeHue OOHOBIIEHUsI 0€30MacHOCTH M MOJATOTOBKY CpPEbl
TECTUPOBAHMUSI.

CnocoObl  modyyeHuss  OOHOBJIEHHMM  O€30MacHOCTH  OMPENENsIOTCS
ucclieI0BaTeNieM, UCXOs U3 €r0 BO3MOXKHOCTEH, M HE paCCMaTPUBAIOTCS B JAHHOM
Pernamenre.

AHann3 0OHOBJICHH 0€301TaCHOCTH TIPOBOAUTCS B CICIYIONTUX Cpeax:

a) UCCIIEI0BATEIIbCKOM CTEHJIE, CIEIUAIbHO CO3aHHOM JIsl TECTUPOBAHUS
OOHOBJICHHI O€30IMaCHOCTH WJIM UHEIX IICJICH;

0) TecToBOI 30HE MH(POPMAIIMOHHON CUCTEMBI («TIECOUHUIIE) );

B) MH(GOPMAIIMOHHOM cucTeMe, GYHKIIMOHUPYIOIIEH B IITATHOM PEKUME.

Bri6op cpeapl TecTupoBaHHsi OOHOBJIEHUN OE€30MAaCHOCTH OCYIIECTBIISET
UCCJIeIOBATENb, UCXO/IS U3 €r0 TEXHUYECKHX BO3MOXKHOCTEH U Yrpo3 HapyIICHUS
GbyHKIHOHUPOBaHUS MHGOPMAIIMOHHON CUCTEMBI.

2.7. Ilpu npoBeneHun aHann3a OOHOBJIEHUH OE30MaCHOCTH B COOTBETCTBUU
C HacTosmuM PermaMeHTOM JOHKHBI IPUMEHSATHCS HHCTPYMEHTAIbHBIE CPEICTBA
aHaiM3a U KOHTPOJs, (PYHKIMOHAIBHBIE BO3MOXXHOCTH KOTOPBIX O0ECIEYHBAIOT
pean3alMIo TOJIOKEHUN HACTOSIIIEro PerimaMeHTa, WMMEIOMHME TEXHUYECKYIO
NOAJCP)KKY M BO3MOXKHOCTh ajantaiuu (A0padOTKH) T0J OCOOEHHOCTHU
MIPOBOJIMMBIX TECTUPOBAHHM, CBOOOIHO PAaCIpPOCTPaHSICMbIE B HCXOMHBIX KOJAX
WM CpEeACTBa TECTHUPOBAHUS COOCTBEHHOW pa3paboTku. PexomeHmayercs
MPUMEHSITh MHCTPYMEHTAJbHBIE CPEICTBA aHAIM3a W KOHTPOJISl, HE HMEIOLIUE
KAKUX-JIMOO OrpaHWYeHUN N0 HMX NPUMEHEHUI0, ajanTauuu (IopaboTKH) Ha
tepputopun Poccurickonn denepanum.
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3. COIEPXAHUE PABOT 110 AHAJIM3Y OGHOBJIEHUM
BE3OITACHOCTMU ITPOI'PAMMHBIX, ITPOI'PAMMHO-
AIIITAPATHBIX CPEACTB

3.1 OOmmue TpeOOBaAHUA K NPOBEICHUIO TECTUPOBAHUA

3.1.1. B xone mpoBeneHus aHain3a OOHOBJIEHUN O€30MACHOCTU JOJIKHBI
BBITIOJIHATHCS CIICYIOIINE TECTHI:

a) CBEpKa WJICHTUYHOCTH OOHOBJICHUI 0€30MacHOCTH;

0) mpoBepKa MOITTMHHOCTH OOHOBJICHHI 0€3011aCHOCTH;

B) aHTUBHUPYCHBIA KOHTPOJIb OOHOBJIEHHUI 0€3011aCHOCTH;

T') TOMCK OMACHBIX KOHCTPYKIMI B OOHOBIICHUSIX O€30MaCHOCTH;

) MOHUTOPUHI AaKTUBHOCTH OOHOBJIEHMN O€30MacHOCTH B  Cpefe
(YyHKIHOHUPOBAHMS;

€) py4HOI aHaIu3 OOHOBJIEHUN 0€30MacHOCTH.

3.1.2. IlpuBenenunie B mnyHKTe 3.1.1 Hacrosimero Pernamenra TecTsl
BBITMOJIHSAIOTCS 110 PELICHUIO UCCIEN0BATeNsl, UCXO0I U3 BO3MOXKHOCTH IOJIy4YEHHUS
OOHOBJIEHUH 0€3011aCHOCTH Pa3HBIMU CHOCOOAMHU U (WUJIM) U3 Pa3HbIX UCTOYHHUKOB
B pacnakoBaHHOM (paciiu(ppOBaHHOM) BHUJE, BO3MOXHOCTH HCCIEIOBATENs IO
pacnakoBke (paciiupoBaHHIO) OOHOBJIEHHMN O€30MaCHOCTH, a TAKXKE HATUYMS
UHCTPYMEHTAJIBHBIX CPEACTB aHaiu3a (KOHTPOJII) M MHBIX TEXHUYECKHX
BO3MOkHOCTe. [lo pe3ynpTaTam TECTHpOBaHUS HCCIEAOBAaTENb OIMCHIBAET
pE3yNbTAThl KAKI0TO IPOBEICHHOIO TECTA.

3.1.3. B ciyJae BBISIBIICHUS UCCIIE0BATEIEM IIPU3HAKOB
HEJEKJIAPUPOBAHHBIX BO3MOXHOCTEH B XOJI€ MPOXOXKICHUS TECTa, OHU JIOJKHBI
OBITH MPOAHATIM3UPOBAHBI ITyTEM PYYHOTO aHaIM3a OOHOBJIEHUN O€30MaCHOCTH.
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3.2 CBepka HIEHTHUYHOCTH OOHOBJICHUI 0€30MACHOCTH

3.2.1. CBepka HACHTUYHOCTH OOHOBJICHMM O€30MacCHOCTH IIPOBOJMUTCS B
cllydya€ BO3MOKHOCTH  TOJy4YeHHUSI OOHOBJIEHHH O€30MacHOCTH  Pa3HBIMU
crioco6amu U (WJIH) U3 pa3IuIHbIX UCTOYHHUKOB.

3.2.2. CBepka uACHTUYHOCTH OOHOBJICHUH 0€30MacHOCTH MPEAYCMaTPUBAET:

1) mosyyenue OOHOBJIEHHUsSI OE30MACHOCTH pPa3HBIMU criocoO0amMu W (WJIH)
NoJIydeHre OOHOBJICHUI 0€30MacHOCTH M3 Pa3IMYHBIX MCTOYHUKOB (Hampumep,
IP-anpecoB, pacnonoxeHHbIX Ha Tepputopun Poccuiickon denepannu, a Takxke 3a
ee mpejenamu);

2) pacyeT KOHTPOJBHBIX CYyMM OOHOBJIEHHUN O€30MaCHOCTH, MOJYyYEHHBIX
pPa3HBIMU CIOCOOAMU U (WJIM) U3 Pa3TUYHBIX UCTOYHUKOB,

3) cpaBHeHHE OOHOBJIEHHUN O€30MACHOCTH, TOJYYEHHBIX PpPa3HBIMU
crnocobamMu U (WM) U3 pa3HbIX MUCTOYHHKOB, IyTEM CPABHEHUS UX KOHTPOJIbHBIX
CYMM.

3.2.3. Ilo pe3yabpTaTaMm BBIIOJHEHUS T€CTa JAOKEH OBITH CHETaH BBIBOJ 00
UJCHTUYHOCTU OOHOBJICHUI 0€30MacCHOCTH, MOJYYEHHBIX pa3HbIMU CHOCOOaMU U
(umu) W3 pa3HbBIX HUCTOYHUKOB. B cilydae CXOXJIEHUS KOHTPOJBHBIX CYyMM
OOHOBJIEHUH TECT CUYUTAETCS YCIIEIIHO IPOUIEHHBIM.

3.2.4. B cny4ae BBISBICHHS HECOOTBETCTBUH B KOHTPOJBHBIX CYMMax
OOHOBJIEHUH 0€30MaCHOCTH, YKa3aHHbIE OOHOBJICHHSI O€30M1aCHOCTU JTOJKHBI ObITh
IPOAHATIM3UPOBAHBI ITyTEM PYYHOTO aHaJIM3a OOHOBIEHUI O€30aCHOCTH.

3.3 IlpoBepka NOMJIMHHOCTH OOHOBJICHUI 0€30IIACHOCTH

3.3.1. IIpoBepka MOAIMHHOCTH OOHOBJIEHUN OE30MACHOCTH MPOBOJUTCS B
Cllyyae HaJluuus y UCCIEI0BATENsl BO3MOKHOCTH MOJIYYUTh (Daiti(bl) OOHOBICHUS
0€30MacHOCTH B pacmakoBaHHOM (pacmudpoBaHHOM) BHUJE JO €r0 YCTAaHOBKH B
cpene  (QYHKIIMOHMPOBAHWSA, a TaKXkKe TMPH HAIAYUH TMPEAOCTABISIEMBIX
pa3pabOTYUKOM OOHOBJICHHS INTAaTHBIX CPEACTB MPOBEPKU  IMOTMHHOCTU
daiina(oB) 0OHOBIIEHUS OE30MACHOCTH.

3.3.2. [IpoBepka NOATUHHOCTH OOHOBJICHUM MPEyCMAaTPUBACT:

1) pacniakoBky (paciudpoBanue) Qaitna(oB) 0OHOBICHHUS OE30MACHOCTH;

2) ompezesneHne KpUTepreB MPOBEPKHU MOMIMHHOCTH (haiina(oB) 0OHOBICHUS
O6e3omacHocTH. B KadecTBe KpHUTEpHMEB NPOBEPKH MOMJIUHHOCTH (aitna(oB)
OOHOBJICHUS MOTYT BBICTYNAaTh KOHTPOJBHBIE CYMMBI (DaliJiOB, 3JIEKTPOHHAS
nudpoBas TOANMKUCH (aiIoB WM WHBIC KPUTEPUH TPOBEPKHU IOMIMHHOCTH
¢aiina(oB) 0OHOBJICHUS OE30MTACHOCTH, MPEIOCTABIIIEMBIE €TI0 PA3PA00TUUKOM.

3.3.3. @aiin cyuTaeTrcd IMOMJIMHHBIM, €CIIM KPUTEPUM IMPOBEPKHU
NOJIMHHOCTH  (paiima(oB)  oOHOBJeHHMs ~ O€30MACHOCTH,  OMNpEJETICHHBIN
UCCIIeIOBaTeNIeM, HICHTUYCH KPUTEPHUIO, TMPEAOCTaBICHHOMY pa3paboTYnKoM
oOHOBJIeHUs1 Oe3omacHOCTU. B ciywyae ycTaHOBiIEHHsS MOMJIMHHOCTH (aitna(oB)
OOHOBJIEHUS1 OE30MACHOCTH TECT CUUTACTCS YCIEIIHO MPOIEHHBIM.

3.3.4. B ciy4yae HEyCHENTHOTO MPOXOXKACHUs TecTa, (aitn(bl) 0OHOBIECHUN
0€30MacHOCTH, B KOTOPBIX BBISIBJICHBI HAPYIICHUSI TIOIJTMHHOCTU WJTU TIOITTUHHOCTH
KOTOPBIX HEBO3MOXHO TPOBEPUTH, TOJDKHBI OBITH MPOBEPEHBI MyTEM PYYHOTO
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aHayn3a OOHOBJICHHS 0€30MaCHOCTH.
3.4 AHTHBHPYCHBIH KOHTPOJIb O0HOBJIEHU 0€30MACHOCTH

3.4.1. AHTUBUPYCHBIM KOHTPOJIL OOHOBJICHUI 0€30MAaCHOCTH 3aKJTI0YaeTCs B
BBISIBJICHUN BPEIOHOCHBIX KOMIIBIOTEPHBIX MpOrpamMm (BHPYCOB) B UCCIEIYEMOM
OOHOBJIECHUU 0€30MaCHOCTU C MCIOJIb30BAaHUEM CPEJICTB aHTUBUPYCHOM 3aIlUTHI.
Jlns mpoBefeHUsT aHanM3a HEOOXOJIMMO MCHOJIB30BATh HE MEHEE JIBYX CPEJCTB
AHTUBUPYCHOM 3aIIUTHI Pa3HBIX pa3pabOTYUKOB.

3.4.2. AHTHUBUPYCHBIN KOHTPOJIb 0OHOBIIEHUH Oe3omacHOCTH
npeaycMaTpUBaET:

1) mpoBepky OOHOBIEHUN OE30MACHOCTH CpPEICTBAMH aAHTUBUPYCHOU
3aIUTHI 10 UX YCTAaHOBKU;

2) TpOBEJEHUE CHUTHATYPHOIO M HIBPUCTUUYECKOTO aHAlIU3a COACPKUMOTO
OmNepaTUBHOM TaMsTH, (GailJIoBOM CHUCTEMBbl U 3arpy30YHBIX CEKTOPOB BCEX
UCITIOJIb3YEMbBIX HOCUTENCH MH(OpMAIIMU MO 3aBEPIICHUI0 YCTAHOBKUA OOHOBJICHUS
0€30I1aCHOCTH.

3.4.3. Tect cuurTaercs YCHENIHO TMPOWJIEHHBIM B CIIy4ae OTCYTCTBUSA
MIPU3HAKOB BPEIOHOCHOW aKTHUBHOCTH B (paillax oOHOBIEHUN O€30MacHOCTH U B
caMOM MPOrPaMMHOM 00€CTIEUECHUH TTOCJI€ YCTAaHOBKU OOHOBIIEHUN O€30MTaCHOCTH.

3.4.4. B ciyyae HEyCHEUIHOTO MPOXOXKJIECHUs TecTa, (aiti(bl) 0OHOBIECHUMN
0e30MacHOCTH, B KOTOPBIX BBISBICHBI MPU3HAKU BPEJOHOCHON AaKTUBHOCTH,
JIOJDKHBL  OBITh MPOAHATU3UPOBAHBI IMyTEM PYYHOIO aHajiu3a OOHOBJICHUI
0€30MacHOCTH.

3.5 Ilouck onmacHbIX KOHCTPYKIUI B 00HOBJICHUAX 0€30MACHOCTH

3.5.1. Ilouck omacHbIX KOHCTPYKUUWA B OOHOBJIEHUSX O€30MaCHOCTU
MPOBOAUTCS B CIIydae HAJTUYMS y UCCIIEA0BATENS] BOBMOXKHOCTU MOTYUYUTh (haiisi(bl)
OOHOBJIEHUS B paCIaKOBAHHOM (paciin(poBaHHOM) BUJIE A0 WUJIM MOCIE YCTAHOBKHU
OOHOBJIEHUS B cpejie PYHKIIMOHUPOBAHHUS.

3.5.2. Tlouck omacHBIX KOHCTPYKIIMA B OOHOBIEHHAX O€30MaCHOCTU
npeycMaTpUBaeT:

a) TIOMCK ONACHBIX KOHCTPYKIIMM B OOHOBIIGHUSX OE€30MAaCHOCTH C
MpUMEHEHUEM HMHAMKATOPOB Kommpomeraimmu, YARA-mpaBun u  Apyrux
CIT0co0O0B;

0) KOHTEKCTHBII NOHUCK NOJUTHYECKUX OaHHEpOB, JIOZYHTOB M JPYroi
MPOTUBOIIPABHON MHGOPMALIMKY B OOHOBJIEHUSX 0€30M1aCHOCTH.

3.5.3. Tect cuutaercd yCHEUIHO MPOUAEHHBIM B CJIydae, €CJIM OINACHBIC
KOHCTPYKIIUU HE BBISBIICHBI.

3.5.4. B cinydyae HeycHemHOro mpoxokaeHus: Tecta, ¢aii(bl) 0OHOBICHUMN
0e30MacHOCTH, B KOTOPBIX BBISIBJIICHBI OINACHBIE KOHCTPYKIUHU, JOJKHBI OBITH
MPOAHATIM3UPOBAHBI TYTEM PYYHOTO aHaIM3a OOHOBIIEHUN O€30MaCHOCTH.

3.5.5. [lpu mpoBeneHnn PydyHOTO aHadW3a MCCIEAOBATENIeM JOJDKHO OBITh
UCCJIEJOBAaHO HA3HAYEHHME BBISBIECHHBIX OIMACHBIX KOHCTPYKIIUM, MOATBEpKIEHA
WA ONPOBEPTHYTA UX ONACHOCTb.
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3.6 MOHUTOPMHI AKTHBHOCTH OOHOBJIEHMI 0€30IaCHOCTH B
cpele TeCTUPOBAHHUA

3.6.1. MOHUTOPUHT AaKTHBHOCTH OOHOBJICHHH O€30MACHOCTH B Cpefe
TECTUPOBAHUS 3aKJIIOYACTCS B TOJYUYCHWH W aHAIU3€ CBEICHUN O IMOBEACHHUU
OOHOBJIIEMOTO MPOTPAMMHOT0, IPOTPAMMHO-AIIIIAPATHOTO CPEJICTBA B PE3YJIbTATE
€r0 B3aUMOJCHCTBHS CO CPEION (PYHKIIMOHUPOBAHUS WM IPYTUMH TPOTpaMMaMH,
a TaKKe aHaluW3e CBEACHWNA O B3aWMOJCHCTBUM KOMIIOHEHTOB OOHOBIJICHHOTO
IPOrpaMMHOT0, POTPAMMHO-AMNMAapaTHOTO CPE/ICTRA.

3.6.2. MOHUTOpPUHT aKTHBHOCTH OOHOBJICHHH O€30MacHOCTH B Cpele
GYHKIIMOHUPOBAHUS TMPOBOAMUTCS TPU HATWYUU  BO3MOXKHOCTH  YCTAHOBKH
HEOOXOJUMBIX ~ MHCTPYMEHTOB B  Cpel€  TECTHPOBAaHUS  OOHOBIISIEMOTO
IPOrpaMMHOT0, MPOTPAMMHO-AMNIAapaTHOTO CPEICTRA.

3.6.3. MOHUTOpPUHT aKTUBHOCTH OOHOBJIEHUN O€30MaCHOCTH B Cpeje
TECTUPOBAHUS MIPEeIyCMaTpUBaET HEOOXOAUMOCTD MTPOBEACHMUS:

a) aHaliM3a Pe3yJIbTATOB BBITIOJIHEHUSI CUCTEMHBIX BBI30BOB OOHOBIIEHHOTO
IPOrpaMMHOTr0 0OecTieueHus;

0) aHanM3a MOJy4aeMbIX U OTIIPABISIEMbIX OOHOBJICHHBIM IMPOTPAMMHBIM,
IPOrpaMMHO-AMNIAPATHBIM CPEJICTBOM CETEBBIX MTAKETOB;

B) aHaju3a cocTaBa (aiIoBOM CHUCTEMBI JIO U MOCJIE YCTAHOBKM OOHOBIICHUS
POrPaMMHOT0, MPOTPAMMHO-AIIAPATHOTO CPEJICTBA;

') CHTHATYPHOTO TTIOMCKA N3BECTHBIX YSI3BHMOCTEH.

3.6.4. Tect cunTaeTca yCIEIIHO NPOUIAEHHBIM, €CIM B XOJI€ MOHUTOPHUHTA
aKTUBHOCTH OOHOBJIECHMI OE30MAaCHOCTH B Cpelieé TECTUPOBAHMS HE BBISBICHO
IPU3HAKOB HEJIEKJIAPUPOBAHHBIX BO3MOXKHOCTEH.

3.6.5. B ciydyae HeycHnemHoro mpoxokaeHus: Tecta, ¢aii(pl) 0OHOBIICHHI
0e30macHOCTH, B  KOTOPBIX  BBIABICHBI NPHW3HAKK  HEICKIAPUPOBAHHBIX
BO3MOYKHOCTEH, JIOJDKHBI OBITH MPOAHAIM3UPOBAHBI IMyTEM PYYHOTO aHaIM3a
OOHOBJIEHUH 0€301aCHOCTH.

3.7 Py4Hoii aHaJa13 00HOBJIeHU 0€30MACHOCTH

3.7.1. PyuHoii aHaiu3 OOHOBJICHMI OE€30MAaCHOCTH MPOBOJUTCS B Cllydae,
€CJIM 10 PE3YyJIbTaTaM BBIITOJIHEHHS TECTOB:

a) BBIABJICHBl pa3IUuMsg B OOHOBJIEHUSX O€30MaCHOCTH, MOJYYEHHBIX
pa3HbIMU crioco0amMu U (WJIM) U3 Pa3HbIX UCTOYHUKOB;

0) HeyCHemrHo TMpOWIEeH TeCcT NOMJIMHHOCTH (Qaina(oB) OOHOBIEHUS
0e301acHOCTH;

B) BBISIBJICHBI MPU3HAKKA BPEJOHOCHOM aKTUBHOCTU B (ailimax oOHOBIEHUS
0e30MacHOCTH B pe3yjbTaTe€ AaHTUBUPYCHOTO KOHTPOJIS WA MOHUTOpPUHTA
aAKTUBHOCTU OOHOBJIEHUS O€30MACHOCTH B cpefie (yHKIIMOHUPOBAHUS;

') 0OHapyXeHbl ONTACHbIE KOHCTPYKIIUU.

3.7.2. Pyunoii aHanm3 OOHOBJCHHWI O€30MAaCHOCTH TPOBOAUTCS B
OTHOIIIEHWM KOMIIOHEHTOB OOHOBJIEHMII 0€30MacHOCTH, B  KOTOPBIX IIO
pe3ynbTaTaM MpPOXOKAEHUS MEPEUUCIICHHBIX BBIIIE TECTOB BBISBIICHBI YKAa3aHHbBIC
B nmyHkTe 3.7.1 Hactosmero PernamenTa ycioBusl.
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B cnydae ecnu pydHON aHajaM3 MPOBECTH HEBO3MOKHO, MCCIIEIOBATENEM
JienaeTcsi BBIBOJL O HAJIUYMKM B OOHOBJIEHMM O€30MAaCHOCTH TMPU3HAKOB
HEJICKJIaPUPOBAHHBIX BO3MOKHOCTEH.

3.7.3. PyuHoii ananu3 oOHOBJIEHHs 0€30MMACHOCTHU MIPETyCMaTPUBAET:

a) a”aiMM3 JIOTUKKM paboThl (B TOM YHCIE JIU3acCEMOJUPOBAHUE WU
JEKOMIUJISAMA ~ OMHAPHOTO  KOJa  MNpPU  HAIUYUMM  COOTBETCTBYIOIIMX
BO3MOXXHOCTEH);

0) ucciaeaoBaHHEe KOMIIOHCHTOB OOHOBJICHHS OC30ITACHOCTH C ITOMOIIBIO
OTJIaIYUKOB U TPACCHPOBIIUKOB;

B) TMPOBEPKH HaIU4Msi B OOHOBICHHM O€30MACHOCTH  KIIIOUEBOM
uHbopMaluu (maposield, CEKpPeTHBIX KIIYe U JApyroil 4YyBCTBUTEIBHOMN
uHbOpMaIun);

') CTATUYECKOTO U JUHAMUYECKOTO aHaIn3a (MIPH HATMYUU UCXOJHBIX KOJIOB
OOHOBJICHUH 0€30MaCHOCTH).

3.7.4. Tlo pe3ynbrataM MPOXOKJIEHUS TECTa HCCIEAOBATEIEM JIETIACTCs
BBIBOJ O TMIOATBEP)KICHUM HAJIWYUS WIA OTCYTCTBUSI BBISIBICHHBIX paHee
IPU3HAKOB HEJEKJIAPUPOBAHHBIX BO3MOKHOCTEN B KOMIIOHEHTE(aX) OOHOBISIEMOTO
IPOrpaMMHOT0, MPOTPAMMHO-AMNNapaTHOTO CPEICTRA.

3.7.5. B ciydae ecnu 1o pe3ysibTrataM py4HOIrO TECTUPOBAHUS B OOHOBICHUU
0€30MacCHOCTH BBISBJICHBl BPEJOHOCHOE MpPOrpaMMHOE obecrieueHue u (Win)
HEJICKIApUPOBAaHHBIE BO3MOXKHOCTH, YKa3aHHas wWH(OpManus HampaBiIseTcs
B @OCTOK Poccum w HanvoHanbHbBI  KOOPAWHALUMOHHBIA — LEHTP IO
komnbioTepHbiM  uHIUAeHTaM (HKIIKM) B cooTBeTCTBMHM € yCTaHOBJIEHHBIM

PEriIaMCHTOM.
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4. OPOPMJUIEHHUE PE3YJIBTATOB TECTUPOBAHUA

4.1. Pe3ynpTaThl aHann3a OOHOBICHUH 0€30TIaCHOCTH OGOPMIISIOTCS B BUJIE
oT4yeTa. B oT4eTe MOKHBI OBITH OTPA)KEHBI OMUCAHUE TECTOBOM CpEJibl, CBEICHMS
00 yA3BUMOCTSIX, Ha YCTpPaHCHHE KOTOPBIX HANpaBlIeHO OOHOBJIICHHE
0€30MMacHOCTH, Pe3yIbTaThl KaXKIOTO TECTa, MPOBEICHHOTO B COOTBETCTBUU C
paznenom 3 HacTosmero PernamenTa.

4.2. Ortder aHanm3a OOHOBJICHHS OE30MACHOCTH BKIIOUAET CIICIYIOIINE
CBEIICHUS:

a) HAMMCHOBaHUE OOHOBJICHHUS OC30ITaCHOCTH,

0) cBemeHHUs O MeCTe pa3MelmeHus OOHOBIIGHHUS OE30TacCHOCTH,
KOHTPOJIbHBIX CyMMaX OOHOBJICHHsI O€30MaCHOCTH, /1aT€ BBITYCKAa OOHOBJICHUS
6e3omacHoOCTH, pa3paboTIYMKe OOHOBJICHHS 0€30MMaCHOCTH, BEPCUHU TIPOTPAMMHOTO
o0cCIICUeHHS;

B) CBeJCHUS 00 YSA3BUMOCTSIX, Ha YCTpaHEHHWE KOTOPBHIX HaIpaBICHO
00HOBJIEHHE OC30IIaCHOCTH;

I') HAUMEHOBAaHHE MPOBEJICHHBIX TECTOB;

1) pe3yJbTaThl aHalu3a (YCIEIIHO/HE YCIEIIHO);

€) OIKMCaHHE Pe3ylbTaTOB aHallh3a, BKJIOYAsi CPEACTBA MPOBEICHUS
aHalln3a, CpeAy TECTUPOBAHUWsS, BBIABICHHBIC TPU3HAKH HEICKIAPHUPOBAHHBIX
BO3MOYKHOCTEH, ONTMCaHUE TTPOBEICHHBIX TECTOB.

4.3. Jlna TecTtoB, MO pe3yJbTaraM KOTOPBIX BBIABICHBI NPU3HAKU
HEJICKJIAPUPOBAHHBIX BO3MOXXHOCTEH, B OTYET TECTUPOBAHHS OOHOBJICHUHN
0e30macHOCTH JOJDKHA OBITh BKJIIOYEHA BCS TEXHUYECKas HUHdopmaus,
HeoOXoauMasi ISl TOSCHEHUsI BBITIOJIHCHHBIX B XOJIC MICCJICIOBAHUS OTEpaluid 1
pE3yNbTaTOB, TMOMYYCHHBIX B XOJ€ HCCICIOBAaHWNA (B TOM YHCJIE BCE OTYCTHI
WHCTPYMEHTAJILHBIX CPEACTB aHAIM3a M KOHTPOJIS).

B OTHOIICHWW  BBISBJICHHBIX  INPU3HAKOB  HEJCKIApPUPOBAHHBIX
BO3MOYKHOCTEH HCCIEI0BATENIeM OIPEICNSIIOTCS OTPAaHUYECHUS] W YCJIOBUS, IPHU
KOTOPBIX YCTaHOBKA OOHOBJICHUSI O€30MACHOCTH BO3MOXHA. Y Ka3aHHbBIE CBEIACHUS
BKJIFOYAIOTCSI B OTYET aHaJIM3a OOHOBIICHUN O€30MTaCHOCTH.
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S. YCTAHOBKA OBHOBJIEHUH BE3OIIACHOCTH
ITPOT'PAMMHBIX, ITPOI'PAMMHO-AIIITIAPATHBIX CPEACTB
SAHIUTBI UHOOPMAIIMU U UHOT'O ITPOT'PAMMHOI'O
OBECIIEYEHUA

[Ipu mnpuHATHM pelieHus O pe3yJbTaTax TEeCTUPOBAHUS OOHOBJICHHM
0e30macHOCTH
MPOrpaMMHBIX, MPOTPAMMHO-AMIMAPATHBIX CPEJCTB peaM3yeTcs CIeAyIoIui
MOPSIIOK  OTPEIETICHUST BO3MOXKHOCTH YCTAaHOBKH OOHOBJICHHI IMPOTPAMMHBIX,
MPOTrpaMMHO-aNIapaTHbIX CPECTB.

1. BeiBO/1 0 BO3MOXKHOCTH yCTaHOBKHM OOHOBJICHMI O€30MaCHOCTH.

1.1. B oTHOmEHMM NPONPUETAPHBIX MPOTPAMMHBIX, IPOTPAMMHO-
anmapaTHbIX CpPEeICTB M CBOOOJHO  pacCHpOCTPAHSIEMOrO  IPOrPAMMHOIO
oOecrieyeHus: BBIBOJ O BO3MOXKHOCTM YCTAaHOBKHM OOHOBJIEHHSA O€30MaCHOCTH
dbopMupyeTCsi Ha OCHOBE BBITTOJIHEHHS CJIETYIOIINX TECTOB:

— CBEpKa HUJACHTUYHOCTH OOHOBJIEHUHN Oe3omacHOCTU W (WJIM) TPOBEpKa
ITOJJTMHHOCTH OOHOBJICHHI 0€30I1aCHOCTH;

— AQHTUBUPYCHBIA KOHTPOJb OOHOBJIEHUN 0€30MacHOCTH U (WJIM) TOUCK
OITACHBIX KOHCTPYKIIMM 0€3011acCHOCTH;

— MOHHUTOPUHT AaKTUBHOCTHM OOHOBJIEHHN 0€30MacHOCTH B  cpee
GyHKIIMOHUPOBAHMUS.

1.2. B oTHOmIEHMM OOHOBIEHUH O€30MaCHOCTH MPOrPAMMHOTO 00eCIeyeHus
C OTKPBITHIM KOJIOM BBIBOJT O BO3MOXHOCTH YCTaHOBKH OOHOBJICHUSI 0€301MaCHOCTH
(bopMHpyeTCS HA OCHOBE BBIITOJHEHHS CIIETYIOIIUX TECTOB:

— TIPOBEPKA MOJJIMHHOCTH OOHOBJICHUI O€30MTaCHOCTH;

— aHTUBUPYCHBIA KOHTPOJb OOHOBIIEHUH 0€30M1aCHOCTH;

— MOHUTOPUHT aKTHUBHOCTM OOHOBJEHUN O€30MacHOCTH B  Cpelie
GyHKIIMOHUPOBAHMS;

— pY4HOIi aHaTu3 0OHOBIIEHNUN OE30MACHOCTH.

2. OueHka pe3yJbTaTOB BBIIIOJTHEHHBIX TECTOB.

2.1. Ecou mo pe3ynbTaram BBINOJHEHUS TECTOB PE3YJbTaThl peaiu3alyiu
BCEX TECTOB SIBJIIOTCS TOJIOKUTEIHHBIMHU, OOHOBJIICHHE OE30MACHOCTU SIBISIETCS
0e30macHbIM U €r0 YCTaHOBKA BO3MOYKHA.

2.2. Ecaum mo pe3yabTaraMm BBINOJHEHHS TECTOB PE3YIbTaThl peaiu3alyu
OJIHOTO WJIM 0O0JIee TECTOB SIBJISIIOTCS MOTEHIMAJIBHO OMACHBIMM U HU OJHWH U3
TECTOB HE SIBJSIOTCS OINACHBIMH, OOHOBJICHHME O€30MaCHOCTH MOXKET OBITh
YCTAHOBJICHO TP OMPEICICHHBIX OTPAHUYCHUSIX.

OrpanvueHuss  ONpENENSIOTCS  MCCIeAoBaTelieM [0  pe3yJbTaTaM
TECTUPOBAHUS U MOTYT OBITh YTOUHEHBI ONEPaTOPOM UH(POPMAITMOHHON CHUCTEMBbI
C YU4E€TOM OCOOEHHOCTEHN ee apXUTEKTYPhl U (yHKIIMOHUPOBAHUSI.
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