NCMONHUTENbHbIA KOMUTET TATAPCTAH PECMNYB/IMKACHI
HYPIATCKOIO HYPJTAT MYHVLUNANb PAVOHBI
MYHULIMMNAIbHOIO PAVIOHA BALUKAPMA KOMUTEThI
PECMNYB/INIKW TATAPCTAH

MOCTAHOBJIEHVE KAPAP

OG6 yTBEPXAEHUW PErNamMmeHTUPYHOLWNX AOKYMEHTOB
HypnaTckoro MyHMLMNanbHOTO paiioHa

Bo uncnonHeHune npoTokona 3acefaHus KoopguHauuoHHoro CoseTta Mo 3aliuTe
NH(opMaLMy Npu NoSIHOMOYHOM npefcTasuTene MNMpe3ngeHTa Poccuinckon depepaunn B
MpuBoO/MKCKOM (hefepanbHOM oKpyre ot 6 anpens 2023 Ne A53-2332np v C uenblo
ycuneHua obecneyeHmsa 6e30MacHOCTU WMHMOPMaUUM U MOBbIWEHUS 3aLLULLEHHOCTH
MH(OPMALMOHHbLIX CUCTEM B OpraHax MeCTHOro camoynpas/ieHus Pecny6/vku
TatapctaH WCNONHUTENbHBLIN  KOMUTET Hypnatckoro MyHuUMNanbHOro  panoHa
Pecny6nvnku TaTtapcTtaH

MOCTAHOBJIAET:

1 YTBepAnTb npunaraemMble:

- perfiaMeHT Mo BbISIBNEHWIO, aHaU3Y U YCTPAHEHUIO KPUTUYHbIX YA3BMMOCTEN B
NH(OPMaLMOHHBIX CUCTEMAX 3KCMayaTUPYeMbIX B OpraHax MeCTHOro camoyrpaB/fieHus
M opraHusaumsax Hypnatckoro MyHuuMnanbHoOro paioHa Pecnybnvkm TartapcTaH
(MpunoxeHne Ne 1);

- pernameHT Mo aHanu3y W ycTaHOBKe O06HOB/EHWMIA 6e30MacHOCTM MNPOrpaMMHbIX,
nporpamMHo-annapaTHbIX CpPeACTB 3awWuTbl WHMOPMAUUMM WU WHOFO NPOrpamMHOrO
o6ecneyveHus (MpunoxeHne Ne2).

2. Ony6nunkoBaTb (06HapofoBaTb) HacTosiLlee MOCTaHOB/MeHMe Ha OdwuynanbHOM
noptane mnpaBoBOM WHGopmaumm Pecnybnmku TatapcTaH (pravo.tatarstan.ru) u Ha
omymanbHoM carite HypnaTckoro MyHuuunanbHOro parioHa Pecny6nmku TartapcTaH
(nurlat.tatarstan.ru).

3. KOHTponb Hag WCNOMHEHWEM HACTOALWEro MnOCTAHOBNEHUSA BO3/IOXWUTL Ha
MepBoro 3amecTutensa pykosoguTend WCNoNHUTENbHOToO KoMuUTeTa HypnaTckoro
MYHULMUNANbLHOIO panoHa Pecnybnw  ~

PyKkoBoAuTeNb



MpunoxeHune Ne 1

K MOCTaHOB/IEHNIO

icnonHuTensHOro KomuTeTa
HypnaTckoro MyHUUMNanbHOro paoHa
Pecny6ivkn TartapcTtaH

PEIMMTAMEHT
MO BbIABNEHNIO, AHANTN3Y N YCTPAHEHNIO KPUTNUHbIX
YA3BUMOCTEWN B UH®OPMALMIOHHbIX CUCTEMAX
SKCIMNYATUPYEMbBIX B OPITAHAX MECTHOI'O CAMOYTIPABJIEHUNA U
OPIAHU3ALINAX HYPJIATCKOIO MYHULIMMNAIBHOIO PAVIOHA
PECIMNYBJ/IMKUN TATAPCTAH
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1. OBWWNME MOJTIOXXEHUHA

1.1. Hactoawmin PernaMeHT MO BbISIBIEHWUIO, aHaNN3y U YCTPaHEHUIO KPUTUYHbIX
YS3BMMOCTEN B MH(hOPMaLMOHHbIX cucTemax (ganee - VIC) akcnnyaTupyeMbiX B OpraHe,
opraHusaumu (fanee - PernameHT) pas3paboTaH B COOTBETCTBMM C PYKOBOACTBOM MO
opraHusauuy npouecca ynpaBfiieHUA YA3BMMOCTAMW B opraHe (opraHusauun)
yTBepXaeHHbIM ®PCTIK Poccum ot 17 masa 2023 r. u B COOTBETCTBUM C MeTOAMKOM
OLEHKM YPOBHA KPUTUYHOCTW YA3BMMOCTEW MPOrpaMMHbIX, MPOrpamMmmMHO-annapaTHbIX
cpeacts yTBepxaeHHon @CTOK Poccum ot 28 okTabpsa 2022 T.

1.2. Hactoawmi  PernameHT  NOANEXWUT  MPUMEHEHUIO  onepaTopammu
NHPOPMALMOHHBIX CUCTEM MNPU MPUHATAXM UMW Mep MO BbISIBAIEHWIO, aHarcmMsa Wu
YCTPaHEHUID'  YA3BMMOCTEW  MNPOrpaMMHbIX,  MPOrpaMMHoO-anmnapaTrHblX  CPeAcTB
NH(OPMALMOHHbBIX CACTEM B COOTBETCTBMM C TpebGOBaHMAMM O 3aliuTe MHGpopmauuu,
cofiepxauienica B rocygapcteeHHblX VC, a TakKe MHbIMW HOPMATMBHbIMK MPaBOBbIMY
aKkTaMn n metoguyeckumun fokymeHtamn ®CT3IK Poccum.

1.3. BblifiBNeHue, aHanuM3 U ycTpaHeHUe YA3BUMOCTEN B CepTURULMPOBAHHbIX
NMPOrpaMMmHbIX, nporpamMHo-annapaTtHblX  CpefAcTBax  3alMUThl NHpopMaLmu
obecneynBaeTcqd B MNPUOPUTETHOM TMOPAAKE U OCYLLECTBNAETCA B COOTBETCTBUM C
aKcnayaTauMOHHOW AOKYMeHTaLMen Ha HUX, a TakKe C peKkoMeHaunsammn paspaboTyumka.

14. B5 PernameHTe MWCMNONb3YKOTCA TEPMWHbI U ONpefeneHns, YCTaHOBJ/IEHHbIE
HauuoHanbHbIMK cTaHgaptamuy FTOCT P 50922-2006 «3awnta nHgpopmaunm. OCHOBHbIE
TepMuUHbl 1 onpegdeneHna», TOCT P 56545-2015 «3awuta uHpopmaynn. Ya3sumocTu
NHMOPMALMOHHbIX cucTem. MpaBuna onucaHuns YA3BUMOCTEN»,
FOCT P 56546-2015 «3awmTa nHpopmaunmn. YA3BUMOCTU UHHNOPMALNOHHbLIX CUCTEM.
Knaccugpumkaumns yassumocTeil MHPOPMALNOHHBIX CUCTEM» W WHBIMW HaLWOHA/IbHbIMU
cTaHfjapTamy B 06nactyv 3awuTbl MHMOpMauumM un obecnevyeHUs WHGHOPMALUOHHONM

6e30MacHOCTMW.



Llenamu pernameHTa SBIAKOTCA:

- KOOpAMHauus [eATeNbHOCTU UCNONHWUTENbHLIX OpPraHoB roCyAapCTBEHHON
Bnactn Pecny6nuku TaTapcTaH M opraHoB MeCTHOro camoynpasneHus B Pecny6nuke
TaTtapcTaH No BbISBMIEHUIO, aHaNN3y U yCTPaHEHUD KPUTUUHbIX ys3BuMocTein B VIC;

- CO3/aHue OCHOBblI AN pa3paboTKy feTaNbHbIX Per1ameHToB W CTaHZapToB MO
YyNpaB/iieHNIO YA3BUMOCTAMM C YYETOM O0COOGEHHOCTEeN (YHKLMOHWPOBAHMSA OpPraHoB
(opraHusauui);

- OpraHu3auua B3aMMOAENCTBUS MeXAy CTPYKTYPHbIMW nogpasfeneHnsMu

opraHoB (opraHusayuin) no Bonpocam yCTpaHeHUs YA3BUMOCTEN.



2. MOPALOK BbIAB/TIEHNA KPUTNUHDBIX YA3IBNMOCTEW

MPOIrPAMMHDBIX, NMPOIMPAMMHO-ATNTIAPATHBIX CPEACTB

2.1. B IC 00/mMKHO OCyLLecTBNATLCS BbISAB/IEHNE CNeAYHOLWMX TUMOB YS3BUMOCTEN:

- HegocTaTKu u(nnn) owmnbKM nporpammHoro obecneyeHuns (ganee NMO) UIC u ee
CUCTEMbI 3alWKnTbl HpopMaumn (ganee - C3N).

- HepjocTaTKM annapaTHbIX cpeact8 MC, B TOM u4mcne anmnapatHbIX CpPeacTB
3aWmMThl UH(OpMaLUN.

- OpraHu3auMoHHO-TEXHUYECKME HeaoCTaTKMN.

2.2. HenocpeACTBEHHbIMW  UCMONHUTENAMW  MEPONPUATUIA MO  BbIABEHUIO,
aHanuM3y u ycTpaHeHuto ysassumocteir VC aBnawTcs agMUHUCTpaTop 6e30nacHoCcTU wu
cUCTeMHble agMuHucTpartopbl LC.

Ha a3Ttane MOHUTOPWUHIra YA3BMMOCTEM M OUEHKM WX  MPUMEHUMOCTU
OCYLLLECTBNSETCS BbISIBIEHNE YSA3BMMOCTEM Ha OCHOBaHWUM [AaHHbIX, MOMlyYaemblX W3
BHEWHMUX W BHYTPEHHUX WCTOYHWUKOB W MPUHATME pPeLieHMA No MX MocneayroLen
06paboTke.

Mpouecc ynpaBneHUs YyA3BUMOCTAMW opraHusyetca ana Bcex WC  opraHa
(opraHuzaunm) ©  OOMKEH npegycMaTpuBaTb  MOCTOSSHHYHD U HEMNpPEepPbIBHYHO
aKTyanmsauuio ceefleHUin 06 ysa3BUMOCTAX U obbekTax WC. Mpu mM3MeHeHUM cTtaTyca
yA3BMMOCTEN (NpUMeHUMOCTb K WNC, Hanuume ucnpabfeHU, KPUTUYHOCTb) [LOSKHbI
KOPPEKTMPOBATLCS CNOCOOLI MX YCTPaHeHMUS.

[Mpouecc ynpaBneHUs YS3BUMOCTAMK CBSi3aH C  APYruMyW  npoueccamum U
npoueaypamu aedaTenibHOCTM opraHa (opraHusayumn):

- MOHMTOPWUHT UH(OPMaLUOHHON 6e3onacHocTM 4  npouecc MOCTOAHHOIO
HabNIAEHNA W aHanuM3a pe3ynbTaToB perumcrpauum cobbITUA 6e30MacHOCTU U MHbIX
NaHHbIX C LUENbl BbIABNEHUA HapylleHW 6Ge3onacHOCTM  MHQoOpMauuK, Yyrpos
6e30nacHOCTM MH(opMaLUN N YA3BUMOCTENR;

- OLeHKa 3alMLLEHHOCTN - aHann3 BO3MOXXHOCTU UCNOMb30BaHMA 06HapYXXEHHbIX
YA3BUMOCTEN ANs peanu3aumnm KOMMbOTEPHbIX aTak Ha IC opraHa (opraHusauum);

- OLeHKa yrpo3 6e30nacHOCTU UHGOPMaL MK - BbISIBNIEHWE N OLEHKA aKTya/lbHOCTM

yrpos, peanunsauuns (BO3HMKHOBEHWE) KOTOPbIX BO3MOXHa B VIC opraHa (opraHusauum);



- ynpaBneHue KOH(Urypauuein - KOHTPO/b W3MEHEHWW, cocTaBa U HAcTpOek
MPOrpaMMHOro 1 nporpaMmHo-annapaTHoro obecneyeHus VC;

- ynpaefieHWe O0OHOBNEHUAMU — MpPUOGpPeTEHNe, aHain3 u pa3BepTbiBaHUE
06HOBNEHUIN MpOrpamMmMHOro obecreyeHnsa B opraHe (opraHusayumn);

- MPUMEHEHNE KOMMEHCUPYIOWMNX Mep 3aWwuTbl MHGpopmayum - paspaboTka u
NPUMeHeHMe Mep 3awuTbl MHGpOpMauuu, KoTopble npumeHstoTcs B WC  B3ameH
OTAENbHbIX Mep 3aliuTbl UHGpOPMaLMK, NOANEXALUX peanu3auum B COOTBETCTBUM C
TpeboBaHMAMM MO 3alnTe NHHOPMaLUK, B CBA3M C HEBO3MOXKHOCTBIO UX MPUMEHEHNS.

YpoBeHb  KPUTUYHOCTU  YA3BMMOCTEM  OLEHMBaeTCA B LENsX  NPUHATUSA
000CHOBAHHOTO pelleHUd afMWHUCTpaTopamy 6Ge3onacHOCTM O HeOo6XOAMMOCTM
YCTPaHeHUsa YA3BUMOCTEW, BbISIBIEHHbLIX B MPOrpaMMHbIX, MporpaMmMHo-annapaTHbIX
CpefcTBax Mo pesynbTaTaM aHanu3sa ysassumocTteit B UC.

NcXogHbIMU faHHbIMU AN ONpefeNieHnst KpUTUYHOCTU YSI3BUMOCTEN SBNSAOTCS:

- 0asa ydA3BMMOCTE MnporpaMMHOro o6ecneyeHus, nporpamMHO-annapaTHbIX
CpeacTB, coaepkawascs B baHke AaHHbIX yrpo3 6e3onacHoctv uHgopmaumun PCTIOK
Poccum (bdu.fstec.ru), a TakKe UHble UCTOYHUKKN, COAEPXKaLLMEe CBEAEHUA 00 U3BECTHbIX
YSA3BUMOCTSAX;

- ouymanbHble WMHPOPMAaLMOHHbLIE pecypcbl pa3paboTyMKOB MPOrpaMMHOro
obecneyeHus, nporpamMmHo-annapaTHbIX CPeACTB W uccnegosatenei B obnactu
NMHHOPMaLMOHHON 6e30MacHOCTY;

- CBefleHVs O COCTaBe M apXUTEKType UH(OPMALUOHHbLIX CUCTEM, NOJyYeHHbIe Mo
pesynbTaTaM WX WHBEHTapusauum u (MAK) NPUBELEHHbIE B AOKYMEHTauuMuM Ha
NH(OPMaLNOHHbIE CUCTEMDI;

- pe3ynbTaTbl  KOHTPONS  3aWMLLEHHOCTUM  WMHM(OPMAaUMOHHbLIX  CUCTEM,
NpoBeAeHHbIe OMepaTopoMm.

YKa3aHHble MUCXOAHble AaHHble MOTYyT YTOYHATLCA WM [OMNOSHATLCA C Y4YETOM
0COBeHHOCTeNn 06nacTu AesATeNbHOCTU, B KOTOPOW (PYHKUNOHMpPYIOT UC.

OueHKa YPOBHSA KPUTMYHOCTM  YA3BMMOCTEN NPOrpamMMmHbIX, MPOrpamMHO-
annapaTHbIX CPeAcTB NMPOBOAUTCA aAMUHUCTPAaTOpPamMun 6e30MnacHoOCTHU.

OueHKa YPOBHA KPUTMYHOCTM  YA3BMMOCTEN NPOrpamMMHbIX, MNPOrpamMHO-

afnmnapartHbIX CPegcTB MNPUMEHUTE/IBHO K KOHerTHOI‘/JI NC BKoYaer:



- onpegeneHue NporpaMMHsbiIX, nporpaMmHo-anmnapaTHbIX CPefacTB,
MOABEPXKEHHbIX YA3BUMOCTAM;

- onpefeneHne B UH(POPMaLMOHHON CMCTeMe MeCTa YCTaHOBKM MPOrpamMmHbIX,
nporpaMmHo-annapaTHbIX CPeACTB, MOABEPXEHHbIX YA3BMMOCTSAM  (Hanpumep, Ha
MepuMeTpe CUCTEMbI, BO BHYTPEHHEM CEFMEHTE CUCTEMbI, NPU peann3aunumn KpUTUYECKUX
npoueccoB (6usHec-npoueccos) n apyrux cermeHtax NC);

- pacyeT YpPOBHA KPUTUYHOCTM YA3BMMOCTM MNPOrpaMMHbIX, MPOrpamMMmHO-

annapaTtHbix cpeacTts B VC.



3. MNOPANOK AHAJTIN3A KPUTUYHbBIX YA3BMMOCTEWN

MPOIMrPAMMHDBIX, MPOIPAMMHO-ATTIAPATHBIX CPEACTB

Ha 9aTane aHanMsa Yys3BMMOCTEN onpefenseTcd YpPOBeHb  KPUTUUYHOCTWU
yA3BMMOCTEN npumeHuTenbHo K WC opraHa (opraHusaymmn) u  OCYLLECTBASeTCS
BbISIB/IEHNE YSA3BUMOCTE Ha OCHOBAHMMW JaHHbIX M3 CMefyoWwnX NCTOYHUKOB:

a) BHYTPEHHNE UCTOYHUKMN:

- CUCTeMbl yrnpaBfeHuUs WH(POPMaLUOHHOW WHMpacTpyKTypoin (panee - WUT -
NH(PaCTPYKTypa);

- 6a3bl faHHbIX YNpaBAeHNs KOHPUrypaynamm;

- [LOKyMeHTauus Ha UC;

- 31eKTPOHHbIe 6a3bl 3HaHWIA opraHoB (opraHu3auunii);

6) 6asa [faHHbIX YSA3BMMOCTEW, cofepxawascs B baHKe [aHHbIX Yrpo3
6e3onacHocTy nHgopmayun (ganee - 6AY) ®CTI3IK Poccuu;

B) BHELLUHWNE NCTOYHUKMN:

- 6a3bl faHHbIX, coAepxKaLime cBeeHNs 06 N3BECTHbIX YA3BUMOCTAX;

- ohmymanbcHble MHMOOPMALNOHHbIE pPecypcbl pa3paboTUMKOB MPOrpaMMHbIX U
MporpamMmHo-annapaTHbIX CPeACTB W uccnegoBaTeneil B 06n1acTu MHGPOPMaLMOHHOM
6e3onacHoCTH.

NCTOYHUKN AaHHBIX MOTYT YTOUYHATLCA WM AOMONHATLCA C YY4ETOM OCOBEHHOCTEN
(YHKUMOHMpPOBaHNA opraHa (opraHusauunm)

Ha asTane aHanusa yFI3BVIMOCTel7I N OUEHKN UX NPUMEHUMOCTN BbINOAHAKOTCA

onepawuu, npueBeAeHHbIe B Tabnuue 3.1.



No
n/n
1

HanmeHoBaHuWe
onepauun
AHanns
nHpopmauuu 06
YA3BMMOCTH

OueHka
NPUMEHNMOCTM
YySA3BUMOCTU

MpuHATHE
peLLeHNit
nosy4yeHue
[OMONHUTENbHOM
NHpopmaLmm
lMocTaHOBKa
3afauu
CKaHupoBaHue
06bEKTOB
CkaHupoBaHue
06bEKTOB

Ha

Ha

OueHka
3alULLEHHOCTK

Tabnuua 3.1
OnwucaHune onepaunmn

AHann3 UHGoOpMaLUM M3 Pa3/INYHbIX WCTOYHWKOB C LENbl MoucKa
aKTyallbHbIX U MOTEHUWa/IbHbIX  YA3BUMOCTEW U OUEHKU KX
NMPUMEHUMOCTU K UH(OPMALMOHHBLIM CUCTEMaM OpraHa (opraHusauun).
ArpervpoBaHue 1 Koppenaums cobmpaeMbix AaHHbIX 06 YA3BUMOCTAX

Ha ocHoBe mHpopmauumn 06 06bekTax MHHOPMALNOHHBIX CUCTEM W UX
COCTOAHUN onpegensetcs NMPUMEHUMOCTb YA3BUMOCTU K
WH(OPMaUMOHHBIM  cUCTeMaM  opraHa (opraHusayum) ¢ Uenbio
onpegeneHns ya3BuUMOoCTel, He TpebyoWwmx aanbHelileli 06paboTku (He
peneBaHTHbIX YyA3BMMOCTei). OueHka MPUMEHUMOCTU  YA3BUMOCTEN
NMPOM3BOAMTCA: Ha OCHOBE aHa/m3a fAaHHbiX 06 WT-uHppacTpyKType,
NnonyyeHHbIX U3 6a3 AaHHbIX YMpaBleHUs KOHOUrypauusmm B pamkax
npowecca «YnpasfieHne KOH(Urypaumeli»; Ha OCHOBE aHa/n3a faHHbIX 0
BO3MOXHbIX 00beKTax BO3AEWCTBUA, MONYYEHHbIX B pesynbTaTe
MOZeNupoBaHnua Yrpo3 B pamkax mnpouecca «OueHKa Yrpos»; no
pesynbTaTaM OLEHKMN 3aLiULLEHHOCTI

3anpoc AONONHWUTENbHOW MH(opMaumMm 06 ya3BUMOCTU (CKaHMpOBaHue
O0O6BEKTOB, OLEHKAa 3alWULEeHHOCTH), €CAn  UMEIKLNXCA  AaHHbIX
HeAOoCTaTOYHO A1 MPUHATUS PeLLeHnid No ynpaBneHuo ya3BUMOCTAMMN

3anpoc Ha BHennaHOBOe CKaHWPOBaHWE O00bLEKTOB WH(MOPMALMNOHHbIX
CUCTEM B C/lyYae HeAoCTaTOYHOCTU NN60 HeaKTyalbHOCTU MMetoLmnxcs
[aHHbIX, a TaKXe B C/lyyae MNonyyYeHUs WHGopmauuy 06 yAa3BUMOCTU
noc/e nocfefHero CKaHMpPoBaHMA

MoncK ys3BMMOCTEA M HeLOCTAaTKOB C MOMOLLbIO aBTOMATU3MPOBAHHbIX
CUCTEM aHanu3a 3awuweHHocTU. Bbl6op 00bLEeKTOB U BPEMEHU
CKaHWpOoBaHMUs,  YBeLOM/EHME 3aUHTEPECOBaHHbIX  NOApa3fAeneHuiA
(Hanpumep, CMTYyaUMOHHOIO LeHTpa, nogpasgeneHus UT) o nposeseHuM
CKaHWpOBaHWS N AanbHelillee CKaHMpPOBaHWE BblOpPaHHbIX OO6BLEKTOB Ha
Hanmyue ys3BUMOCTM

3KcnepTHas OUEHKA BO3MOXHOCTU  MPUMEHEHUS  YA3BMMOCTU K
MH(OPMAaLMOHHBIM  cucTemMaMm. B Xxofe OUeHKM  3allWLLeHHOCTM
OCYLLLeCTB/IAETCS MPOBEPKAa BO3MOXHOCTW 3KCM/yaTauum ysa3BUMOCTU B
NH(OPMaLMOHHBIX cMCTeMax opraHa (opraHusauun) ¢ UCnosib3oBaHUEM
CpeAcTBa 3Kcniyatauuu  ya3BMMOCTM, B TOM 4WCie, B  Xoge
TECTUPOBAHUS HA MPOHUKHOBEHWe (TeCTUPOBAaHWUA CUCTEMbI 3alUTbI
NH(OPMaLMU NYTEM OCYLLECTB/IEHUS MOMbITOK HECAHKLVMOHMPOBAHHOIO
poctyna (BO3AeWCTBMA) K MHGOPMAaLMOHHON cucTeme B 06Xxo0f ee
CUCTeMbI 3aLUNTbI MHOpMaLUK)

Ha ocHoBe Ta6nuubl 3.1. B opraHe (opraHusauuu) [AOMKHO pa3pabaTbiBaThCs

fJeTa/bHOE OnncaHue 0I'I€p&Ll,I/II7I, BK/MOYawolwee HanMeEHOBaHUE OﬂepaLLMVI, onncaHue



onepauuii, WCNOMHUTENER, NPOAOMKUTENBHOCTb, BXOAHbIE W BbIXOAHbIE [aHHbIE.
[leTanbHoOe oOMucaHWe onepauuii BKAOYaeTCs B OpPraHU3aLMOHHO-PacnopsAnTENbHbIE

[OKYMEHTbI MO 3aluUTe MH(pOPMaL MM opraHa (opraHu3auum).



4  TMOPAAOK YCTPAHEHUA KPUTUUHbLIX YA3BVMOCTEW
MPOIrPAMMHDBIX, MPOIPAMMHO-ATTIAPATHBIX CPEACTB

4.1. Ha aTane onpegeneHus MeTo40B W MPUOPUTETOB YCTPaHEHUS YS3BUMOCTEN

onpefensieTcs NPUOPUTETHOCTb YCTPAHEHUS YSA3BUMOCTEN W BbibupaoTca METOAbl KX

yCTpaHeHMsi: 06HOBNEHME NPOrpaMMHOro obecriedeHns wn  (MM)  NPUMEHEHUe

KOMMEHCUPYIOLMX  Mep  3aluTbl  MH(pOPMaUUKU, TakKke MPUHUMAKOTCS  MEpb,

HanpaB/lIEHHbIE Ha YCTPpaHEHWE WUIN WUCK/TKOYEHUE BO3MOXHOCTU WMNCMNO/Ab30BaHNA

(skcnnyaTaummn) BbiBNEHHbIX YA3BUMOCTEN.

Ha aTtane onpegeneHns MeTO4OB W MNPUOPUTETOB YCTPaHEHUA YA3BUMOCTEMN
peLLaroTCA 3a4aun:

- onpegeneHnsa NPUOPUTETHOCTM YCTPaHEHUS YA3BUMOCTEN;

- BblbOpa MeTOL0B YCTPaHEHUSA YA3BUMOCTEN:

- 06HOBMIEHMe  MnporpaMmHoro  obecneveHns un  (Man)  NPUMEHEHUe
KOMMEHCUPYOLWMX Mep 3awnTbl NHHOPMaL UK.

Ha artane onpegeneHns MeTO4OB M MNPUOPUTETOB YCTPAHEHUS YA3BUMOCTEN
BbIMO/IHAKOTCA Onepayun, npusegeHHble B Tabnuue 4.1.

Tabnuua 4.1

No HanmeHoBaHue onepauun

OnucaHWe onepaunu
n/n pall

1 OnpepgeneHune

NPUOPUTETHOCTU YCTPaHEHNS
YA3BUMOCTEN

OnpegeneHune MEeTOL0B
yCTpPaHeHNs yA3BMMOCTEN

MpuHAaTHE peweHns 0
CPOYHOIA yCTaHOBKe
06HOBIEHNIA

CosgaHue 3a5BKM Ha
CPOYHYIO yCTaHOBKY
06HOBNEHUA

MpuHATHE peLleHns 0
CPOYHOWA peanusauuu
KOMMEHCUPYHOLLNX mep

3alunTbl MH(opMaL MK

OnpefeneHne NpUOPUTETHOCTU YCTPaHEHUA YA3BUMOCTeN B
COOTBETCTBMM C pe3y/nbTaTamMy pacyeta KPUTUYHOCTU
YA3BMMOCTEN Ha 3Tane OLEHKN ysa3BMMocTel (3Tan 4)
Bbibop MeTOAa yCcTpaHeHWs  yA3BMMOCTM:  YCTaHOBKa
OGHOB/IEHUS WU MPUMEHEHWE KOMMEHCUPYHOLLMX  Mep
3aWmTbl MH(hopMaL MK

Mpy 06HapPY>XEHUN KPUTUYECKON YA3BUMOCTM MOXKET ObITb
NPUHATO peLleHre 0 CPOYHOI yCTaHOBKE 06HOB/IEHUSA
nporpaMmmHoro obecreyeHns 06LEKTOB MH(OPMALMOHHbIX
CUCTEM, MOABEPXKEHHbIX YA3BUMOCTM

3asfBKa Ha CpPOYHYI0 YCTaHOBKY OOHOB/IEHMS HanpasnseTcs
Ha corfacoBaHne pykoBoAuTento nogpasgeneHua UT

Mpyu 0GHAPYXXEHUN KPUTUYECKOI YS3BUMOCTI MOXET ObITb
NPUHATO peLleHue 0 CPOYHOIA peanu3auum
KOMMEHCUPYIOWMX Mep 3aWuTbl MH(OPMaLMM B KayecTse
BPEMEHHOr0 peLLleHuns 0 YCTaHOBKN OGHOBMEHMS



6 CospaHve 3anBKn Ha 3asBka co3gaeTca B CAyyae, eciiv  OMNpeaeneHo, 4to

YCTaHOBKY 0OHOB/NEHUS yCTaHOBKa  OOHOBMEHMS  ANS  YCTPaHeHMs  [aHHOM
YSI3BMMOCTM He 3an/iaHMpoBaHa
7 CosgaHwue 3asBKM Ha 3asiBKa Ha peanM3auuio KOMMEHCUPYIOLMX Mep 3awuThbl
peannsauunto MH(opMauMm GopMupyeTcs Npyu OTCYTCTBUM BO3MOXKHOCTY
KOMMNEHCUPYHOLLNX Mep yCcTaHOBKWM OOHOB/IEHUS, & TaK)Ke B C/lyyae HEOOXOAMMOCTM
3aLWmMTbl NHopMaLun NPUHATMS Mep [0 YCTPaHEHMUS YSI3BUMOCTM

Ha ocHoBe Ta6nuubl 4.1. B opraHe (opraHusauun) AO/MKHO pa3pabaTbiBaTbCs
[eTaNbHOE OMucaHWe OnepauWii, BKIOYaKOLLEe HaMMeHOBaHWE oOrnepauuii, onucaHue
onepauuii, WCMOMHWUTENE, NPOAONMKUTENILHOCTb, BXO/[HbIE W BbIXOAHbIE [aHHbIE.
[leTanbHOe OnucaHuWe onepauuii BKAOYAETCS B OpraHU3aLOHHO-pacnopsanTenbHble
[OOKYMEHTbI MO 3aliuTe MH(popMaLun opraHa (opraHusauun).

4.2. Ha atane ycTpaHeHWUs ys3BMMOCTEl/ NMPUHMMAIOTCS Mepbl, HanpaB/feHHble Ha
YyCTpaHeHWe WM  UCK/OYEHWE  BO3MOXHOCTM  MCMONb30BaHMS  (IKCMAyaTauum)
YS3BMMOCTEN, BbISIBIEHHbIE HA 3Tane MOHWTOPUHra. [pyu 3TOM BbIMOMHSAOTCA oMnepawluu,

npeacTaBneHHbIe B Tabnuue 4.2.

Tabnuua 4.2
Ne HanmeHoBaHuWe
n/n onepaum OnucaHue onepauyunm
1 CornacoBaHue CpoyHasi ycTaHOBKa OOGHOBMIEHW/ NPOrpaMMHOro  obecrneyeHus
yCTaHOBKM C npeABapuTeNibHO COrNacoBbIBAeTCSA C PYKOBOACTBOM NOApasfeneHus
PYKOBO/CTBOM nT
noppasgeneHns AT
2  TecTtupoBaHue BobisBneHue noTeHumanbHo OnacHbIX (hYHKLMOHANbHbIX
06HOBNEHUA BO3MOXHOCTE, He3aleKnapupoBaHHbIX pa3paboTUNKOM
nporpaMMHbIX, MPOrpaMMHo-annapaTHbiX CPeacTB, B TOM u4ucre
NONNTUYECKUX  BaHHepoB,  JIO3YHroB,  NPWU3bIBOB U WHOWA
NpoTMBONPaBHON MHopMauMn (ganee -  HeAeKnapMpoBaHHbIE
BO3MOXHOCTMW)
3 YcTaHOBKa YcTaHOBKa 06HOBMIEHWIA HA BbIGPAHHOM TECTOBOM CErMeHT<
06HOB/IEHUS B MH(OPMALVMOHHON CUCTEMbI B LIeNSX ONpesesieHNs BMSHNE UX

TECTOBOM CErMeHTe  YCTaHOBKM Ha ee (PYyHKLMOHMPOBaHMWe

4 TMpuHsTue peweHns B cnydae, ecnv HEraTMBHOMO BAMSHUA OT YCTAHOBKWM OGHOB/IEHUS Ha
06 YCTAHOBKE BbIOPAHHOM CErMeHTe CUCTEMbl He BbISB/IEHO, MPUHMMAETCA
06HOB/IEHUA pelleHVe O ero pacrnpocTpaHeHus B cucTeme. B cnyuae

06Hapy>XeHWs HeraTMBHOIO BAWAHWSA OT YCTaHOBKM OGHOBMIEHWS Ha
BblIGPaHHOM CerMeHTe CUCTEMbl JasibHelillee pacnpocTpaHeHue
O6GHOB/IEHUS He OCYLLEeCTBASETCA, MpWU 3TOM [ANA HenTpanusayuu
YA3BUMOCTM  MPUMEHAIOTCA  KOMMEHCUPYIOLLME  Mepbl  3aliuTbl
NHpopmMaLmm



5 YcraHoBKa PacnpoctpaHeHne OGHOBNEHUA Ha O6bLEKTbl MHHOPMALMOHHbIX

06HOBNEHNA cucTem
6  ®opmuposaHue YA3BUMOCTW, [N YCTpaHeHWs KOTOpPbIX He Oblia onpegeneHa
nnaHa  YCTaHOBKM HeO6XOAUMOCTb CPOYHOM YCTaHOBKM OGHOB/IEHUI, YCTpPaHAKTCA B
06HOB/IEHUI XO0f4€e NNaHOBOW YCTaHOBKW O6HOB/EHUA. DOpMMpoBaHME MaHa
OOHOBMEHNI OCYLLECTBNSAETCS C Y4YeTOM 3afBOK Ha YCTaHOBKY
06HOBNEHWI
7 PaspaboTka N Pa3paboTka M MPUMEHEHME Mep 3aluTbl WH(opMalMu, KoTopble
peanunsauus NPUMEHSIOTCS B MH(OPMALMOHHbBIX CUCTEMAX B3aMeH OTAENbHbIX
KOMMEHCUPYHOLLMX Mep  3awWwuTbl  UHGOpMaUUW,  MOANEXAWMX  peanmsaunm B
mep 3alliUTbl  COOTBETCTBMM C TPebOBaHMSMU MO 3awmTe UHGOPMaLUK, B CBA3N C
MHopmaLmm HEBO3MOXHOCTbHO WX YCTAHOBKW, OOHapy>XeHWeM HeraTMBHOIO

BIMAHNA OT YCTAHOBKW O6HOBNEHMSA, a TakKkKe B Chnydyae
Heo6X04MMOCTU MPUHATUA Mep [0 YyCTpaHeHus ysassumocTu. K
KOMMEHCMPYIOLWNM MepaM 3alunTbl MHQOPMaLMM MOTYT OTHOCUTLCS:
OpraHu3auuoHHble Mepbl 3alWTbl MHOPMALMW, HACTPOMKa CPeAcTB
3alnTbl MH(OPMAaLMK, aHanu3 CcoObITUIA 6e30MacHOCTU, BHECEHWe
n3MeHeHUi B NT-UHDPacTpyKTypy

TecTupoBaHMe O6GHOBMIEHWIA NPOrpamMMHbLIX W MporpaMmMHoO-annapaTHbIX CPefcTB
OCYLLecTBsieTCA B COOTBETCTBMM C PernamMeHTOM MO BbIIBIEHWUIO, aHanusy u
YCTPaAHEHUIO KPUTUYHbLIX ya3BMMOCTel B VIC akcnnyaTupyembiX B OpraHe, opraHusatum,
Mo peweHUO opraHa (opraHusaymMn) B C/lyvyae OTCYTCTBMA COOTBETCTBYHOLLMX
pe3ynbTaTtoB TecTupoBaHna B bAY ®CTIK Poccun.

Mpn  HannMuumM COOTBETCTBYHLIMX CBEAEHWA MOryT ObiTb  WCMOMNb30BaHbI
KOMNEHCUpYOLWME Mepbl 3aWuTbl  WMHGpOPMaUUK, nNpeAcTaB/ieHHble B  OKNNETEHAX
6e3onacHOCTM pa3paboTUYMKOB MNpPOrpamMHbIX, MPOrpaMMHO-anmnapaTHbIX CpPeacTB, a

TakXe B OnucaHusix ysa3sumMmocTein, onyb6nmkoBaHHbiX B bAY ®CTIK Poccuun.

PeKoMeHAyeMble CPOKM YCTPaHEHUS yFI3BI/IMOCTeI711

KPUTUYECKNIA YPOBEHb OMAcHOCTM A0 24 YacoB;

BbICOKWIN YPOBEHb OMACHOCTWN - A0 7 AHEW;

CpeAHWii ypoBEHb OMAcHOCTU - A0 4 Heaensb;

HWU3KWIA YPOBEHb OMACHOCTM - A0 4 MECALEB.
B  pamKkax  BbIMONMHEHWs  Mognpolecca  paspaboTkM W peanusauuu

KOMMNEHCUPYIOLLMX Mep 3alinTbl MHDOPMALMKN BbINONHAKTCA onepauumn, NpuBeAeHHbIe B

Tabnuue 4.3.



Tabnuua 4.3.

Ne HanmeHoBaHune o
a/n onepaLm nucaHve onepawmm
1 Onpepenexve Mep  OnpefeneHne KOMMEHCUPYHOLMX Mep 3awuTbl MHGpOpMaLuK,

3alMTbl UHOPMALMM N HeOBXOAUMbIX AR HETpanM3aumun yasBuMoCTU SM60 CHUXKEHUS

OTBETCTBEHHbIX 3@ WX BO3MOXHbIX HEraTUBHbIX MOCNEACTBUIA OT ee 3kcniyarauuu. B

peannsaunto XOf€ BbINOMHEHNA AAHHOW Oonepauun JO/MKHbI ObiTb ONpeaeneHbl
pabOTHUKK, Yy4acTMe KOTOpPbIX HEeob6XOoAMMO [AN1A peann3auunu
BbIOPaHHbIX KOMMEHCUPYIOLWMUX Mep 3aLlinTbl MH(OpMaL M

2 CornacoBaHue B cnyyae Heo6XxoAMMOCTU MNpPUB/EYEHMS PabOTHWKOB ApYrux
npusneYeHuns noapasfeneHnin na peannsaumm KOMMEHCUMPYHOLWMX Mep 3aliuTbl
paboTHMKOB nHopMaLMM PYKOBOAMTENb MOAPA3AeNneHns 3almTbl cornacyet

WX  NpPWB/JEYEHWE C  PYKOBOAWUTENSMMW  COOTBETCTBYHOLLUX
nogpasgeneHuii

3 Peanuszauus Peanunsaumsa opraHv3alnoHHbIX Mep 3aunTbl MHPOpMaLMm

OpraHn3aLnoHHbIX Mep npefycmaTpuBaeT: OrpaHuyeHne Ucrnonb3oBaHna NT-

3alnTbl MHOpMaLLUK MHPACTPYKTYPbI; OpraHm3aLmns pexxmma oxpaHbl (B 4aCTHOCTH,
OrpaHuyeHmne JoCTyna K TEXHUYECKUM CpeLCcTBaM);
NH(OPMMPOBaHME 1 06yYeHMe NepcoHana opraHa (opraHu3auunm)

4  HacTpolika cpeactB  OueHKa BO3MOXHOCTM peaiv3auuyv  KOMMNEHCUPYHOLWMX Mep C
3aWmTbl MH(opMaLnn NCNONb30BaHWEM CPeACTB 3alMTbl MH(OpMaLMK, BbIOOP CPeacTB
3aWmThl MHQOpMauun (Npyu Heo6xo4MMocCTK). BbinonHeHne paboT
N0 HaCTPOWKe CPeACTB 3anTbl MHPOPMAaLUN
5 OpraHusauma aHanmsza OpraHusauma NOCTOAHHOro HabMoAeHUsA U aHanus3a pesysbTaToB
cobbITUIA 6€30MacHOCTM  perncTpaumm cobbITUin 6e30MacHOCTM U MHbIX AAaHHbLIX C LEeNbH
BbISIBNIEHNA 1 6NOKMPOBaHWA NOMbITOK 3KCMAyaTauun yassumocTu
6 BHeceHMe n3MeHeHWUA B BHeceHne  u3MeHeHWin B UT-MH(PacTpyKTypy  BKAHOYaeT
NT-nHdpacTpyKTypy [eiCTBMA N0  BHECEHWID  W3MEHEeHW B KOH(wurypauuu
NPOrpamMmMmHbIX ¥ MPOrpaMmmMHO-annapaTHbIX CPeACcTB (B TOM YMUChe,
yaaneHve (BblBefeHWe U3 aKCnyaTaumm))

Ha ocHoBe Tabnuy 4.2 n 4.3. B opraHe (opraHusauum) LOMKHO paspabaTbiBaTbCA
[eTaflbHOe OMnucaHWe onepauui, BK/KOYalllee HavMeHOBaHMe oMnepauui, onucaHue
onepauuia, UICNOMHUTENEN, NPOLOKMNTENIbHOCTb, BXOAHbIE W BbIXOAHbIE JAaHHbIE,

[OeTtanbHoe onucaHue onepayui BK/IlOYaeTCH B OpraHusaunoHHo-
pacnopaauTenbHble JOKYMEHTbI MO 3awuTe MHpopmaumm opraHa (opraHusayum).

B cnyyae HeBO3MOXHOCTU MOMYYeHUs, YCTAHOBKM U TeCTMpPOBaHWS OOHOB/IEHWI

MPOrpaMMHbIX, NPOrpamMMHO-annapaTHbIX CPEACTB MPUHUMAOTCS KOMMEHCUpYHoLLne

Mepbl 3alUThbl MH(HOPMALUN.



Bbl6Op KOMMEHCUpPYHOLWMX Mep Mo 3awmuTte MHGpoOpMauMm OCyLecTBseTCs
OMnepaTopoM C YYETOM apXUTEKTYPbl U 0COBEHHOCTEN (hyHKUMOHMpPoBaHUsA NC, a Takxe
Cnoco6oB 3KcnayaTaunm YsS3BUMOCTEM MPOrpaMMHbIX, MPOrpamMMHO-anmnapaTHbIX
CpeAacTs.

KomneHcupyrowmmm opraHu3ayoHHbIMY 7 TEXHUYECKMMMU mMepamu,
HanpaBfeHHbIMW Ha NpeAoTBPaLLEHNE BO3MOXHOCTI 3KCNayaTaunm ysa3BUMOCTER, MOTyT
SABNSATLCS:

- U3MEHEeHMe KOoHMUrypaumm ysa3BuMbIX KOMMNOHEHTOB VC, B TOM 4yucie B 4acTu
npegocTaBfieHMa  goctyna K UX  (DYHKUMAM,  MCMOSIHEHWE  KOTOPbIX  MOXeT
Cnoco6CcTBOBaTbL 3KCMyaTaLnmM BbISIBNEHHbIX YA3BMMOCTEN;

- OrpaHM4YyeHWe Mo MCNOMNb30BaHUIKD YA3BUMbIX MPOrpaMMHbIX, MPOrpamMHO-
annapaTHbIX CPEACTB WU UX NEPEBOL B PEXUM PYHKLMOHMPOBAHMA, OrpaHMYMBatOLLNIA
NCNONHEHNE hyHKUNRA, obpaLleHune K KOTOPbIM CBA3aHOo
C MCMNO/Ib30BaHWEM BbISIB/IEHHbIX YA3BUMOCTEN (Hanpumep, OTK/AYEHUE YSA3BUMbBIX
CNY>X0 W CeTeBbIX MPOTOKO/OB);

- pesepBupoBaHMe KOMMNOHeHTOB WC, BKAOYas pe3epBMpOBaHME CEPBEPOB,
Te/IeKOMMYHWKaLMOHHOT0 060pyA0BaHNA U KaHaNoB CBA3MN;

- WCMO/MIb30BaHMe CUTHaTYp, pellarowmx npasun CpeacTs 3aWuTbl MHDOPMALNK,
obecneumnBarowmx BbisiBneHne B IC npu3HakoB aKcnyataunum ysa3BnumMocCTen;

- MOHWUTOPUHI  WHMOPMALNOHHOW 6E30NaCHOCTM WU  BbISIBNIEHNE COObITUI
6esonacHocT UHMopMaumm B WC, cBfA3aHHbIX C BO3MOXHOCTbIO 3Kcnjyartauun

YSI3BMMOCTEMN.
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OBLWWE MNOJTIOXXEHUA

1.1. HacToAwWMn pernaMeHT No aHann3dy u yctaHOBKe 0GHOBNEHMN 6e30MacHOCTM
MPOrpaMMHbIX, MpOrpaMMHo-annapaTHbIX CPeacTB 3awWuTbl WHPOpPMauMM U MHOrO
nporpammHoOro obecnevyeHus (ganee - PernameHT) paspabotaH B COOTBETCTBMM C
MeTofAMKON TecTUpoBaHWs OBGHOB/IEHWIA 6e30NacHOCTU MPOrpaMmMHbIX, MPOrpaMMmHO-
annapaTHbIX cpeacTB yTBepXxaeHHoNn PCTIK Poccum ot 28 okTabpsa 2022 r.

1.2. PernaMeHT onpegensetr MnopsgoK W cofep)kaHue paboT Mo TeCTUPOBAHMUIO
nporpaMmmMHOro ob6ecneyeHus, B TOM 4YUCNE C OTKPbITbIM  UCXOAHbIM  KOZOM,
npefHa3Ha4YeHHOro Ans8 YCTpPaHeHWS YA3BUMMOCTEA MNPOrpaMMmHbIX, MNPOrpaMmHoO-
annapaTHbIX cpeacTB  (panee -  0OHOBMEHMA 6e30MaCHOCTM), MPUMEHSEMbIX B
NHPOPMALMOHHBIX  CUCTEMAX, WHMOPMALUOHHO-TENIEKOMMYHUKALUNOHHbBIX  CeTAX,
aBTOMaTU3NPOBAHHbLIX CUCTeMax yrnpaB/ieHUs, B TOM Yncie PYHKLMOHUPYIOLWKMX Ha 6a3e
NH(OPMaLNOHHO-TENIEKOMMYHUKALMOHHOW  UH(PACTPYKTYpPbl  LEHTPOB  06paboTKu
[aHHbIX (fanee - MHMOPMAaLMOHHbIE CUCTEMbI).

PernameHT MOXeT OblTb MCMNOMb30BaH A1 TECTUPOBAHMA WHbLIX OOHOBMEHWUI
nporpaMmMHbIX,  MporpaMmHo-annapaTHbIX  CPeACTB MO pelleHuto  oneparopa
MH(OPMaLMOHHON CUCTEMBbI.

1.3. HactoAwmin  PernameHT  nognexuT NPUMEHEHNIO  onepaTopamMmu
MH(OPMaLNOHHBIX CUCTEM MPU MNPUHATAUN UMW Mep MO YCTPaHeHUI0 YA3BUMOCTEN
NPOrpamMMHbIX,  MporpaMMHo-annapaTHbiX  CPeAcTB  WMH(POPMALMOHHLIX  CUCTEM
B COOTBETCTBMM C TpeboBaHUAMM O 3awuTe WUHGDOpPMauLuuM, CoAepKalleincs
B rOCYy[apCTBEeHHbIX MH(OPMaLUOHHbIX cucTemax, TpeboBaHUAMM MO obecneyvyeHuro
6e30MacHOCTM 3HAUYMMbIX OOBLEKTOB KPUTUYECKON WMHKHOPMAaLVUOHHOW MHPPACTPYKTYpbI
Poccuiickon defepaunmn, a TakKkKe WHbIMA HOPMATMBHbIMW  MPABOBbLIMW  aKTaMu
n MeTogmyeckumm gokymeHtamm @ CTIK Poccun.

1.4. YcTpaHeHWe YyA3BUMOCTEW B  CEPTUMULUMUPOBAHHBLIX  MNPOrpamMHbIX,
nporpaMMHo-annapaTHbiX  CpeAcTBax  3aWuThbl MHopmaunum  obecneymBaeTcs
B NPUOPUTETHOM MNOPSAKE W OCYLLEeCTBNAETCH B COOTBETCTBUM C 3IKCMNayaTauMOHHOM

OOKYMeHTaLMel Ha HUX, a TaK)Xe C peKOMeHJaLmnsMmn pa3paboTunka.



1.5. PeweHne 06 ycCTaHOBKe MPOTECTUPOBAHHbLIX OOHOBMEHMI 6e30MacHOCTU
MPUHUMAETCA OMepaTopoM WHGPOPMaUNOHHON CUCTEMbl C Y4eTOM pe3y/ibTaToB
TECTUPOBAHMA U OLUEHKW PUCKOB HapyLlleHUs (YHKUMOHMPOBaAHUS MH(OPMaLMOHHOM
CUCTEMbI OT YCTAHOBKWN TaKUX 06GHOBNEHWI.

1.6. B PernameHTe MCNONb3yKTCA TEPMWHbI W ONpefeneHns, YCTaHOB/IEHHbIE
HauuoHanbHbiMK cTaHgaptamu FTOCT P 50922-2.006 «3awmta nHpopmaunmn. OCHOBHbIE
TepMuUHbI 1 onpegeneHua», FTOCT P 56545-2015 «3awmnrta nHpopmaunn. Ya3BMMOCTH
NH(OPMaLMOHHBIX cucTeM. [paBuna onucaHua ysssumocteit», TOCT P 56546-2015
«3alWnTa MHPopMaumn. Ya3BUMOCTU MHGOPMaUMOHHLIX cuctem. Knaccugpukaums
YA3BMUMOCTEN MH(OPMaLNOHHBIX CUCTEM» WU WUHbIMW HaLMOHa/IbHbIMW CTaHAapTamu B

o6nacTu 3aWmnTbl MHGOPMaLUKN 1N 06ecrnevyeHns NHDOPMaLMOHHOW 6e30NacHOCTH.



MOPANOK AHATN3A OBHOB/TEHWIA BEE3OMNACHOCTU
NMPOIrPAMMHDbIX, NMPOIrPAMMHO-AINTIAPATHBLIX CPEACTB

2.1. AHanu3 o6HOBNEHUI 6e30MacHOCTM MPOBOAUTCA C LENbHD CBOEBPEMEHHOIO
BbISIBIEHWA B HMUX MNOTEHUMA/NbHO OMacHbIX (YHKUMOHANbHLIX BO3MOXHOCTEN,
He3afleKnapuMpoBaHHbIX  pa3paboTyMKOM  MPOrpaMMHbIX,  MPOrpaMMHO-anmnapaTHbIX
CpeAcTB, B TOM u4uc/e MNOMUTUYECKUX OaHHEPOB, JI03YHIOB, MPU3bIBOB W WHOW
NPOTUBOMPaBHOM MH(OpMaL UK (fanee - HefeKNapupoBaHHbIe BO3MOXHOCTH).

2.2. AHanuzy nopgnexar OOHOBMeHMA 6e30MacHOCTW, HanpasleHHble Ha
yCTpaHeHWe YA3BUMOCTEN, YPOBEHb KPUTUYHOCTU KOTOPbIX OnpefesieH B COOTBETCTBUM
c MeToaukoil TecTMpoBaHMUS O0BHOBNEHMIN 6€30MacHOCTU NPOrpamMHbIX, MPOrpaMmHO-
annapaTHbIX cpeacTs yTBepXaeHHON PCTIK Poccum ot 28 okTabps 2022 r.

2.3. [ns uenein HacToAwWero pernameHTa K Mpu3HakaMm HeaekiapupoBaHHbIX
BO3MOXXHOCTe 06HOB/IEHNIA 6€30NaCHOCTN OTHOCATCH:

a) NOMbITKWM obpalleHnin K (annoBo cucTeme, 6asaM fAaHHbIX, 3/IEKTPOHHOM
noyTe n Apyron MHpopMauum, He UMeloLLMe OTHOWEHUA K (PYHKLMOHANY OOHOELUSeMbIX
MporpamMmMHbIX, MporpaMmMHo-annapaTHbIX CPeAcTB;

6) HeaOKYMEHTMUPOBaHHbIe ObpalleHMs K CTOPOHHUM (HEW3BECTHbLIM OnepaTopy)
CeTeBbIM agpecam W  [JOMEHHbIM MMeHaM, He OTHOCAWWMMCA K onepatopy
NH(HOPMaLMOHHON CUCTEMBI;

B) CMCTEMHble BbI30Bbl, XapakTepHble [AN18 BPeAOHOCHOro MNPorpaMmHoOro
obecneyeHus (Hanpumep, NOMbITKW 3arpy3km u3 cetn «IHTepHeT» OUOINOTEK U
NPOrpaMMHbIX MakKeToB, HE MMELWMNX OTHOWEHUA K (QYHKLUMOHaNy nporpammMHoOro
obecrneyeHnsi, TMOMbITKM MepexBaTa CeETEBOro Tpadumka Apyroro nporpamMHOro
obecneyeHns, MOMbITKA  MOHUTOPWUHIra [AeACTBMIA  MONb3oBaTeflen C  APYyrum
nporpaMmMHbIM 06ecneyeHnem);

r) MOTeHUManbHO onacHble W3MEHeHUs B (hai/IoBOM CUCTeMe B pesysibTaTe
YCTaHOBKM OOGHOBNEHWUS, B TOM 4uMCne 3arpys3ka M YyCTaHOBKa HEAOKYMEHTUPOBAHHbIX
nporpaMmMHOro ob6ecnedeHus, fpariBepoB U 6MONMOTEK, He WMEKLWMX OTHOLWEHMA K
(hyHKLMOHany 06HOBNAEMOro NPOrpaMmMHOro, NporpaMmmMHo-annapaTHoOro CpeacTsa,;

0) W3MEHEeHMs KoHdurypauum cpefbl (PYHKUMOHUPOBAHUS, He UMetoLLne



OTHOLWIEHNS K OOGHOBASAEMOMY MPOrpaMMHOMY, MpPOrpamMmHO-annapaTHOMY CpeacTBY
(Hanpumep, NOSIBNEHNE HOBbIX aBTOMATMUYECKN 3arpy>XaemblX NPorpamm);

€) OTK/IYEeHWe CpeAcTB 3awWuTbl MHpoOpmMauMm un  QYHKUMA 6e30nacHOCTM
NHopMauun.

2.4. AHanu3  06HOBNeHWMn  6GesonacHOCTM  opraHuayetcs  (NPOBOAUTCA)
cneyuanucTamm no 3auimte MHpopMauum (MHpopmayMoHHON 6e30nMacHOCTK) onepartopa
MH(OPMALNMOHHONM cUCTeMbI (ganee - nccnegoBaTensb).

2.5. AHann3 o6HOBMIEeHMIA 6e30MacHOCTY BK/IOYaeT:

a) NOArOTOBKY K NPOBeAEeHNI0 TeCTUPOBaHNS 06HOBNEHMI 6€30MaCHOCTU;

6) NnpoBefeHMe TECTUPOBaHMA 0BGHOBNEHNN 6e30MacHOCTH;

B) o(hopMJIeHMe pe3ynbTaToB TECTUPOBAHMA 0OHOBNEHW 6e30MacHOCTH.

2.6. MoprotoBka K npoBeAeHMto AHanuM3a 06HOBNEHMIA  6e30MNacHOCTM
npegycmaTpmsaetr nosy4vyeHne O06HOBNEHMA 6e30MacHOCTM M NOATOTOBKY  cpefdbl
TEeCTUPOBaHWA.

Cnocobbl nony4vyeHns o6HOBNEHUI 6e30NacHOCTU ONpeaenaTCa UCcCnefoBaTeneMm,
MCXOAA U3 ero BOSMOXKHOCTEN, M He paccMaTpmBaloTCa B JaHHOM PernameHTe.

AHann3 06HOBNEHN 6€30MacHOCTM NPOBOAMTCA B CNeAyLIMX cpejax:

a) uccnefoBaTe/IbCKOM CTeHAe, CchneunanbHO CO34aHHOM  Afd  TecTUMpOBaHMSA
06HOB/IEHNN 6€30NaCHOCTM UWN UHBIX Lenen;

6) TeCTOBOW 30HE MHOPMALMOHHOM CUCTEMbI («MECOUYHULER);

B) MH(DOPMALMOHHON cucTeme, OYHKLMOHUPYHOLLLE B LUTATHOM PeXume.

Bbibop cpeabl  TecTMpoBaHMA  OGHOBMIEHWI  6e30MacHOCTU  OCYLLEeCTBASET
nccneoBaTeslb, MCXOAA M3 €ro TEXHMYECKUX BO3MOXHOCTEM W Yrpo3 HapylueHus
(YHKUMOHMPOBAHNA MHPOPMALMOHHOW CUCTEMBI.

2.7. Tpun npoBefeHUn aHanmn3a OOGHOBMEHWIA 6e30MacHOCTM B COOTBETCTBUM
C HacToAwMM PernameHTOM [O/MKHbI MPUMEHATLCA WHCTPYMEHTallbHble CpeAcTBa
aHanm3a W KOHTPONsA, (QYHKUWOHaNbHbIE BO3MOXHOCTU KOTOPbLIX 06ecrneymBaroT
peann3aynto MoNoXeHWU HacTOALWEro PernameHTa, MMeroLWw e TEXHNYECKY0 NOALEPXKKY
M BO3MOXHOCTb afantauumn (4opaboTKn) nog 0CO6eHHOCTU NPOBOAMMbIX TECTUPOBAHUIA,
CBOOOAHO pacnpocTpaHsiemble B WCXOAHbIX KOfax WM CcpefcTtBa TecTUpOBaHMSA

COGCTBEHHOW pa3paboTKM. PekoMeHAyeTcs MPUMEHSTb WHCTPYMEHTaNbHble CPeAcTBa



aHa/in3a N KOHTPOJ/IA, HE UMEKoLNe KakKnx-nno6o 0Fp8.HVI‘-I€HVII7I no unx nNpUMEHEHUIO,

apanTauum (gopaboTku) Ha TeppuTopum Poccuiickoii deaepayuu.



COJOEPXXAHUE PABOT MO AHAIN3Y OBHOBJ/TIEHUI
BE3OIMNACHOCTW INMPOIrPAMMHDbIX, NMPOIMPAMMHO-
AITMAPATHBIX CPEACTB

O'6Luye TpeboBaHNA K NPOBEAEHUIO TECTUPOBAHUS

3.1.1. B xope npoBeAeHMs aHanuza OOHOBNEHWIA 6e30NacHOCTU  [O/KHbI
BbINOJIHATLCA Cnefytoune TecThbl:

a) cBepKa MAEHTUYHOCTM 0OHOB/IEHNIA 6€30MacHOCTH;

6) npoBepKa NOA/IMHHOCTM OOHOB/IEHUIA 6€30NAaCHOCTH;

B) aHTUBUPYCHbIA KOHTPO/Ib 06GHOB/IEHNIA 6€30MaCHOCTH;

) NOUCK ONacHbIX KOHCTPYKLUWIA B 06HOBNEHUAX 6€30MacHOCTH;

)  MOHUTOPWUHI  aKTMBHOCTM  06HOBNEHWA  6e3omacHOCTM B Cpeje
(PYHKLUMOHMPOBaHNS,

e) py4YHOI aHann3 06HOBNEHUIA 6€30MacHOCTH.

3.1.2. TpueefeHHble B nyHKTe 3.1.1 Hactoawero PernameHTa TecTbl
BbIMOJIHAKOTCA MO pPeLeHnto uccrefosatens, WCXOAA U3 BO3MOXHOCTU MOJYyYeHUs
06HOB/IEHNI 6e30MacHOCTU pasHbIMU cnocobamu u (MAK) U3 pasHbIX UCTOYHUKOB B
pacnakoBaHHOM (pacLunppoBaHHOM) BUAe, BO3MOXHOCTU MUCCefoBaTeNs Nno pacnakoBke
(pacwundposaHnio) 06HOBNEHMIA 6€30MACHOCTM, a TakKXe Haln4ms WMHCTPYMEHTasIbHbIX
CpefcTB aHann3a (KOHTPO/A) M UHbIX TEXHUYECKUX BO3MOXHOCTeW. o pesynbTaTam
TEeCTUPOBaHUA MUCCMefoBaTelb ONUCLIBAET pe3yibTaTbl KaXK40ro NpoBeLeHHOro TecTa.

3.1.3. B cnydyae BbIiBNEHMA uccnefoBaTesieM MPU3HAKOB HeAeKNapupoBaHHbIX
BO3MOXXHOCTEW B XOfe MNPOXOXAEHWUS TecTa, OHWM AO/DKHbI ObITb MpOaHaIN3MpPoBaHbI

NyTeM pPy4YHOro aHannsa o6HOBNEHWIA 6e30MacHOCTH.



Ceepka WAEHTUYHOCTM 06HOB/IEHUIA 6E30MacHOCTY

3.2.1. CBepKa WAEHTUYHOCTU OOGHOBNEHMI 6€30MaCHOCTM MPOBOAMUTCS B Cly4ae
BO3MOXXHOCTM MONYy4YeHUsi 06HOBNEHWI 6e30NacHOCTU pasHbIMKU cnocobamm u (Unu) u3
Pa3IMYHbIX NCTOYHMKOB.

3.2.2. CBepKa MAEHTUYHOCTM 06HOB/EHNI 6e30NacHOCTU NpeaycMaTpuBaeT:

1) nonyyeHne 06HOBNEHMA 6e30MacHOCTM pasHbIMW cnocobamu un  (UK)
nonyyeHne 06GHOBNEHWIN 6€30MaCHOCTU W3 Pas/IMUYHbIX UCTOYHMKOB (Hanpumep, c IP-
aflpecoB, pacnofioXXeHHbIX Ha TeppuTopum Poccuiickoin degepaunmn, a Takke 3a ee
npegenamm);

2) pacyeT KOHTPO/IbHbIX CYMM O6GHOB/IEHNI 6€30MaCHOCTM, NOMYUYEHHbIX Pa3HbIMU
cnoco6amm 1 (Un) U3 pasnYHbIX UCTOYHUKOB;

3) cpaBHeHMe 0OHOBMEHWI 6e30MacHOCTM, MOMYYEHHbIX PasHbIMU crocobamu u
(MnKn) 13 pasHbIX MCTOYHUKOB, NYTEM CPaBHEHUS UX KOHTPOJ/IbHbIX CYyMM.

3.2.3. Tlo pesynbTatam BbIMNOSHEHUA TecTa [O/MKEH ObITb cAefaH BbIBOL 00
NOEHTUYHOCTU OOGHOB/IEHNIA 6€30MacHOCTM, MOJMYYEHHbIX pasHbIMU criocobamu u (Unn)
M3 pasHblIX UCTOYHWUKOB. B cnyyae CXOXAEHUS KOHTPOJIbHbIX CyMM OGHOBMIEHWI TecT
cUMTaeTCs yCcrnewHo NponaeHHbIM.

3.2.4. B cny4ae BbIiBNIeHUS1 HECOOTBETCTBUIN B KOHTPOJIbHLIX CyMMax 06HOB/IEHWI
6e30MacHoCTH, yKasaHHble 06HOBNEHMSA 6e3onacHoOCTH AO/KHbI ObITb

npoaHan3npoBaHbl MyTEM PYYHOI0O aHa/1n3a 0OHOB/IEHNI 6e30MacCHOCTH.
NpoBepKa NOA/IMHHOCTU O6HOB/IEHMIA 6€30MacHOCTM

3.3.1. MNpoBepka NOANMHHOCTM OOHOBMIEHUIA 6€30MacHOCTY MPOBOAUTCA B Clyvae
HaMuma y nccnegosartesis BO3MOXHOCTM NONYyYnUTb (aisi(bl) 06HOBEHNS 6€30MacHOCTH
B pacnakoBaHHOM (pacwu@posaHHOM) BWAe [0 ero YCTaHOBKM B  cpeje
()YHKLUMOHMPOBaHUSA, a Takxe TMpu HaIuuuy npegocTaBfseMblX pa3paboTUMKOM

OOHOBMEHMS LWITATHbIX CPEACTB MPOBEPKM MNOAJMHHOCTM  (hainna(oB) OOGHOBMNEHUS
6e30MacHoOCTMN.
3.3.2. lNpoBepKa NOANTMHHOCTM 0OGHOBNEHNI NpeaycMaTpUBaeT:

1) pacnakoBKy (pacwmndpoBaHue) thanna(oB) 06HOB/IEHNA 6e30NacHOCTY;



2) onpefeneHne KpuUTepueB MPOBEPKM MNOANUHHOCTK (halina(oB) OOGHOBNEHUS
6e3onacHOCTW. B KauecTBe KpuTepueB NPOBEPKU MOLNMHHOCTU (haiinia(oB) 06HOBNEHUS
MOFYT BbICTYNaTb KOHTPOJIbHble CYMMbl (halifioB, 3NeKTPOHHasA Uuudgposas Moanuch
(halinoB WA  WHble KPUTEPMM NPOBEPKM MNOANMHHOCTM  (haina(oB) 0OGHOBNEHUS

6e3onacHocCTH, npepocTaBndeEMbIE €70 pa3pa60TL||/||<0M.

3.3.3. ®ain cumtaeTcqd NOAIMHHBLIM, €CNU KPUTEPUIA MPOBEPKU MOLNMHHOCTU
(hanna(oB) 0OHOBMEHMA 6e30MaCHOCTK, OMNpPefeNieHHbIA uccnegoBaTenemM, WAEHTUYEH
KpUTepuio, npefocTaBieHHOMY pa3paboTynkom O6HOBMeHMA 6Ge3omacHOCTU. B cnyvae
YCTaHOBMEHUS NOAJMHHOCTKU (harina(oB) 06HOBNEHMS 6Ge30MacHOCTM TecT cuMTaeTcs
YCMNELIHO NPOAAEHHbIM.

3.3.4. B cnydae HeycrnewHoOro npoxoxaeHus TecTa, (ain(bl) 0OGHOBNEHWUN
6e30MacHOCTW, B KOTOPbIX BbISIB/IEHbl HapylleHWs MOANMHHOCTU WAW MNOLANMHHOCTb
KOTOPbIX HEBO3MOXHO MPOBEPUTb, AO/KHbI ObITb MPOBEPEHbI MYTEM PYYHOro aHanmsa

00HOBNEHMA 6e30MacHOCTH.

AHTUBUPYCHbIA KOHTPO/Ib 06HOB/IEHMIA 6€30MacHOCTY

3.4.1. AHTUBUPYCHbIA KOHTPONb OOGHOBNEHMI 6e30MacHOCTU 3aK/1YaeTca B
BbISIBNEHUN BPEAOHOCHbLIX KOMMbIOTEPHbLIX MporpaMm (BMPYCOB) B MCCNeayemMoMm
06HOBMEHUN 6€e30MacHOCTU C WUCMOSb30BaHWMEM CPEeACTB aHTUBMPYCHOW 3awuTbl. Ons
NMpoBeAeHNs aHanM3a Heob6Xo4MMO UCMNO/b30BaTh He MeHee [BYX CPeACcTB aHTUBMPYCHOW
3alWMThbl pasHbiX pa3paboTHMKOB.

3.4.2. AHTUBUPYCHBbIA KOHTPO/Ib 06HOB/IEHNIA 6e30MacHOCTU NpeaycmMaTpUBaEeT:

1) npoBepKy O6GHOBMEHU 6€30MacCHOCTW CPeAcTBaMW aHTMBMPYCHOM 3aluTbl [0
NX YCTaHOBKMY;

2) TMNpoBefeHWe CUTHaATYypHOro W 3BPUCTUYECKOrO aHanmsa COAEPXUMOro
onepaTMBHOMW  nNamATK, (alNoOBOA  CUCTEMbI K 3arpy304HbIX CEKTOPOB  BCEX
MCNONb3YEMbIX HOCUTENe WHGPOPMaLUN N0 3aBEPLUEHUD YCTAHOBKM OOGHOBNEHUS
6esonacHoCTH.

3.4.3. TecT cuMTaeTCcq yCnewHo NPOWAEHHbIM B C/ly4vae OTCYTCTBUS NPU3HAKOB

BPEAOHOCHOW aKTUBHOCTM B (paillax OOHOBNEHMI 6Ge3omacHOCTM WU B CaMOM



MNPOrpaMMHOM 06ECNeYeHUN Nocne YCTaHOBKM 0GHOBEHUNI 6E30MacHOCTH.
3.4.4. B cfyyae HeYCMewHoro mnpoxoXxaeHus TecTa, (aiin(bl) 0GHOBNEHWIA
6€30MacHOCTM, B KOTOPbIX BbISIB/IEHbl MPU3HAKU BPEAOHOCHOW AKTUBHOCTMW, AO/KHbI

ObITb NPOaHaIN3NPOBaHbl MYTEM PYYHOr0 aHann3a 06HOB/IEHMIA 6€30NacHOCTH.

MoMCK oMnacHbIX KOHCTPYKLMIA B 0GHOB/IEHUSIX 6€30MacHOCTU

3.5.1. Monck onacHbIX KOHCTPYKLUA B 06HOB/IEHMAX 6€30MacHOCTM NMPOBOAMTCA B
C/lyyae Hanmuus y uccnefosaTenss BO3MOXHOCTM MOAyyYuTb ann(bl) 06HOBNEHMA B
pacnakoBaHHOM (paclu(poBaHHOM) BuAe L0 WIM MOC/e YCTaHOBKU OOHOBNEHMA B
cpefe (PYHKLMOHUPOBaHUS.

3.5.2. TlouCK oOnacHbIX KOHCTPYKUMIA B  OOHOBMEHUSIX  6e30MacHOCTM
npegycmaTpuBaeT:

@) MOMCK ONacHbIX KOHCTPYKUWIA B 0OHOBNEHMAX 6e30MacHOCTU C NPUMEHEHWEM
MHANKATOPOB KoMnpomMeTauun, YARA-Npasua n gpyrux cnocobos;

0) KOHTEKCTHbIA MNOUCK MOAUTUYECKUX 6GaHHEpPOB, /O3YHIOB U  ApYrol
NPOTUBOMPaBHOM MH(OPMaLMN B 0OGHOBIEHMAX 6€30NaCHOCTH.

3.5.3. Tect cuuTaetca YyCMewHO MNPONAEHHbIM B C/ly4yae, €cin OnacHble
KOHCTPYKLUMN He BbISAB/IEHDI.

3.5.4. B cnyyae HeycCrnewHoOro mnpoxoxaeHns Tecta, ain(bl) O0OHOBNEHWUI
6e30nacHOCTV, B KOTOPbIX BbIAB/EHbI OMNACHble KOHCTPYKUWUW, [OMXKHbI  ObITb
NpoaHann3npoBaHbl MyTEM PYYHOro aHann3a 06HOBEHUIA 6€30NacHOCTH.

3.5.5. TpuM npoBegeHUN PYYHOro aHanmMsa wuccnegosatesieMm AOMHKHO ObITb
nccnefoBaHO Ha3HayeHWe BbISBMIEHHbIX ONAaCHbIX KOHCTPYKUWIA, MNOATBEPXAEHA WK

onpoBeprHyTa X oMnacHOCTb.

MOHUTOPUHI  aKTWMBHOCTU  OBHOBMEHMI  6e3omacHOCTM B cpeae

TeCTnpoBaHUA

3.6.1. MOHUTOPUHI  aKTMBHOCTWM  0GHOBNEHWIA  6e30MacHOCTM B cpefe
TECTMPOBAaHUS 3aK/YaeTca B MNOMYYEHUM W  aHanu3e CBeAeHU O MnoBefAeHUM
0GHOBNAEMOro MPOrpaMMHOro, MporpaMMHO-annapaTHOro cpeactea B pesynbTate ero

B3aMMO/eNCTBMSA CO Cpefoit (PYHKLUMOHMPOBAHNUA MW APYTMMK NporpamMmamMi, a Takxe



aHanu3e CBEAEHWA O B3aMMOAENCTBMM KOMMOHEHTOB OOGHOBMIEHHOr0 MPOrPamMMHOrO,
nporpaMMHO-annapaTHOro cpeacTBa.

3.6.2.  MOHUTOPUHI  aKTMBHOCTM OOHOBNEHWI  6Ge3onacHOCTM B cpeae
(hYHKLMOHMPOBAHUSA NMPOBOAUTCS MPU HaIMUYMM BO3SMOXXHOCTU YCTAHOBKM HEOBXOANMbIX
WHCTPYMEHTOB B Cpefde TecTMpoBaHMA OOHOBASEMOro MNPOrpaMMHOro, MPOrpaMMHO-
annapaTHOro cpeacTsa.

3.6.3.  MOHUTOPUHI  aKTUBHOCTM OGHOBMEHWI  6e30MacHOCTM B  cpefe
TEeCTUPOBaHNS NpeaycMaTpuBaeT HEOOXOAMMOCTb NPOBEAEHUS:

a) aHanm3a pe3yNnbTaTOB BbIMNOMHEHNA CUCTEMHbIX BbI30BOB 0OGHOBNEHHOTO
NporpaMMHOro obecneyeHus;

6) aHanM3a MNofy4YaeMblX W OTMpaBfAseMbiX OOHOBMEHHbIM MPOrpaMMHbIM,
NporpaMMHO-anmnapaTHbIM CPeCTBOM CETEeBbIX MaKeToB;

B) aHanu3a cocTaBa (hbaiifioBOM CUCTEMbI A0 W MOCAe YCTaHOBKW OOGHOBNEHUS
NporpamMmMHOro, NporpaMmMHo-annapaTHOro CpeacTBa;

) CUrTHaTYPHOr0 NOUCKA U3BECTHbIX YS3BUMOCTENA.

3.6.4. TecT cuuTaeTcsa YCMEWHO MNPOMAEHHbIM, €CAM B XO4e MOHMUTOPUHra
aKTUBHOCTM 0OGHOBNEHWI 6€30MacHOCTM B cpee TeCTUPOBAHUS He BbISIBMEHO MPU3HAKOB
HeAeKNnapupoBaHHbIX BO3MOXHOCTEN.

3.6.5. B cflyyae HeycCrnewHOro npoxoxpaeHnsa TecTta, ®ain(bl) O0O6HOBNEHWUIN
6e30NacHOCTW, B KOTOPbIX BbISIBNEHbI MPU3HAKN HEAeKNapupoBaHHbIX BO3MOXHOCTEMN,

AOJ/DKHbI ObITb MpoaHa/IM3NPOBaHbl MyTEM PYYHOIo aHa/in3a 06HOBNEHWUI 6€30MacHOCTH.

Py4Hoi aHann3 06HOB/IEHUIA 6e30NacHOCTH

3.7.1. Py4yHoli aHanuM3 06HOBMEHWUI 6e30MacHOCTM NPOBOAUTCSA B Clyvae, €CAn Mo
pesynbTaTaM BbIMO/NHEHWNS TECTOB:

a) BblISIBNIeHbl pa3nnuuns B OOHOBMEHMAX 6e30MacHOCTM, MNOMYYEHHbIX Pa3HbIMU
crnoco6amu 1 (UnN) U3 pasHbIX NCTOYHUKOB;

6) HeycrnewHO NPONAeH TECT NOA/IMHHOCTK (hainna(oB) 06HOBEHMSA 6€30NaCHOCTH;

B) BbISIBNEHbl MNPU3HAKW BPEAOHOCHON aKTUBHOCTW B (halinax OOHOBMEHUA

6e3onacHoOCTU B pe3ynbTateé aHTUBUPYCHOINO0 KOHTPOSIA WIN MOHUTOPUHIa aKTUBHOCTU

06HOBNEHNS 6e30MacHOCTY B cpede (YHKLMOHMPOBAHWS;



r) 06Hapy>XeHbl OnacHble KOHCTPYKLUMK.

3.7.2. Py4yHoW aHanu3 06GHOBNEHWI 6e30MacHOCTW MNPOBOAUTCA B OTHOLUEHUU
KOMMOHEHTOB OOHOBNEHWUI 6e30MacHOCTU, B KOTOPbIX MO pe3y/ibTaTaM MPOXO0XAeHUS
MepeyvyncrieHHbIX Bblle TECTOB BbIB/IEHbl YKa3aHHble B MNyHKTe 3.7.1 HacToswero
PernameHTa ycnosus.

B cnyyae ecnm py4Hoil aHann3 NpoBecTU HEBO3MOXHO, MUCCnefoBaTesieM AenaeTcs
BbIBOJ O HaAuumm B OOGHOBAEHWW 6e30MacHOCTU MPU3HAKOB HeAeKnapupoBaHHbIX
BO3MOXXHOCTEMN.

3.7.3. PyyHoi1 aHann3 06HOBNeHNS 6e30MacHOCTY npeaycMaTpuBaeT:

a) aHanM3 NornkKu paboTbl (B TOM YMcne An3accembMpoBaHne UK 4EKOMONAALNA
OMHapHOro Kofa npu HaIM4YMmM COOTBETCTBYIOLLMX BO3MOXHOCTEN);

6) wuccnefoBaHMe KOMMOHEHTOB OOGHOBMEHWS 6e30MacCHOCTM C  MOMOLLbIO
OT/Ia4MKOB U TPACCUPOBLLMKOB;

B) NPOBEPKU Hannums B OOHOB/EHUM 6e30MacHOCTU K/HUYEBOM WHGopMaLun
(naponein, CEKPETHbIX KNKOYEW 1N APYroin YyBCTBUTEIbHON MH(OpMaLun);

) CTaTU4ecKoro M AMHAMWYecKOro aHanmsza (NpyM HanMumMm WCXOAHbLIX KOA0B
06HOBNEHMIN 6e30MacHOCTH).

3.7.4. Mo pe3ynbTataM MNPOXOXAEHUA TecTa uMccnegoBatesieM AenaeTcs BblBOJ, O
MOATBEPXAEHUN  HanMums  WAM  OTCYTCTBUA  BbLISB/IEHHbIX  paHee  NPU3HaKOB
HeeKNapupoBaHHbIX BO3MOXHOCTENM B KOMMOHeHTe(ax) 06HOBNSEMOr0 NPOrpaMMHOro,
nporpamMmHo-annapaTHOro cpeAcTBa.

3.7.5. B cnyyae ecnu no pesynbTatam pPy4YHOro TeCTUPOBaHWUSE B OOHOBNEHUM
6e30MacHOCTM  BbISIBNIEHbl  BPELOHOCHOE nporpaMMHoe obecnevyeHne u  (Mn)
HeZeKnapupoBaHHble ~ BO3MOXHOCTM,  YyKa3aHHas NH(hopmaLms HanpaBnseTcs
B ®CTIK Poccum n HaumoHanbHbIA KOOPAWHALMOHHBIA LEHTP MO KOMMbHTEPHbIM

nuungeHtam (HKLLKW) B COOTBETCTBUU C YCTAHOB/IEHHbIM PerfiaMeHToM.



OPOPMJIEHVE PE3YJIbTATOB TECTVPOBAHUA

4.1. Pe3ynbTaTbl aHanuM3a OOHOB/EHUI 6e30MacHOCTU OMOPMAAKTCA B BuUae
oTyeTa. B oTueTe AO/MKHbI OGbiTb OTPaXKeHbl OMMCcaHWe TECTOBOWN cpeAdbl, CBeAeHUS 00
YA3BMMOCTSIX, Ha YCTpPaHeHWe KOTOpbIX HamnpaBneHo O06HOBMeHMEe 6e30MacHOCTH.,
pe3ynbTaTbl KaXA0ro TecTta, NPOBEAEHHOr0 B COOTBETCTBUM C pa3desioM 3 HaCTOALWErO
PernameHTa.

4.2. OT4YeT aHann3a 06HOBNEHMSA 6€30MacHOCTM BKKOYAET CreayoLime CBeAeHUS:

a) HaMMeHoBaHWe 06HOBEHUS 6e30MacHOCTH;

6) cBefeHMA O MecTe pa3MelleHUss 0BHOBMEeHUS 6e30MacHOCTU, KOHTPO/bHbIX
cymmax O06HOBNeHMs 6e30MacHOCTM, [JaTe BbiMyCcKa O0OOHOBNEHMS 6e30MacHoOCTH,
pa3paboTynke 06HOBNEHMS 6e30NacHOCTU, BEPCUM NPOrpaMMHOro obecneyvyeHus;

B) CBefleHUs 00 YA3BMMOCTSX, Ha yCTpaHeHMe KOTOPbIX HanpaB/ieHO 0OGHOBEHWe
06€30NacHOCTMU;

) HaMMeHOBaHWe NPOBeLEHHbIX TECTOB;

[) pe3ynbTaTbl aHanm3a (ycnewHo/He yCcnewHo);

€) onucaHuWe pe3ynbTaTOB aHaiu3a, BK/K4Yas CcpeAcTBa MPOBefeHUs aHanusa,
cpely TeCTUPOBaHWSA, BbISBNEHHbIE MPU3HAKW HeAeKIapupoBaHHbIX BO3MOXXHOCTEMN,
onuncaHme NPoBefeHHbIX TECTOB.

43. [na TecTtoB, MO pe3ynbTaTaM KOTOPbIX  BbISIBAE€Hbl  MPU3HAKK
HeeKNnapupoBaHHbIX BO3MOXHOCTEN, B OTYET TeCTUPOBaHUA 06HOBNEHMIA 6e30NacHOCTM
[0/DKHA 6bITb BK/IKOYEHA BCA TeXHUYecKas MHMopmaums, Heobxoammas AN MOACHEHUS
BbIMOJIHEHHbIX B XOfe WCCNef0oBaHUA ornepauuini U pesynbTaToB, MOJIYYEHHbIX B XOAe
nccnefoBaHuin (B TOM umMcne BCe OTYeTbl WMHCTPYMEHTa/IbHbIX CPeACTB aHanmsa U
KOHTPO/IA).

B OTHOLIEHMN BbISIBNEHHbIX MPU3HAKOB HeAeKNapupOBaHHbIX BO3MOXHOCTEN
nccnefosaTesieM OnNpefenstoTcs OrpaHnYeHUs W YCnoBUSA, NPU KOTOPbIX YCTaHOBKa
00HOB/IEHNs 6e30MacHOCTM BO3MOXHA. YKa3aHHble CBEAEeHMA BK/HOYAKOTCA B OTYET

aHa/M3a 0OHOB/IEHUIA 6e30NaCcHOCTMN.



YCTAHOBKA OBHOBJ/IEHIA BE3OMNACHOCTU
NMPOIrPAMMHDbBIX, NMTPOIMPAMMHO AIMTAPATHbBIX CPEACTB SALNTBI

NHDPOPMALINN 1 MHOIO INMPOIMPAMMHOIO OBECTIEHEHNA

Mpy NPUHATUN pelleHns 0 pesysibTaTax TeCTUpPOBaHMA 06HOBIEHNA 6e30NacHOCTM
MPOrpamMMHbIX, NpPorpamMHO-annapaTHbiX CPeACTB peann3yeTca Ccrefylowmin nopsgok
onpefeneHns BO3MOXHOCTM YCTaHOBKM O6GHOB/IEHUI NPOrpaMMHbIX, MPOrpaMmMHoO-
annapaTtHbIX CpeacTs.

1. BbIBOZ 0 BO3MOXHOCTM YCTaHOBKN O06HOB/IEHNN 6€30MacHOCTMW.

1.1. B OTHOWeEHMN NponpueTapHbiX MPOrpaMMHbIX, NPOrpaMmMHO-annapaTHbIX
CpeACTB M CBOOGOAHO pacnpocTpaHAeMoro nporpamMHOro o6ecrnevyeHns BbIBOJ O
BO3MOXHOCTM YCTaHOBKW O6GHOB/EHUS 6e30MacHOCTM  (DOPMUPYETCA Ha OCHOBE
BbINOJIHEHNA C/IefYOLLMNX TECTOB:

- CBepka WAEHTUYHOCTM O06HOBNEHMI 6e3onacHOCTM W (UKM) NpoBepKa
NOAMHHOCTM 06HOBMIEHMIA 6€30NaCHOCTHU;

- @HTMBUPYCHbIA KOHTPO/Ib OGHOBMEHMI 6e30nacHOCTU U (MAK) NOUCK OMacHbIX
KOHCTPYKLMIA 6€30NacHOCTH;

- MOHUTOPUHI  aKTUMBHOCTWM  OGHOBMIEHWI  6Ge3onmacHOCTM B cpefe
(hYHKUMOHMpPOBaHUS.

1.2. B OTHOWEHUN O6GHOBMEHUI 6e30MacHOCTM MNPOrpamMMHOro obecrneyvyeHns ¢
OTKPbITbIM KOAOM BbIBOL O BO3MOXHOCTM YCTAHOBKM OOHOB/IEHUsA 6e30MacHOCTM
(hopmmupyeTCs Ha OCHOBE BbIMOJIHEHUS CNeAYOLWNX TECTOB:

- NpoBepKa NoA/IMHHOCTU 0OHOBNEHWNIA 6e30MacHOCTH;

- @HTMBMPYCHbIN KOHTPO/Ib 06GHOB/IEHNIA 6€30NacHOCTH;

- MOHUTOPUHI ~ aKTMBHOCTM  OOHOBMEHWI  6e3onacHOCTM B cpefe
(hYHKLMOHMpPOBaHNS;

-py4YHOI aHann3 06HOBNEHNN 6e30MacHOCTM.

2. OueHKa pe3yibTaToB BbIMO/HEHHbIX TECTOB.

2.1. Ecnn no pesynbTatam BbIMOMHEHUS TECTOB pe3y/bTaTbl peann3alun BCE
TECTOB ABNAKOTCA NONOXKMWUTENbHbIMU, 0OHOBMEHME 6e30NacHOCTU SABNSETCA 6e30MacHbIM

N ero ycCtaHoBka BO3MOXXHa.



2.2. Ecnu no pesynbTaTam BbIMOMHEHUS TECTOB pe3y/bTaThl peanu3aluy OfHOFO0
unn Gonee TECTOB SBASAKOTCS MNOTEHUMANbHO OMAcHbIMA UM HU OAWH M3 TECTOB He
ABNAKOTCA ONacHbIMW, O6GHOBMEHME 6e30MacHOCTY MOXET 6biTb YCTAHOB/EHO MpPW
onpeAeneHHbIX OrpaHNYeHUnX.

OrpaHuuyeHuns onpeaensoTca UccnefoBaTeneM Mo pes3ynbTaTaM TECTUPOBAHUS W
MOFYT 6blTb YTOYHEHbl ONEPaTopoM  WH(OPMALIMOHHON CUCTEMbl C  Y4YETOM

0COGEHHOCTEN ee apXMUTEKTYpPbl U PYHKLNOHUPOBAHMS.



