T'JIABA TATAPCTAH PECITYBJIMKACEI
JTPOXOKAHOBCKOI'O YYTIPOJIE
MYHHUITUTIAJIBHOI'O PAUOHA MYHHUIIUIIAJIb PAMOHBI
MNOCTAHOBJIEHHE KAPAP
ﬂ/ p7’ » X//J c.Crapoe [ipoxckaHoe Ne ,Zé 'é

06 yrtBepxnmenun Perimamenra mo
BEISIBIICHUIO, aHau3y u
YCTpaHEHUIO KPUTUYIHBIX
ysI3BUMOCTeH B WHMOOPMAaIMOHHBIX
CHCTEMAaX, OJKCILTyaTHPyeMBIX B
Oprase, OpraHu3alnu

B coortsercTBHMM C PyKOBOACTBOM IO OpraHM3allid IPOIECCA YIIPaBIEHUSA
YyA3BUMOCTSIMH B oprase (opranm3amuu) yTBepxaenasiM ®CTOK Poccun ot 17 mas
2023 r. u B COOTBETCTBHM C METOONKON OLEHKH YPOBHS KPUTHYHOCTH YS3BUMOCTEN
IIPOrpaMMHEIX, IIPOrpaMMHO-alnapaTHbiX cpeactB yreepxaeHHon @CTIK Poccun ot
28 okTa0ps 2022 r. IOCTAHOBJIAIO:

l. VTBepnuth PeriaMeHT IO BBISIBICHUIO, aHAIN3y M YCTPAHEHHUIO KPHUTHYHBIX
YS3BUMOCTeH B HMH(OPMALMOHHBIX CHCTEMaxX, SKCILUTyaTUPYEMBIX B OpraHe,
OpraHu3aIui.

2. OprasaMm MECTHOrO caMOyIpaBiieHHs J[pOXxOKaHOBCKOTO MYHHIIMITAIBHOTO
paiiona Pecniybiuku TatapcTad, MyHUIIUIIAIBHBIM YUpEXKIEHUSIM PYKOBOIACTBOBATELCS
PernamMeHTOM IO BBISIBICHHUIO, aHAJINU3Y U YCTPAaHEHHMIO KPHUTUYHBIX yS3BUMOCTEW B
MHQOPMaLlMOHHBIX CHCTEMaX, OKCIULyaTHPYyeMbIX B OpraHe, OpraHu3alull [ph
OCYIIECTBIICHUY CBOEH JESITEIBbHOCTH.

3. KoOHTpoip 3a HCIOJHEHHEM HACTOSIIEro IMOCTAHOBJIEHUS BO3JIOXKHUTH Ha
WicnionauTensHbiii KOMUTET J[pOXKKAHOBCKOTO MYHHUIIUNIIANBHOTO paiioHa PecnyGnnku
Tarapcras.

I'naBa J{pox:KaHOBCKOTO

MYHULMOAIBHOTO palioHa M.P. I'ahapos




YTBepxkeH
nocTaHoBlieHueM [ aBhl
Hpox:xaHOBCKOTO
MYHHUIMIIAIBHOTO paiioHa
Pecny6nuku Tarapcran
oT /%, 7. 2023 Ne 28

Permament
I10 BBIABJICHHIO, aHAIIU3Y M YCTPAHEHUIO KPUTHYHBIX YA3BHMOCTEH B
VH(QOPMAIIMOHHEBIX CHCTEMAX, 9KCILTyaTUPYEMBIX B OpraHe, OpraHu3aluu

1. OBIIUE MONOXEHUSA

1.1. Hacrosiiuuit PernameHnT 1o BBISBICHHIO, aHATA3Y U yCTPAHEHHIO KPUTHYHBIX
YA3BEMOCTeH B HH(OpMalMOHHBIX cHCTeMax (maiee — WC) skcmmyaTHpyeMbIX B
opraHe, opraHusanud (manee — PernmameHT) paspaGoTaH B COOTBETCTBHH C
PykoBOZCTBOM 10 OpraHm3almuy IIpOLECCa YNPABIEHUs YS3BUMOCTSMH B OpraHe
(opranmsanmu) yreepxaeHHsiM ®CTIK Poccun ot 17 Mast 2023 T. ¥ B COOTBETCTBHUY C
MeTonnko# OLeHKM ypOBHS KPHTHYHOCTH YS3BUMOCTEN MPOrPaMMHBIX, IPOrPAMMHO-
annaparHelx cpeacTB yTBepkaeHHOoN PCTOK Poccuu ot 28 oktsabps 2022 r.

1.2, Hacrosiumii  PermaMeHT IOMIEXHT NPUMEHEHHIO  ONEPATOPaMU
HH(OPMALMOHHBIX CHCTEM OPraHOB MECTHOTO CaMOYNpaBIeHHs JIPOXGKaHOBCKOrO
MyHUIMIANBHOTO paiioHa PecyOnuku TarapcTan, MyHUIMNANBHBIX yIpeXKIEHUH TPy
OPUHATHA MMM MEp TO BbBIABIECHUIO, aHAU3a M YCTPAHEHHIO YI3BHMMOCTEH
IPOrpaMMHBIX, IPOrPaMMHO-ANINAPaTHBIX CPEICTB HMH()OPMAIMOHHBIX CHUCTEM B
COOTBETCTBHM C TPeOOBaHMAMH O 3allUTe HH(POPMAUWM, COAEpKaIleiics B
rocynapctBeHHbIX MIC, a Takke WMHBIMM HOPMATHBHBIMM IIPaBOBBIMH aKTaMd W
Metoandeckumu TokyMeHTamu @CTOK Poccun.

1.3. BbisBiieHue, aHaNu3 M yCTpaHEHHE yS3BUMOCTEH B CepPTH(UIMPOBAHHBIX
IpOTpaMMHBIX,  IIPOrpaMMHO-alllapaTHBIX  CPeACTBaX  3alluThl  MHGOPMAIHU
00ecnieunBaeTcs B NPHOPHTETHOM IOPSAAKE U OCYIIECTBIAETCS B COOTBETCTBHH C
SKCITyaTallMOHHOM [NOKyMEHTalMed Ha HHUX, a Takke C PpPEeKOMEHIAlUsIMU
paspaboTunka.

1.4. B Pernamente HCIOJNB3YIOTCS TEPMHHBI U ONpENENECHMS, yCTAHOBICHHEIE
HanonaneHbIMM  cTagmapraMu ['OCT P 50922-2006 «3amurta uHGOpMamuHy.
OcHoBuble TepmuHbl U onpenenenus», [OCT P 56545-2015 «3amuTa uHbOpMALHL.
Y3BUMOCTH VHG)OPMALIMOHHBIX CHCTeM. IlpaBWia ONHCAHHS YSI3BEMOCTE,
['OCT P 56546-2015 «3amuTa uHGopManuu. Y I3BHMOCTH HHPOPMALHOHHBIX CHCTEM.
Knaccudukanus ysa3BuMocTel HHOOPMAIMOHHBIX CHCTEM» M WHBIMH HALHOHAIBHBIMH
CTaHJapTaMU B 00NACTH 3amUThl MHGOPMALUHA M OOeCIeYeHUs HH(POPMALHTOHHOM
0e30MacHOCTH.

[ensamu pernameHTa sBISIOTCS:

— KOOpIHWHAlMs NEATEJbHOCTH HUCIOJHUTENBHBIX OPraHOB TOCYIapCTBEHHOMN
BacTh PecryOnuku TarapcTan M OpraHoB MECTHOTO CaMOYIPABIICHHUS B Pecnybnuke
Tarapcras 110 BBISBIIEHUIO, aHANK3Y U yCTPAHEHHIO KPHTHYHBIX ys3BUMOCTel B VIC;



— CO3[1aHHEe OCHOBBI JJI Pa3pabOTKU JEeTalbHBIX PErJaMEHTOB W CTAaHJapTOB IO
YIPaBJIEHHIO YSA3BUMOCTSMH C y4eTOM OCOOSHHOCTeW (YHKIMOHMPOBAHHS OpPIraHOB
(opranmnzamnmii);

— OpraHu3aius B3aMMOAEHCTBHS MEXAYy CTPYKTYPHBIMH MOIpa3aeieHus MU
OpraHoB (OpraHu3alnii) 1o BOIPOCaM YCTPaHEHHUS YI3BUMOCTEN.

2. MOPSIAOK BBISIBJTEHUSI KPUTHUYHBIX YA3BUMOCTEM
ITPOI'PAMMHBIX, TIPOTPAMMHO-AIIIIAPATHBIX CPEJICTB

2.1. B AC nomxHO OCYIIECTBIISTHCS BBISIBJIEHHUE CEAYIOIUX TUIIOB YSI3BUMOCTE :

— HEINOCTATKM M(MM) omMOKY nporpaMmHoro obecrneuenus (nanee I10) VIC u ee
CHCTeMBI 3alluThl HHbopManuu (nanee — C3U).

— HeXOCTaTKH ammapaTHelXx cpencts MC, B ToM uymcne ammapaTHBIX CpENCTB
3aIUThl UH()OpMAITHH.

— OpraHU3alMOHHO-TEXHUYECKHe HEAOCTATKH.

2.2. HenocpenCTBEHHBIMH HCIONHUTEISAMA MEPONPUATHMA 110 BBIABICHUIO,
aHaNu3y U ycTpaHeHuto ysaspumMocted MC aBnsioTcs aqMuHECTpaTOp 6€30MacHoCTy U
cucteMmHsle agmMuHucTpaTopsl MC.

Ha oTame MOHHMTOpHHra ysS3BUMOCTeH M OLEHKH HX [PUMEHMMOCTH
OCYILECTBIISETCA BBISBIEHHUE YSI3BUMOCTEH Ha OCHOBAaHHWH IAHHBIX, MOJIyYaeMBIX U3
BHEIIHWX W BHYTPEHHUX HCTOYHUKOB M NPUHATHE DPELICHUH MO WX IMOCIEeAYIOIIei
obpaboTke.

Ilponecc ympapneHHs ysS3BUMOCTSMH opradmsyercs mis Bcex KMC oprana
(opramWsanuu) # JODKEH MpeAyCMaTpHBaTh IIOCTOSIHHYIO W  HEINPEPBIBHYIO
aKTyaJau3aliio CBeIeHUN 00 ysa3BUMocTIX U oObekTax UC. Ilpu u3MeHeHuu craryca
ya3sumocTer (mpuMeHuMocTh K VIC, Hamure MCIpaBieHud, KPUTHUYHOCTE) JOKHEI
KOPPEKTUPOBATHCS CIOCOOBI UX YCTPaHEHHUS.

[Ipomecc ympaBieHHs YS3BHUMOCTSIMH CBsi3aH C JPYTUMH IIPOLIECCAMH |
[IpoLEeNypaMU AEesSTENbHOCTH OpraHa (OpraHu3aIim ):

— MOHHUTOPUHI HHOOPMANMOHHOW O0€30MacHOCTH — MPOLECC IOCTOSIHHOTO
HaOJIONCHHS U aHallM3a pPe3yJIbTAaTOB PErHCTpalMy COOBITHM GE30MacHOCTH U MHEIX
JNaHHBIX C I€JIbIO BBIABJICHUS HapylleHui Oe3omacHOCTH HWHGOpMAaNUH, yrpo3
0e30macHOCTH HHPOPMAIIMH U YSI3BHMOCTEH;

— OII€HKA 3all[UIIIEHHOCTH — aHaJIN3 BO3MOXXHOCTH HCIIOJIb30BaHUS OOHAPYKEHHBIX
YSI3BUMOCTEHR Ui pean3allii KOMIIbIOTepHbIX atak Ha VIC opraHa (opraHu3aiiim);

— OLIEHKa yrpo3 6e30macHOCTH HH()OPMAIIUHU — BBISIBIIEHHE M OLIEHKA aKTyaIbHOCTH
yrpo3, peanu3aius (BOSHEKHOBEHUE) KOTOpbIX Bo3MoxkHa B MIC oprana (opranuzanun);

— yIOpaBiieHHe KOHQUrypaunueil — KOHTPOJbh HM3MEHEHHWH, coCTaBa W HACTPOEK
IIPOrpaMMHOr0 U IporpaMMHO-anmapatHoro obecnevenus MC;

— ympaBlieHHE OOHOBICHUSIMH — TPUOOpEeTEeHHe, aHAIW3 W pPa3BEePTHIBAHUE
0OHOBJIEHHH NPOrpaMMHOTO 0OecCTIieYeHrsI B OpraHe (OpraHu3alim );

— IpHMEHEHUEe KOMIIEHCHUPYIOIIUX Mep 3alluThl WH(OpManuu — pa3paboTka u
IpYMEHEeHHe Mep 3allUThl WH(OpManuu, KOoTopble mnpuMensitorcs B MC B3amen
OTIENBbHBIX MEpP 3alllMThl HHPOPMALIUY, NOJISKAIIUX pealu3aliid B COOTBETCTBHU C
TpeOOoBaHMAMH I10 3allUTe HH(POPMALIUH, B CBSI3U C HEBO3MOXHOCTBIO UX IPUMEHEHHSI.



YpOBEHb KPUTHYHOCTH yA3BHMOCTEH OLEHMBAETCS B IeNSIX IPHHSTHS
00OCHOBaHHOIO peUICHUs] aJAMHHHCTPATOPaMH OE30MaCHOCTH O HeOOXOAMMOCTH
YCTpaHEHHUS ys3BUMOCTEH, BBISBIEHHBIX B IIPOrPaMMHBIX, IPOrPAMMHO-aIapaTHbIX
CpeCTBax 1o pe3yibTaTaM aHaim3a ysa3suMocTeii B IC.

VcXonHbIMA NaHHBIMU JUIS OTIpeeNIeHHs KPUTHYHOCTH yS3BUMOCTEH SIBIISIOTCS:

— 0asa ys3BHMOCTEH HPOTrpaMMHOrO OOeCHeYeHus, IPOrpaMMHO-aNNapaTHbIX
CpencTB, comepkaniascs B banke naHHbIX yrpo3 6e3omacHocTd nHbopMmanuu OCTIK
Poccun (bdu.fstec.ru), a Takxe HHbIE HCTOYHUKH, coIepxkKallue CBeIeHHs 00 H3BECTHELIX
YS3BUMOCTSIX;

— oQuuuansHble HHGOPMAIIMOHHBIE PECYPChl pPa3spabOTUYMKOB MPOrPAMMHOLO
obecriedeHus, IPOrpaMMHO-AIMAPAaTHBIX CPEACTB M HCCIenoBaTeliel B o6ractu
MH(QOPMaIIOHHOMN 6€30IMaCHOCTH;

— CBEJIEHUS O COCTaBE M ApXUTEKType HHPOPMAMOHHBIX CUCTEM, HOJIYYEHHEIE 110
pesyipTaTaM HX HWHBEHTapH3alUMM W (WUIM) TIpUBEAEHHbIE B JOKyMEHTAl[UM Ha
UH(pOPMAIIMOHHBIE CHCTEMEI;

— pe3ynbTaThl KOHTPOJA  3aINUINEHHOCTH WHGOPMALMOHHBIX  CHCTEM,
IIPOBEJEHHBIE OTIEPATOPOM.

YkasaHHbIe UCXOIHbIE JaHHBIE MOTYT YTOYHSTHCS WM JOMONHATHCA C y4eTOM
0COOeHHOCTeH 061aCTH AEsATENBHOCTH, B KOTOPOH GyHKIMOHApPYIOT VIC.

OueHxka ypoBHS KPUTHYHOCTH YS3BUMOCTEH INPOrPAMMHBIX, IIPOrPAMMEHO-
anmnapaTHBIX CPENICTB IPOBOJUTCS afMIUHACTPATOPaMH O€30IaCHOCTH.

OueHka ypoBHS KPUTMYHOCTH YS3BUMOCTEH IIPOrPAMMHBIX, IIPOrPAMMEHO-
annapaTHBIX CPEJCTB IPUMEHUTETHHO K KOHKpeTHOM VIC BKIIIOYaeT:

—  ONpeleleHHe  NPOrPpaMMHBIX,  IIPOrPaMMHO-AIapaTHLIX  CPEICTB,
[IOIBEPIKEHHBIX YSI3BUMOCTSIM;

— OIpefencHue B UHPOPMAIMOHHON CHCTEMEe MeCTa YCTAHOBKHM HPOTPaMMHBIX,
[POrpaMMHO-aNIapaTHEIX CPENCTB, IOABEPKEHHBIX YSI3BUMOCTSM (HAmpuUMep, Ha
NEPUMETPE CUCTEMBI, BO BHYTPEHHEM CETMEHTE CHCTEMBI, IPH peaan3aliu
KPUTUIECKHUX [TPOLECCOB (OM3HEC-TIPOIECCOB) U Apyrux cermenTax MC);

— PacdeT ypOBHS KPUTHYHOCTH YSA3BHMOCTH IPOTPAMMHBIX, MPOrPaMMHO-
ammapaTHeiX cpencts B MIC.

3. HOPAJTOK AHAJIN3A KPUTUYHBIX YA3BUMOCTEM
IIPOI'PAMMHBIX, IPOTPAMMHO-AIIIIAPATHBIX CPEJICTB

Ha orane amamusa ys3BuMocTeil ompenmensercss ypOBeHb KPHUTHIHOCTH
yasBuMocTedl mnpumenutensHo k MC opraHa (opraHumsanuu) B OCYLIECTBISETCS
BBIIBJIEHHUE YSI3BUMOCTEN Ha OCHOBAHUY JAHHBIX U3 CIEAYIOIUX HCTOUHUKOB:

a) BHYTpeHHHUE UCTOYHMKHU:

— CHCTEMbI yIpaBieHHs MH(OPMAHOHHON HHGPacTpyKTypoil (mamee — UT -
HH(PACTPYKTypa);

— 0a3pl JaHHBIX yIpaBIeHUs KOHQUIYpaALISIMI;

— nokyMeHTanus Ha IC;

— 3JIeKTpOHHbIE 6a3kl 3HaHMI OpraHoB (OpraHM3aImii);

0) 6a3sa naHHBIX ysA3BUMOCTEH, cofepkamascsi B BaHke TaHHBIX yrpo3
beszonacuoctu uHbopmanuu (nanee — BIY) ®CTIK Poccun;



B) BHELIHHAE UCTOYHHKH:

— 6a3sbl JaHHBIX, COAEpPIKaIlie CBeJeHHs 00 M3BECTHBIX yA3BHMOCTSIX;

— oduuuanbHele MHOOPMAIIMOHHBIE PECYpPCHl pa3spaboTYMKOB MPOTPAMMHBIX i
[IPOrpaMMHO-aNMapaTHeIX CPEACTB U MCCIeAoBaTeNeil B 00iacTi HHGOPMALEOHHON
6e30macHOCTH.

WcTounuKY TaHHBIX MOTYT YTOYHSTECS UITH JOTOJIHATHCS C y9eTOM 0COOEHHOCTE
(GyHKIMOHMPOBaHUsI OpraHa (OpraHu3aIiy)

Ha sTane amammsa ys3BUMOCTe# W OLEHKH MX IPUMEHMMOCTH BBIIOIHSIOTCS
olepanvi, IpuBeIeHHbIe B TabauIe 3.1.

Tabnumna 3.1

Ne | Hammenopanwme
Omnucanwne onepaiuu
/1 orepartun
1 | Anamus AHanv3 HHQOPMAalMH M3 DPa3NMYHBIX MCTOYHHKOB C IEIBI0 I[TOMCKA
uHQOpManuK 06 | aKTyalbHBIX ¥  [OTEHIMATBHBIX YSI3BUMOCTE W OLEHKH  UX
YSI3BUMOCTH IPUMEHUMOCTH K WH(OPMAIIMOHHBIM CHCTEMaM OpraHa (OpraHM3alliy).
ArperupoBaHue U KOpPeJIHs COGHPAEMBIX JAaHHEIX 06 YI3BUMOCTSIX
2 | Ouenxka Ha ocHose mudopmanuu 06 oGbeKkTax UHPOPMAIMOHHBIX CHCTEM H WX
NIPEMEHUMOCTH | COCTOSHUHA OIIPENEIIIeTCS [IPUMEHHMOCTH YSI3BUMOCTH K
YS3BUMOCTHU MHQOPMAIMOHHBIM ~ CHCTEMaM OpraHa (OpraHM3allid) C  Lelbio
ONPENENCHUs YSI3BUMOCTEH, He TpeOYIOIUX AabHen el 06paboTku (He
PENCBAaHTHBIX ysA3BHUMOCTeH). OIleHKa NPUMEHHMOCTH YSA3BEMOCTEN
IPOM3BOJIUTCS: Ha OCHOBE aHanmm3a JaHHEIX 00 UT-undpactpykrype,
NONYYEHHBIX U3 6a3 NaHHBIX YIIPaBICHHS KOHGUIypalusMH B paMKax
nporecca «YpasieHHe KOHDHUIypalyeii»; Ha OCHOBE aHAIH3a JaHHBIX O
BO3SMOXHBIX OOBEKTaX BO3JEHCTBHS, IIONYYEHHBIX B pe3yIbTaTe
MOJICTUPOBaHMS Yrpo3 B pamkax mpomecca «OmeHka yrposy»: Io
pe3yabTaTaM OLICHKH 3alIHINEHHOCTH
3 | Ilpunsartue 3anpoc JONONHUTENBHON HHGOPMALEE 00 YS3BHMOCTH (cxaHmpoBaHUE
pelIeHuniA Ha | OOBEKTOB, OIIEHKa 3AlMINEHHOCTH), €CIH HMEIOMUXCS  JaHHBIX
MOy ICHHE HEIOCTaTOYHO VIS IPUHATHS PEMIEHHUH 110 YIIPABICHUIO YA3BUMOCTSIMU
JIOIIOJIHUTEIILHOU
uHbOpMaIuK
4 | IlocranoBka 3anpoc Ha BHEIIAHOBOE CKAaHMPOBAaHHE OOBEKTOB HH(OPMAIMOHHEIX
3aaun Ha | CHCTEM B Clly4ae HEIOCTATOYHOCTH MO0 HEAKTYAIbHOCTH MMEFOIIMXCS
CKaHUPOBaHHE J@HHBIX, a TaKXe B Clydac IonydeHHs HHopMaruu 06 ys3BEMOCTH
00BEKTOB I0CJI€ IIOCTIEAHETO CKAHUPOBAHMS
5 | CxaHnpoBanwue Ionck ys3BUMOCTEH M HENOCTATKOB C MOMOIIBIO aBTOMATH3HUPOBAHHBIX
00BEKTOB CHCTEM aHalM3a 3allWIIEHHOCTH. BBIOOp O0OBEKTOB H BpeMeHH
CKaHMPOBAHMsA, YBCIOMIICHHC 3aMHTEPECOBAHHBIX  IMOJpa3EclieHUN
(HanpuMep, CUTYalMOHHOTO IeHTpa, noapasaenenus UT) o npoeeaeHnn
CKaHHPOBAHUS U JalbHEHINEe CKAaHUPOBAaHHE BBIOPAHHBIX OOBEKTOB Ha
HaJIV4ue YSI3BUMOCTH
6 | Ouenka OKCHepTHAs OIEHKAa BO3MOXHOCTH IIPMMEHEHHS YSI3BHMOCTH K
3AIIUIICHHOCTH | MHQOPMAllMOHHBIM ~ CHCTEMaM. B XoIe OLEeHKH 3allMIIeHHOCTH
OCYIIECTBIIACTCS IIPOBEPKA BO3MOXKHOCTH SKCILTyaTalld YS3BHMOCTH B
MH(pOPMAIMOHHEIX CHCTEMax OpraHa (OpraHH3alliH) C HCIIONbB30BAHHEM
CPe/ICTBA SKCIITYaTalHH YSI3BUMOCTH, B TOM YHCIIE, B XOJIE TECTUPOBAHHS
Ha NPOHMKHOBEHHE (TECTHPOBAHHS CHCTEMbl 3allUTHl HH(BOPMAIHH
IIyTeM OCYIIECTBJIEHHS IIOMBITOK HECAHKIMOHMPOBAHHOIO JIOCTYyIa
(Bo3zeliCTBYS ) K HHPOPMALIOHHOM CHCTEME B 0OXOJ €€ CHCTEMbI 3aITHThI
HHGOPMAIIHH)




Ha ocHoBe Tabmuuer 3.1. B oprane (OpraHusanum) JOMKHO pa3spabaTbIBATHCS
ACTaJlbHOE ONHKCAHUE OlNepalllii, BKIIOYALlee HAUMEHOBaHWE OIepaluii, OnucaHue
onepanuid, HCIOJHHUTENEH, MPOIOIDKUATENLHOCTh, BXOMHBIE M BBIXONHBIE NaHHEIE.
JletanpHoe omnucaHue ONepanuii BKIIOYACTCS B OPraHM3alMOHHO-PACTIOPSIATENIbHEIE
JAOKYMEHTBI 110 3aliTe HH(GOPMaLUK Oprana (OpraHu3ayH ).

4 IIOPSAAIOK YCTPAHEHUSI KPUTUYHBIX YSI3BUMOCTEMN
ITPOI'PAMMHBIX, MTIPOT'PAMMHO-AIIIIAPATHBIX CPEJICTB

4.1. Ha sTane ompesieneHus METOZOB M IPHOPHTETOB yCTPAHEHHUS yS3BHMOCTEN
ONPENENAETCA IPHOPUTETHOCTD YCTPAHEHHUS YSI3BUMOCTEH M BBIOMPAIOTCS METOMIBI X
YCTpaHeHHs: OOHOBJEHHE INIPOrpaMMHOrO ofecrieueHus M (MJIM) IIPUMEHEHHE
KOMIICHCUPYIOIMX Mep 3allUThl WHGOpMAlUM, TaKkkKe IPHHUMAIOTCS MEpE,
HallpaBJICHHbIC HAa YCTPaHEHWE WM HUCKIIOYEHHE BO3MOXHOCTH HCITOJIb30BAHNS
(9KCILTYyaTalyK ) BBISBIEHHBIX YS3BUMOCTEH.

Ha orame onpeneneHds MeTOIOB W NPHOPHTETOB YCTPaHEHHS YS3BMMOCTEI
perarTcs 3a1a4u:

— ONpeJIeNICHUs] IPHOPUTETHOCTY YCTPAHEHHUS YA3BUMOCTEIH;

— BbIOOpA METOJIOB yCTpaHEHHs YSI3BUMOCTEH:

— OOHOBJIEHHE MNPOrPaMMHOr0  OOecCIIeYeHHs o
KOMIICHCUPYIOIIUX MEP 3allUThHl HHPOPMALKH.

Ha otare omnpeneneHus MeTOIOB U IPHOPUTETOB YCTpaHeHHs YS3BAMOCTEil
BBITIOJTHSIOTCS ON€palliy, IPUBEJEeHHEIE B Tabmume 4.1.

(unM) TpUMeHeHHe

Tabnumna 4.1
Ne HavmenoBanwue onepanuu
Onucanne onepanuu
n/m
1 | Omnpenenenune Onpenenenre IPHOPUTETHOCTH YCTPAHEHHUS YA3BHMOCTEH B
[IPHOPUTCTHOCTH yCTPAaHEHMS | COOTBETCTBUM C pe3yJIbTaTaMH pacyeTa KpPHUTHYHOCTU
ysi3BUMOCTEH YA3BUMOCTE#H Ha 9Talle OLICHKHU YsI3BUMOCTEH (dTam 4)
2 | Onpenenenue MeToz0B | Beiop MeToma yCTpaHeHHs ysS3BHMOCTH: YCTaHOBKA
YCTPaHEHUS YSI3BUMOCTEH OOHOBJIEHHs HIM IPHMEHEHHE KOMIIEHCHPYIOIIHX Mep
3aIUTH HHGOPMAIUU
3 | Ilpunsartue pelIeHust o | IIpu o6HapyXKeHHH KPUTHIECKON YA3BUMOCTH MOKET ObITh
CPOYHOL YCTaHOBKE | MPHHATO PELICHUE O CPOYHOM YCTAHOBKE OOHOBIIEHHUS
OOHOBITEHHI IPOrpamMMHOT0 obecnedeHns: 0OBEKTOB HH(POPMAIEOHHBIX
CHCTEM, ITOJABEPKEHHBIX YSI3BUMOCTH
4 Cospanue 3a4BKU HA CPOYHYIO | 3asiBKA Ha CPOYHYIO YCTAHOBKY OOHOBIICHHUS HaIpaBJIseTCs
YCTaHOBKY OOHOBIICHHSI Ha COTJIacCOBaHWE PYKOBOAMTENMIO mopaszaenenus UT
5 | Ilpunsarue peuenus o | [Ipu oGHapyeHHH KPUTHYECKOH YSI3BEMOCTH MOXET OBITH
CPOYHOU peaNu3anuy | IPHHATO pelieHue 0 CPOYHOM peanu3aiyu
KOMIIEHCHPYIOIHX MEp | KOMIICHCHPYIOIIHUX MEP 3alUThl HH(POPMALUH B KAYECTBE
3aIUTHl HH)OPMALMY BPEMEHHOIO PEIIEHUS 0 YCTAHOBKH OOHOBIIEHUS
6 | Coznmanme 3asIBKA Ha | 3asdBKa CO3[aeTcsi B CIy4yae, €CIH OMNpEIEeleHO, uTO
YCTaHOBKY OOHOBJIEHHUS YCTaHOBKa OOHOBIIEHH)S UL yCTPaHEeHNs JaHHOM yS3BUMOCTH
HE 3aIllJJaHupOBaHa
7 | Co3nmanme 3asIBKA Ha | 3asBKa HAa DEAIM3AMIO KOMICHCHUDYIOIIUX Mep 3allHThi
pEATHA3AIHIO uH(opMaIuK GOpMHUpPYETCS IPH OTCYTCTBHE BO3MOYKHOCTH




I
| KOMIIEHCHPYIOIIHX

| 3a1|THI ¥HGOPMAIUI

Mep

YCTaHOBKH OOHOBJIEHHS, a TaKXKe B ClIydae HEOOXOIMMOCTH ;
IPUHATHS MEP 10 YCTPaHEHHUS YA3BUMOCTH }

Ha ocroBe tabmuuer 4.1. B opraHe (OpraHu3alyy) HOIDKHO pa3paGaThIBATHCS
ACTalbHOE ONMCaHHEe ONEpaluy, BKIIOYalollee HaMMEHOBaHUE OIEpalyil, oIHcaHue
Olepaiui, HCIOJHUTENEH, NPONODKUTENLHOCTh, BXOMHBIE U BBIXOAHBIE NaHHEIE.
JleranbHoe onwcaHMe Omeparyii BKIIOYaeTCs B OPraHM3alOHHO-PACIOPSINTEIbHbIE
JAOKYMEHTBI I10 3alIMTe HHOOPMAIIUH OpraHa (OpraHUu3aluH).

4.2. Ha sTane ycTpaHeHHs ysA3BUMOCTe MPHHUMAIOTCS MEPhI, HAlpaBJIeHHBIE Ha
YCTpPaHEHME MM HCKIIOYEHHE BO3MOXHOCTH MCIIOJNB30BaHUS (SKCIUIyaTaliy)
YA3BUMOCTEHW, BBISBIECHHBIE HAa 3Tallé MOHUTOPUHTra. IIpM 3TOM BBINONHSIOTCS
olnepaiuy, NpeacTaBlIeHHbIe B Tabuie 4.2.

Tabnuma 4.2
Ne HammenoBanwue
Omnucanue onepanuu
/' onepariu

1 | Cornmacoranwue Cpounas ycTaHOBKa OGHOBJIEHHH IIPOrPAMMHOIO OOECIIeUeHuUs
YCTaHOBKH C | IPEABAPUTEIILHO COIIACOBBIBAETCS C PYKOBOJICTBOM IIOJpa3IelIeH s
PYKOBOACTBOM ur
noznpasaencaus UT

2 | TectupoBanue Brisinenue MIOTEHITHAITLHO OTIaCHBIX GYHKIHOHATBHBIX
0OHOBIICHHS BO3MOXHOCTEH, He3aJIeKJIapUPOBaHHbIX pa3paboTunKoM

MPOrpaMMHEIX, IMPOTrPaMMHO-ANIAPATHEIX CPEACTB, B TOM YHCIIE
TMOJIMTHYECKMX  OaHHEpPOB, JIO3YHIOB, IMPHU3LIBOB X  HMHOM
OPOTHBONpPaBHOM HHGOpPMAIMU (Jalee — HEAEKIAPUPOBAHHBIE
BO3MOXHOCTH)

3 | YcraHoBka YcranoBka 0OHOBIICHHUIT Ha BEIOPAHHOM TECTOBOM CETMEHTE
0OHOBIIEHHUS B | MHGOPMAIIMOHHON CHCTEMBI B LEJSX ONpEeICHNs BIUSHUSL UX
TECTOBOM CETMEHTE | yCTAHOBKH Ha €€ QYHKIIMOHMPOBAHUE

4 | Ilpunsitue pemenus | B ciydae, eciiu HEraTUBHOTO BIMSHHUSA OT YCTAHOBKH OOHOBJICHHUS Ha
00 YCTaHOBKE | BHIODAHHOM CETMEHTE CHCTEMBI He BEISIBIIEHO, IPHHUMAETCS PellleHHe
oOHOBNIEHUS O €ro pacmpoCTpaHEHMHM B cHCTeMe. B cimydae oOHapyeHus

HETaTUBHOTO BIIMSAHHS OT YCTAHOBKH OOHOBJIICHHS Ha BBIOPAHHOM
CErMEHTE CHCTEMBI NalbHEMIee pacmpocTpaHeHHe OOGHOBJIEHHS He
OCYIIECTBIAETCA, IPH 3TOM JUI HEHUTpaIHM3allMyd YS3BUMOCTH
IPUMEHSIOTCS KOMIIEHCHPYIOIMIKE MEphI 3aIIUThl HHGOpMAIiH

5 | YcraHoBka PacnipocTpaHeHne OOHOBIEHHS Ha OOBEKTH HH()OPMAIMOHHBIX
OOHOBIIEHHS CHCTEM

6 | ®opmupopanue Va3BEMOCTH, AT YCTpaHEHHS KOTOPBIX HE ObUIA OIpeaelieHa
IJIlaHa ~ YCTaHOBKM | HEOOXOMMMOCTh CPOYHOM YCTAaHOBKM OOHOBIEHHM, YCTPAHSAIOTCS B
oOHOBNIEHMIT XOJ€ IUIAHOBOM YCTaHOBKM OOHOBIeHHH. DOpMHpOBaHHE ILIaHA

OOHOBJIGHHH OCYIIECTBISETCS C YYETOM 3asBOK HA YCTaHOBKY
OOHOBIICHHIH

7 | PaspaboTka u | PaspaboTka M IpUMEHEHHE Mep 3allUThl WH()OPMAIMH, KOTOPEIE
peanmu3anus IPUMEHSIOTCS B MHQOPMAIIHOHHBIX CHCTEMaX B3aMeH OTAENLHBIX MEp
KOMIICHCHPYIOIIKX | 3alMThl HH()OpMaLUK, MOIEKAIINX PEANU3AMHA B COOTBETCTBUH C
Mep 3alllUTEI | TPeOOBAHHUSIMH 110 3aIMUTe HH()OPMAIIMH, B CBA3M C HEBO3MOKHOCTHIO
nHpOpMaIHH UX YCTAQHOBKM, OOHapy:K€HHEM HETaTHBHOIO BIIMSHHS OT YCTAHOBKU

OOHOBIIEHHS, a TakKe B Cllydyae HEOOXOAMMOCTH IPHHATHS MEP 0
YCTpaHCHHUS YSA3BUMOCTH. K KOMIIEHCHPYIOIIMM MepaM 3alUThl
MH(OPMAIIMK MOTYT OTHOCHTBCS: OPTraHU3allMOHHBIE MEPHI 3aIlUTEHI
AH(OpMAlNK, HACTpOHKa CPeICTB 3allUThl WHQOPMAIHH, aHAIIN3




’ r COOBITHH Oe3omacHoCTH, BHECEeHHE H3MEHEHUHN B I/Iﬂ

L MH(PACTPYKTypy
Tectuposanne 06HOBIIEHHUI POrPaMMHBIX M HPOTPAMMHO- aIrmnapaTHBIX Cpe,IICTB

OCYIIECTBIIACTCS B COOTBETCTBHH C PernamMeHTOM IO BBIABICHHIO, aHAIH3y U
YCIpaHCHMIO KPUTHUYHBIX yssBuUMocTedi B MC oskcmmyaTupyembix B oprawe,
OpraHu3alliy, TII0 pEHICHHIO oOpraHa (OpraHM3alliM) B CJy4ae OTCYTCTBHA
COOTBETCTBYIOLIMX pe3ynbTaToB TecTUpoBaHus B BJIY ®CTOK Poccun.

IIpp Hamu4um COOTBETCTBYIOIUMX CBENEHHH MOTYT OBITb HCIIOJIB30BAHbI
KOMITEHCUPYIOLIME Mephbl 3alllMThl HH(QOPMAINH, IMPEACTABIECHHBIE B OIOJIIETEHSX
0e30MacHOCTH pa3pabOTYMKOB MPOrPaMMHBIX, MPOrpaMMHO-aMapaTHBIX CPENCTB, a
TAK)Ke B ONUCAHUSAX ySA3BUMOCTEH, onmybmukoBanHbiX B BJIY ®CTAK Poccun.

PexoMeHIyeMBble CPOKH YCTpaHEHHMS ySI3BUMOCTEH:

— KPUTHYECKHH YPOBEHb OMAaCHOCTH 10 24 4acoB;

— BBICOKH YPOBEHb OACHOCTH — 10 7 JHEH;

— CpeIHHUHA ypOBEHb ONIACHOCTH — 10 4 HeJenb;

— HU3KUH YPOBEHb ONTAaCHOCTHU — 10 4 MecsIeB.

B pamkax BbIONHEHHS ~TmoAmpouecca  pa3pabOTKM M peannsanuu
KOMIICHCUPYIOMIKX Mep 3aIlUThl HH()OPMAIHH BBIIOTHSIOTCS ONEPALMH, TIPUBEIEHHbIE
B Tabiuure 4.3.

Tabmwma 4.3.
Ne Haumenosanue
y Onucanue onepariuu
/0 onepanuu
1 | Onpenenenne Mep | Onpenenenre KOMIEHCHPYIOIIMX MEp 3aIMTHl MH(MOPMAIIHH.
3aIIUTEl HHGYOPMAIUH ¥ | HeOOXOIUMBIX IS HEHTPANM3allMK YS3BHUMOCTH JIM6O0 CHIDKEHHS
OTBCTCTBCHHBIX 32 HX | BOSMOXXHBIX HETATUBHBIX IIOCICACTBHH OT €€ SKCIUTyaTaruu. B
pea3aluio XOJI¢ BBINOJHEHUS TAHHOW OIEPAIMU JOJDKHBI OBITh ONPENETEHEL
pabOTHHUKH, y4acTHE KOTOPBIX HEOOXOOUMO I pealu3ailiu
BBIOPAHHBIX KOMIEHCHPYIOIIUX Mep 3allUTh HHDOPMALUH
2 | CormacoBanue B ciyuae HEOGXOMMMOCTH NpHBIEYEHHsS DPaGOTHHKOB HPYIHX
HIpUBJICUCHUS IOJPa3ACNICHHUH Uil peaNn3alli KOMICHCUPYIOUIUX MEp 3aIlUThI
paboTHUKOB HHpOpMaIMK PYKOBOIMTENb IIOJPA3NENEHHS 3alIATEl COrNacyer
UX TNpPHUBIEYEHHE C PYKOBOIHUTENIIMH COOTBETCTBYIOIIUX
IOApa3aelIeHU
3 | Peanmuzanus Peanuzanus opraHi3aioOHHEIX MEp 3aIUTH HHYOPMALHH
OPraHM3allHOHHBIX MEp | IPeNyCMaTpHBaeT: OrpaHHYEeHHe UCIIOIb30BaHus UT-
3aIUTH HHOPMAMK | HHYPACTPYKTYPBL; OpraHM3allks PEXHUMAa OXPAHEI (B 9aCTHOCTH,
OrpaHHYEHHUE NOCTYIa K TEXHHYECKHM CPEICTBaM );
MH(}OPMHPOBaHKE B 00y4eHHe IEPCOHANIA OPraHa (OpraHM3aIH)
4 | Hactpoiika cpencts | OneHKa BO3MOKHOCTH pealM3aliil KOMIIEHCHPYIOIIHX Mep C
32IMThl HHPOPMALMA | MCTIOE30BaHHEM CPE/CTB 3aIIMTHI HHGOPMAIHH, BEIGOD CPEACTE
3aIUTHl HHpOpMAaIuHK (IpH HeoOX0qUMOCTH). Beimonaenne paGot
10 HACTPOUKE CPEJICTB 3AIIUTHI HHPOPMAIMK
5 | Opraumsanus aHamu3a | Oprausanys HOCTOSHHOTO HaGJIONEHHAS U aHATH3a pe3yabTaToR
COOBITHI 6€30MaCHOCTH | PETHCTPAlUU COOBITHE GE30HaCHOCTH ¥ MHBIX NAHHBIX C IIEJIBIO
BBIABJICHUS ¥ GJIOKAPOBAHHS HOIBITOK 3KCILTYaTAIlUH YSI3BEMOCTH
6 | Brecenme u3Menenwuii B | BHeceHHe n3MeHeHuii B WT-urbpacTpyKTypy BKIFOUaET AeiicTRHS
WT-uadpactpykTypy 10 BHCCCHHMIO W3MEHCHHMH B KOH(GUIypaUMH HPOrpaMMHBIX H |




]
IIPOrpaMMHO-aNMapaTHeEIX CPEICTB (B TOM YHCIE, YOaJCHHE
(BBIBEZIEHUE M3 DKCILIyaTALMHN)) |

Ha ocnose Tabnun 4.2 u 4.3. B opraHe (OpraHu3anin) J0DKHO pa3pabaThBaThLCs
JeTalbHOE ONMCaHME OIepalMii, BKIIOYaolllee HaNMEHOBaHHe Olepannii, OHuCaHue
orepanui, UCIOJIHUTENEH, IPONOJKUTEIbHOCTD, BXOJHBIC ¥ BHIXOIHBIE TaHHBIE.

JleranpHOe ~ ONMCaHME  ONEpallii  BKIIOYAETCA B OPraHU3alMOHHO-
pacropsauTelbHbIe JOKYMEHTHI 10 3aIliTe HHPOPMALUU OpraHa (OpraHu3alliH ).

B ciryyae HEBO3MOXKHOCTH MONTyYeHHs, YCTAHOBKH U TECTHPOBAaHUS OOHOBIIEHHIH
IpOTPaMMHEIX, IPOrPaMMHO-aNIapaTHBIX CPEACTB MPHHUMAIOTCS KOMIIEHCHPYIOLIKE
MEDBI 3aIIUTHI HH(OPMAIIHH.

Bribop KOMIEHCHPYIOIIMX Mep IO 3aliuTe WH(GOPMAIMH OCYIIECTBIAETCS
OIepaTopoM € y4eTOM apXUTEKTyphl U ocoOeHHOCTel hyHKIMonuposanus VIC, a Taxxe
Croco00B  KCIUTyaTalldd Ys3BHUMOCTEH IMPOrPaMMHBIX, IIPOrPaMMHO-alNapaTHBIX
CpeICTB.

KoMneHcupyromyuMy ~ OpraHM3allMOHHBIMH U TEXHHYECKUMH  MepaMmi,
HalpaB/IeHHBIMA Ha IPEJOTBPAIllEHHE BO3MOXHOCTH OJKCIUIyaTalldd YA3BUMOCTEMH,
MOTYT SIBJISITHCS:

— M3MEHEHUE KOHQUTYpalluH ySI3BUMbIX KoMoHeHTOB IC, B TOM 4mcie B 9acTu
IPEAOCTaBICHHs JIOCTyla K HX OYHKIUSAM, HCIOOJHEHHE KOTOPBIX MOXKET
CIIOCOOCTBOBATH 3KCIUTyaTalliU BBISABIEHHBIX YI3BUMOCTEN;

— OrpaHHY€HHE [0 HKCIOJIb30BAaHUIO YS3BHUMBIX IPOTPAMMHBIX, IIPOTPaMMHO-
anmapartHeiX CPEeACTB HIM HMX IepeBod B  pexXuM  (GYHKIHOHHPOBAHUS,
OTpaHHYMBAIOIIMA MCIIONIHEHHEe (QYHKIUH, ofpameHrne K KOTOPBIM CBSI3aHO
C HCIIOJIb30BAaHUEM BBIABICHHBIX YSI3BUMOCTell (HampuMmep, OTKIIIOUEHHE YS3BUMBIX
ClIy’X0 U CETEBBIX IMPOTOKOJIOB);

— pesepBupoBaHre KoMmmnoHeHTOB MC, Bkiouass pe3epBHpOBaHHE CEPBEPOB,
TEJIEKOMMYHUKAIIMOHHOTO 000Dy IOBaHMSI U KaHAJIOB CBS3U;

— UCIIOJIb30BaHHE CUTHATYP, PELIAIONINX MIPaBUJI CPEACTB 3aIUTHI HH(MOPMAIILH,
obecneunBaromux BeisiBieHUe B MIC mpuU3HAKOB 3KCILTyaTalluy ya3BUMOCTEI;

— MOHMTOPHHI HHGMOPMALMOHHOW OE30MaCHOCTH W BBISBIEHHE COOBITHIA
OeszonacHocTu uHGopManuu B MC, CBA3aHHBIX C BO3MOXKHOCTBIO SKCILIyaTalliu
YA3BUMOCTEN.

HaganpHuk oOmiero otaena: I'.®. Xanuynnos



