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06 YyTBEPXKJIEHUN perjiaMeHTa o |

OLIEHKE YpOBHA KPUTHUYHOCTH

ySI3BUMOCTEN IIPOrpaMMHBIX,

IPOTrpaMMHO-aIIapaTHEIX  CPEICTB,

AKCIULYyaTUPYEMBIX B oprasax

MECTHOI'O caMOyTIpaBJICHUs

MaMagpIIICKOTO  MYHHUIMIIAIIBHOTO

paiiona

B nensx OpraHu3alliid NESTeIBHOCTH IIO BBISABJICHHUIO, aHANIU3y U YCTPAHCHUIC
KPUTHYHEIX yA3BUMOCTeH B MH(GOPMAIMOHHBEIX CHCTEMaX, SKCIUTyaTHPYEMBIX B OpraHax
MECTHOTO CaMOYTpaBieHHsi MaMaiBIICKOro MyHHIHMNANIBLHOrO paiioHa PecryOmuku
TatapcTad, B COOTBETCTBHM C Merofudeckumu pokymeHtamu @OCTOK  Poccny,
VICHONHUTENBHEM KOMHATET MaMafblICKOTO MyHHIMIAIBHOTO paifoHa PecmyGnmkxu
Tarapcran

IOCTAaHOBIAET:

1. VIBepauTh perjiaMeHT IO OLEHKE YPOBHS KPUTHYHOCTH YS3BHUMOCTEh
TIPOrPaMMHBIX, [POrPAMMHO-ANNAPaTHBIX CPEACTB, OKCIUIyaTHPYeMbIX B OpraHax
MECTHOrO CaMOYIpaBIeHHs MaMaBIIICKOro MYHHIMIAIBHOrO paiiona Pecrny6iukn
Tarapcran (npunoxernue Nol). _

2. Omy6IuKOBaTh HACTOSIIEe IOCTaHOBICHAE Ha OQUIMAILHOM [IOPTale MPABOBOK
nudopmanuu Pecrry6nuku Tarapcran mo BeG aapecy http:/mamadysh.tatarstan.ru// u
oOHapofoBaTh IyTeM pasMelleHds Ha oduuuaipHOM caiite  MaMajbIIcKoro
MYHHUIUTIAIBHOTO paioHa.

3. KoHTpOIb 3a HCIIOJIHEHeM HACTOSIIELO MOCYaHOBIEHHST OCTABIISIO 38 COGOM.

N.o.pyxoBonutes A.X.ArnsmMoB




[punoxenue Ne 1

K IIOCTaHOBJICHUIO
HcnomHuTensHOr0 KOMUTETA
MamanpIcKoro MyHHUIMIIaIbHOTO
PecnyOnmuku TaTapctan

ot "30" 06 2023 . N 273

PEIJIAMEHT OIIEHKHM YPOBHSI KPUTUUYHOCTHU YA3BUMOCTEN
IHPOI'PAMMHBIX, ITPOTPAMMHO-AIIITAPATHBIX CPEACTB
IKCIIVIYATUPYEMBIX B OPI'TAHAX MECTHOI'O
CAMOYHPABJIIEHUA MAMA/BIHICKOI'O MYHUIIUITAJIBHOI'O
PAVMOHA PECITYBJMKHU TATAPCTAH
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1. OBIIMUE MOJOKEHUA

1.1. Hacrosmass MeTtoauka OLEHKH YPOBHS KPUTHYHOCTH  YSI3BHUMOCTEH
IPOrpaMMHBIX, TPOrPAMMHO-AIIAPATHRIX CPEACTB (nanee — MeTtonuka) pa3paboTaHa
B COOTBETCTBUU C MOANYHKTOM 4 myHkTta 8 [lonoxenus o denepanbHOl cityk0e 1Mo
TEXHUYECKOMY M D3KCIIOPTHOMY KOHTPOJIO, YTBEPKAEHHOro Ykaszom Ilpesmnenra
Poccuiickoit @enepanuu ot 16 aBrycra 2004 r. Ne 1085.

1.2. Metonuka ompenenser TMOPAJOK  OLEHKH  YPOBHS  KPUTUYHOCTH
YS3BUMOCTEM, BBISIBICHHBIX B MPOrPAMMHBIX, IPOrPAMMHO-AIIAPATHBIX CPEICTBAX
WH()OPMAIMOHHBIX ~ CUCTEM, HH(POPMALMOHHO-TEJIEKOMMYHUKAIIMOHHBIX  CETEH,
aBTOMATHU3UPOBAHHBIX CHCTEM YIPABIICHUS, B TOM 4HCIIe (DYHKIMOHUPYIOMIMX Ha Oaze
MH(POPMALMOHHO-TEIEKOMMYHUKAIIMOHHON HMHQPACTPYKTYpbl LIEHTPOB 00pabOTKU
JAHHBIX (1asiee — THPOPMAIIMOHHBIE CUCTEMBI).

1.3. Hactosimass ~ MeTroiMka  TOJUIEKUT  NPUMEHEHHMIO  OllepaTopamu
MH()OPMAIMOHHBIX CHCTEM IPU MNPUHATHH UMHU MEp MO YCTPAHEHUIO YSI3BUMOCTEU
IPOrpaMMHBIX, IPOrPAMMHO-ANIAPATHBIX CPEACTB  HH(POPMALMOHHBIX CHUCTEM
B COOTBETCTBUM C TpeOOBAHMAMU O 3alMTe HMHPOpPMALUHU, COJEpKalIeics
B TOCYJIapCTBEHHBIX MH(POPMAIMOHHBIX CHCTEMaX, TPEOOBAHHUSIMHU MO O0OECIICUEHUIO
0€30MacHOCTH 3HAYUMBIX 00bEKTOB KPUTHUECKOU HH(DOPMAITMOHHON HHAPACTPYKTYPHI
Poccuiickon @enepauuu, a TakKe HHBIMAU HOPMATUBHBIMU IIPABOBBIMU aKTaMH
n metoanyeckuMu nokymenramu @CTOK Poccun.

1.4. Ycrpanenue  ys3BUMOCTEM B CepTU(PUIMPOBAHHBIX  MPOrPAMMHBIX,
IPOrpaMMHO-AMIAPATHBIX ~ CPEJICTBAX 3alIUThl  MHGOpMalMK 00ecreunBaeTCs
B IIPHOPUTETHOM IOPSIIKE U OCYLIECTBIISIETCS B COOTBETCTBUU C 3KCIUTyaTallMOHHOW
JIOKyMEHTAIMEeH Ha HUX, a TAaKXKe C PEKOMEHIAlMAMH pa3paboTurKa.

1.5. B Meroauke HCHONB3YIOTCS TEPMUHBI U ONpPEIENICHUS, YCTAHOBJICHHbIE

HanmoHalbHbIMU ~ cTanaaptamu ['OCT P 50922-2006 «3ammra wuHbopmaiuu.
OcHoBHble TepMmuHbl U onpeaenenus», [OCT P 56545-2015 «3ammura undopmarium.
Va3BuMoctu MHGOPMALMOHHBIX cucTeM. [IpaBuna  omMcanust — ysI3BUMOCTED,
['OCT P 56546-2015 «3ammuta uapopManuu. Y s3BUMOCTH HHHOPMAITIOHHBIX CHCTEM.
Knaccudukanus ysi3BuMocTei!t ”HPOPMAIIMOHHBIX CUCTEM» U MHBIMU HAIlMOHATbHBIMU
CTaHAapTaMu B OOJAcTH 3alluThl MHGOpMALMK U oOecreyeHus: WH(POpMaMOHHOM

0€30MaCHOCTH.



2. HOPAJOK OHEHKH YPOBHSA
KPUTUYHOCTU YA3BUMOCTEHN NPOT'PAMMHBIX,
INPOI'PAMMHO-ANITAPATHBIX CPEJICTB

2.1. YpoBeHb KPUTHYHOCTH YSI3BUMOCTEH OIICHUBACTCSI B UENSIX MPUHATHUS
00OCHOBAaHHOTO PELICHUS ONepaTopaMu UH(DPOPMAILIMOHHBIX CUCTEM O HEOOXOIMMOCTH
YCTpaHEHUS YSA3BUMOCTEH, BBISABICHHBIX B MPOTPAMMHBIX, MPOrPaMMHO-AMNIMapaTHBIX
CpeICTBax IO pe3yJibTaTaM aHallM3a ysI3BUMOCTEH B MH(POPMAIIMOHHBIX CHCTEMaX.

2.2. IcXOoqHBIMH  JTaHHBIMU 1711 ONPEAENICHUS KPUTHUYHOCTU YS3BUMOCTEH
SBIISIIOTCA:

a) 0asza ysS3BHMOCTEH MPOTpaMMHOTO OOecTeueHHs], MPOTrpaMMHO-aIMapaTHBIX
CpeICTB, coiepkamasica B baHke HaHHBIX yrpo3 0€30MacHOCTH HH(pOpMaluu
OCTIK Poccun (bdu.fstec.ru), a Tak:ke WHbIE UCTOYHUKHU, COJIEPKAIIIAE CBEJECHUSI 00
U3BECTHBIX YSI3BUMOCTSX;

0) oduimanbHbie THGOPMAIIMOHHBIE PECYpPChl Pa3pabOTUMKOB MPOTPAMMHOTO
o0ecrniedyeHus, MPOrpaMMHO-aNMapaTHBIX CPEICTB M HcCclefoBarenaeii B o0iactu
nH(pOpMaIIMOHHOM 0€30MaCHOCTH;

B) CBEJICHUS O COCTABE M apXUTEKType MH(POPMAIIMOHHBIX CUCTEM, TIOTyYEHHBIC
M0 pe3ysibTaTaM WX HWHBEHTApu3aluu W (WIM) TPHUBEACHHBIE B JOKYMEHTAIMH HA
UH(OPMAITMOHHBIE CHUCTEMBI;

I) pe3yabTaThl KOHTPOJS  3alIMIICHHOCTH HWH(DOPMAIMOHHBIX  CHUCTEM,
IIPOBEJICHHBIE ONIEPATOPOM.

VYKka3zaHHbIE UCXOJHBIC JTAHHBIE MOTYT YTOUHSATHCS WM JOIOJHITHCS C YYETOM
0COOEHHOCTEM 00J1aCTH IESITENIBHOCTH, B KOTOPOH ()YHKIMOHUPYIOT HH(DOPMALIMOHHBIE
CHUCTEMBI.

2.3. OueHKa ypOBHSI KPUTHUYHOCTH YSA3BUMOCTEH MPOrPaMMHBIX, MPOTPAMMHO-
anmapaTHbBIX CPEJICTB TMPOBOAMUTCS CHEIUAINCTAMH TI0 3aIuTe HHPOPMAIUH
(nHpOpPMAIIMOHHOM 6€30MaCHOCTH).

2.4. OnieHka ypoBHSI KPUTHUYHOCTH YS3BUMOCTEH TMPOTPAMMHBIX, MPOTPAMMHO-
anmapaTHbBIX CPEICTB MPUMEHHUTEIBHO K KOHKPETHON HWH(OOPMAIMOHHOW CHCTEME
BKJTIOUAET:

1) onpeneneHue POrPaMMHBIX, IPOrpaMMHO-aIMapPaTHBIX CpPEICTB,
MO/IBEP)KEHHBIX YSI3BUMOCTSIM;

2) omnpenesieHue B MHGOPMAIIMOHHON CUCTEME MECTa YCTAHOBKU MPOTPaMMHBIX,
IPOrpaMMHO-aMMAPAaTHBIX CPEJICTB, MOABEPKEHHBIX YSA3BUMOCTAM (HAampumep, Ha
NEepUMETpPE CHUCTEMBbl, BO BHYTPEHHEM CETMEHTE CHUCTEMbI, MpU peaTH3alUH
KPUTHUECKHX IMPOoLeccoB (OM3HEC-TIPOLIECCOB) U IPYTUX CETMEHTaX MH()OPMAIIMOHHON
CHUCTEMBI);



3) pacyeT ypOBHS KPUTHYHOCTH YSI3BUMOCTH IPOTPAMMHBIX, MPOrPaMMHO-
anmapaTHbIX CpEICTB B HHPOpMaImonHoii cucteme (V).

2.5. PacyeT ypoBHS KPUTUYHOCTH YS3BUMOCTH IPOTPAMMHBIX, MPOTPAMMHO-
anmnapaTHbIX CPEICTB B MHPOPMAIMOHHOM CUCTEME V OCYIIECTBIISIETCA MO CIEAYIOMICH
dbopmyae:

V = lipss X Linfrs

T71€ I,y5s— TTOKA3ATEINb, XapaKTEPU3YIOIINI YPOBEHB OMMACHOCTHU YSI3BUMOCTH;

Iinpr — TIOKA3aTEINb, XapAKTEPU3YIOLINN BIMSHHUE YSA3BUMOCTH IIPOrPaMMHBIX,
MPOTrPaMMHO-AIMITAPATHRIX CPEACTB Ha (GYHKIUOHUPOBAHHE HMH(POPMAIMOHHOMN
CUCTEMBI.

2.6. Ilokazarens I OMpeNeNseTcss MyTeM pacueTra 0a30BbIX, BPEMEHHBIX U
KOHTEKCTHBIX METPHUK MPUMEHUTEIHLHO K KOHKPETHONW MH(OPMAIMOHHON CHUCTEME IO
metoauke Common Vulnerability Scoring System (CVSS) 3.0 nmm 3.11,

ba3oBbie METpUKH OTpaKalOT OCHOBHBIE XapaKTEPUCTHUKU YSI3BUMOCTEH,
BIUSIIONINE HA JIOCTYIMHOCTb, IEIOCTHOCTh M KOH(PHUACHIMAIBLHOCTh WHGOpMAIINH,
KOTOpPhIE HE U3MEHSAIOTCA C TEUCHHWEM BPEMEHM U HE 3aBUCAT OT Cpebl
(GYHKIIMOHUPOBAHUS TMPOTPAMMHBIX, IPOTPAMMHO-AMIIAPATHEIX CPEeACTB. ba3oBbie
METPHUKHU BKJIIOYAIOT MMOKA3aTENH, XapaKTEPU3YIOLIUE BEKTOP aTaKH, CII0)KHOCTh aTaKH,
YpOBEHb  TPHUBWJICTUN, B3aUMOJCHCTBME C  TOJb30BaTelieM, BIHSHHE  Ha
KOH(HICHIINATEHOCTb, IIEJIOCTHOCTh M IOCTYITHOCTb.

BpemeHnHnble METPUKH OTPaKAIOT XapaKTEPUCTUKU YA3BUMOCTH, KOTOPBIC
U3MEHAIOTCA CO BpPEMEHEM, HO HE€ 3aBUCAT OT Cpeabl (PYHKIMOHUPOBAHUS
MPOTPAMMHBIX, MMPOTPAMMHO-AIMIAPATHBIX CPEACTB. BpeMeHHBIC METPUKH BKIIFOYAIOT
MOKa3aTelld, XapaKTepU3yIoLue TOCTYIMHOCTh CPEICTB 3KCIUTyaTalllH, JOCTYIHOCTb
CPEIICTB YCTPaHEHHUs, CTETICHb OBEPHs K HH(MOPMAIUHU 00 ySI3BUMOCTSIX.

KoHTeKkCTHBIE METPUKH OTPAXKAIOT XaPAKTEPUCTUKU YSA3BUMOCTH, 3aBUCSIIUE OT
cpenbl GyHKITMOHUPOBAHUS TPOTPAMMHBIX, TPOTPAMMHO-AIIIAPATHBIX CPEJICTB.

[TokazaTenb Icvss MOXKET OBITH PAacCCUUTAH C HCIOIB30BAHUEM KaJIbKYJSTOPA,
conaepkaierocsi B banke nanueix yrpo3 6e3omnacHoctd unpopmaiuu @CTIK Poccun
B paszzene «Y I3BUMOCTUN»Z,

B kanbkynsTope HEOOXOAMMO oOMNpeneiuTh (YyTOUYHUTH) 0a30BbIe, BPEMEHHBIC
U KOHTEKCTHBIE METPHKH TPUMEHHUTEIIbHO K KOHKPETHOM CHUCTEME U CETH
(pucynku 1, 2, 3).

L https://www.first.org/cvss.
2 https://bdu.fstec.ru/calc3, https://bdu.fstec.ru/calc31.
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Ba30BLIe METPHKH Om AV-NIACLIPRLUEN/S UICHAHIAH

Easosan ouewka (BS): 8.8

BekTop ataku (AV): BRusHUE Ha APYTVE KOMMOHEHTHI CHCTEMBI (S):
CnoxHocTe araku (AC): BnusHue Ha KoHDWAeHUWansHoCTL (C):
YposeHs npusunerui (PR): BrusHue Ha LenocTHOCTb (1):
BaanmopericTane ¢ nonbaosarenem (Ul): BnusHWe Ha foCTYNHOGTL (A):

Pucynox 1 — PacdeT 6a30BBIX METPUK YSI3BUMOCTH

BpemerHsIe MeTpukn @
BHUMaHMe! [IN7 NONy4EHNA PESYNIBTATA HEOOXOMMO BLIGPATS HAYEHHE KAXKAOTD KpHTEPUA!

[ocTynHoCTb CpeacTB akcnnyaraumm (E):

He onpegeneno (X) Bricokan (H) Ecrs cuenapwii (F) Ects PoC-k0g (P) Teopemauecku (U)
[oGTYNHOGTb GpeacTB ycTpaHerus (RL):

He onpeneneHo (X) HegoctynHo (U) Pexouenaum (W) Bpenentoe (T) OtpuLpansHoe (O)
CreneHb A0Bepus kK nHdopmauui o6 yassumocT (RC);

He onpenenexo (X) Moatsepaga (C) J0CTOBEPHbIE OTUETH! (R) OTueTH (U)

Pucynoxk 2 — PacueT BpeMEHHBIX METPUK YSI3BUMOCTH

KoHTekcTHble MeTpukn @

BHUMaHHe! 115 NONY4EHIs PE3yNETaTa HEOGXOAUMO BLIGPAT SHAHEHHE KAXA0TO KPUTEPHS, A TakoKe BbIOPaTS KPHTEPHI EPEMEHHOI METPHKM H PACCHATATS GA30BYH0 METPHKY!

Tpe6oBaHus k koHduaeHUmansHocTH (CR): BexTop atakm (kopp.) (MAV):

He onpeneneHo (X) Huskute (L) Cpenre (M) Beicokue (H) He onpegeneHo (X) Ceresoit (N) Cuexwan ceTb (A) TNokansHbii (L) usseckui (P)
TpeGosaHus k LenocTHocTH (IR): CrOXHOCTb aTakm (kopp.) (MAC):

He onpeeneHo (X) Huskite (L) Cpenve (M) Bhicokme (H) He onpenenero (X) Bbicokan (H) Huskan (L)
TpeGoBaHmsi K JOCTYNHOCTU (AR): YpoBeHb Npusuneruit (kopp.) (MPR):

He onpeneneHo (X) Huzwe (L) Cpentive (M) Beicokie (H) He onpepeneHo (X) Bricokii (H) Huawii (L) He Tpedyerca (N)

BsaumopevicTtaue ¢ nonb3osatesnem (kopp.) (MUI):
He onpeaenero (X) Tpeoyercs (R) He Tpedyerca (N)
BrnnaHue Ha Apyrve KOMMOHEHTLI cucTeMbI (Kopp.) (MS):
He onpenenexo (X) He oassisaer (U) Oxasbisaer (C)
BrnnaHve Ha KoHuaeHUManbLHoCTk (kopp.) (MC):
He onpeaenexo (X) He okassisaeT (N) Huskre (L) Beicokoe (H)
BrnusHve Ha LUenocTHOCTb (kopp.) (MI):
He onpeaenexo (X) He okassisaeT (N) Huskme (L) Beicokoe (H)
BrsHue Ha gocTynHocTb (Kopp.) (MA):

He onpeaenexo (X) He okassisaeT (N) Huskme (L) Beicokoe (H)

Pucynok 3 — PacueT KOHTEKCTHBIX METPHUK ySI3BUMOCTH

VpOBEHb  OMACHOCTH  YSI3BUMOCTH  NPUMEHHTEIBHO K  KOHKPETHOM
UH()OPMAIIMOHHOW CHCTEME TMpH 3aJaHHH ONEPaTOPOM PA3JIMYHBIX METPUK B
KaJIbKYJISITOPE PACCUNTHIBACTCS aBTOMATHUECKH M 0TOOpakaeTcs B mosie «KoHTeKCTHBIE
METPUKH» (PUCYHOK 4).



Ga30BLle METPUKK
BpemeHHsle METPHKN

KOHTEKCTHEIE METPWKW

KoHTekcTHaRn oleHka (ES): 6.3

TpeBoranwa Kk KoHhuaeHunansHocTH (CR):

He onpeneneHo (X) Huskue (L) CpenHue (M) Beicokue (H)
TpeboeaHua k uenocTtHocTH (IR):

He onpeneneHo (X) Huskme (L) Bbicokue (H)
TpeboBaHusa K gocTynHocTH (AR):

He onpeneneHo (X) Huskme (L) Cpennue (M) Boicokue (H)

HroroBei1 moKaszaTenb Icvss OINPENEIACTCS COBOKYITHOCTBIO n|01<a3aTeJIep"I

0a30BBIX, BPEMEHHBIX W KOHTEKCTHBIX METPUK MPUMEHUTEIHLHO K KOHKPETHOM
UH(OPMAITMOHHON CHUCTEME.
2.7. IToka3zatensp linfr OMPENENICTCS 0 CIIeIYIome Gpopmyre:
Iinfr=k+xK+1*L+px*P, 1€

K — TIOKa3aTellb, XapaKTEPH3YIOMIMH THI KOMIIOHEHTAa WHOOPMAIMOHHON
CUCTEMBI, TTOJABEPKEHHOTO YS3BUMOCTH;

L — ToOKa3arelb, XapaKTEPHU3YIONIUH KOJUYECTBO YSI3BUMBIX KOMIIOHEHTOB
WHOOPMAITMOHHONW CHUCTEMbI (aBTOMATH3WPOBAaHHBIX pabOYMX MECT, CEpBEPOB,
TEJICKOMMYHHUKAIIMOHHOTO O0OPY/IOBAaHUS, CPEJACTB 3alUTHl WH(DOpPMAIUU U JIPYTUX
KOMIIOHEHTOB);

P — TIOKa3aTeNlb, XapaKTEePHU3YIONIUH BIUSHUE YSA3BUMOTO KOMIIOHEHTa Ha
3aIUIIEHHOCTh IEpUMETPa HHOOPMAITMOHHON CHCTEMBI;

k, |, p— BecoBbie K03(h(PHUIIHEHTBI MTOKa3aTeNICH.

Pacuer BecoBBIX KO3((UIHMEHTOB M OLEHOK IOKa3zaTesied, OIMpeaeIroImnX
BIUSHUAC YSI3BUMOCTH IPOTPAMMHBIX, IPOTPAaMMHO-AIIAPAaTHBIX CPEACTB  Ha
UH()OPMAITMOHHYIO CUCTEMY, IPOBOUTCS B COOTBETCTBUHU € Tabnuiiei 1.

Tabmuma 1
Ne IToka3areinb Bec 3HauyeHHe Onenka Hrtor
n/ (k = ki,
1| L+ Lj,
p * Pm)
1 Tun komnoHenra | 0,4 VYa3BuMocTH 1 0,4
HH(pOpMAITMOHHOM TTOJIBEPKEHBI




Iloka3artesn

Bec

3Hauenue

Ouenka

HTror
(k = ki,
l+Lj,
p * Pm)

CHCTEMBI,
IOIBEPIKEHHOTO
ysi3BuMocTH (K)

KOMITOHEHTBI
uH(OpMaIMOHHOMN
CUCTEMBI,
o0ecreynBaroIIme
peanu3anuio
KPUTHUYECKUX

nporeccoB (On3Hec-
MPOIIECCOB), PYHKIIMM,
MTOJTHOMOYHI

Ya3Bumoctu
MIOJIBEP>KEHBI CEPBEPHI

0,8

0,32

Va3BuUMoCTH
MO/IBEPKEHO
TEJIEKOMMYHUKAIIMOH-
HOE 000pyI0BaHUE,
CHUCTEMa yTPaBIICHUS
CETBIO TIepeaun
JTAHHBIX

0,8

0,32

Y a3BUMOCTH
M10JIBEPIKEHbI
aBTOMATHU3UPOBAHHbBIE
pabouune mecra

0,5

0,20

VYa3Bumoctu
MOJIBEPKEHBI IPYTUe
KOMIIOHEHTHI

0,5

0,20

KomnuectBo
YSI3BUMBIX
KOMIIOHEHTOB
UH(OPMAITMOHHOU
CHUCTEMBI
(aBTOMaTU3UPOBAHHBIX
paboumx MECT,
CEpBEpOB,
TEJIEeKOMMYHHUKAIIMOH-
HOrO  00OpyIOBaHMUS,
CpeACTB 3aLIUThHI
uHbOopMaIuu

0,2

Bonee 70%
KOMIIOHEHTOB OT
oO1iero uucia
KOMIIOHEHTOB
B MH(OpPMAITMOHHOU
CUCTEME

0,2

50-70%
KOMITOHEHTOB OT
oO1ero yucna
KOMITOHEHTOB
B MH(GOPMAIIMOHHON
CUCTEME

0,8

0,16




KOMIIOHEHTOB) (L)

Ne IToxa3arTean Bec 3HaueHHne Onenka Hror
n/ (k = ki,
I l+Lj,
p x Pm)
U IpyTUX 10-50% 0,6 0,12

KOMIIOHEHTOB OT
o01Iero yucnia
KOMIIOHEHTOB

B MH(GOPMAIIMOHHOMN

CHCTEME

Menee 10% 0,5 0,10
KOMIIOHEHTOB OT
o0111ero yuciaa

cuctemsl, cetu (P)

KOMIIOHEHTOB
B MH(OpMAIIMOHHON
CUCTEME
3 Biusuaune ma| 04 Va3sumoe 1 0,4
3 (HEKTUBHOCTH IIPOTPaMMHOE,
3alUTBl  [EpUMETpa IPOrpaMMHO-

arrnapaTHOE CpeJICTBO
JNOCTYIIHO U3 CETH
«IaTepHEeT

Va3sumoe 0,5 0,2
MPOrPaMMHOE,
MPOrpPaMMHO-

armnapaTHOE CpPEJICTBO
HEJIOCTYITHO U3 CETH
«aTepHEeT

2.8. Ilo pe3ympbraraMm pacuera ypOBEHb KPUTUYHOCTH  YS3BUMOCTH

MPUMEHUTEIHHO K KOHKPETHOM WH(MOPMAIIMOHHOW CHCTEME MPUHUMAET 3HAYCHWSI,

yKa3aHHbIC B Ta0OuUIIE 2.

Tabmura 2
Ne CyMMapHoe KO0JIN4eCTBO OueHka YpOBHSI KPUTHYHOCTH
n/n 0aJ1710B YA3BUMOCTH YA3BUMOCTH
1 7,0<V<10,0 Kputnuunsiii
2 45<V<7,0 Bricokuit
3 15<V<45 Cpenuuii
4 V<15 Hwuzknit
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3. IPUHATHUE MEP 3AHIUTHI TH®OPMAIIUUN,
HAIIPABJIEHHBIX HA YCTPAHEHUE YS3BUMOCTEN

3.1. B 3aBUCHUMOCTH OT YypOBHSI KPUTUYHOCTH YA3BUMOCTEW MNPOTPAMMHBIX,
IPOrpaMMHO-AINAPaTHBIX CPEACTB B KOHKPETHOW HWH(MOPMALMOHHOM CHCTEME
OIIepaTOpPOM IPUHHUMAETCS PELICHUE O HEOOXOAUMOCTH UX YCTPAHEHUS.

3.2. B oTHOIIEHMH YA3BUMOCTEH MPOrpaMMHBIX, IPOrpPaMMHO-aIapaTHbBIX
CPEACTB, KOTOPBIM B COOTBETCTBUU C HACTOAIEN MeETONMKON MPUCBOEH KPUTUUECKHAN
YPOBEHb, PEKOMEHIYETCSl MPUHATh MEPbl MO HMX YCTPAHEHHWIO B TEUYEHHE YacoB
(1o 24 gacoB).

B oTHOMIEHNH ySA3BUMOCTEN IPOrPAMMHBIX, IPOrPAMMHO-ANIAPATHBIX CPEICTB,
KOTOPBIM B COOTBETCTBUU C HAcTOSAUIE METOIMKOW INPUCBOEH BBICOKUN YPOBEHb
KPUTUYHOCTH, PEKOMEHJIYETCSl MPUHATH MEPBI 110 UX YCTPAHECHHUIO B TEUECHHE JHEU
(mo 7 mHeid).

B oTHOmIEHNH ySA3BUMOCTENW POrPAMMHBIX, IPOrPAMMHO-ANIAPATHBIX CPEICTB,
KOTOPBIM B COOTBETCTBMM C HACTOsIIE METOIMKOW NPHUCBOEH CpPEIHUN YpPOBEHb
KPUTUYHOCTH, PEKOMEHIYETCSl IIPUHATH MEPBI IO UX YCTPAHEHUIO B TCUECHHUE HEEIIb
(10 4 Henenn).

B oTHOmIEHNN ySA3BUMOCTEN MPOrpaMMHBIX, TPOrPAMMHO-ANMAPATHBIX CPEJCTB,
KOTOPBIM B COOTBETCTBHUM C HacTosAmed METONMKON NPUCBOEH HHU3KUN YpPOBEHBb
KPUTUYHOCTH, PEKOMEHIYETCS NPHUHATH MEPbl IO HMX YCTPAHEHHIO B TEUYCHHE
Mecsina (10 4 MecsIieB).

3.3. VS3BUMOCTH MTPOTPaAMMHBIX, POTPAMMHO-aNNIAPATHBIX CPEACTB MOTYT OBITh
yCTpaHEHbI IIyTEeM YCTaHOBKH OOHOBJICHHS TPOrPaMMHOT0 00€CIeUeHus1, POrpaMMHO-
anmapaTHOro CpeJICTBa WM NPUHATHS KOMIIEHCUPYIOIIMX  OpraHU3alMOHHBIX
Y TEXHUYECKUX MEp 3aIUThl HHPOPMALIUH.

3.4. B cnyuyae ecnu ys3BUMOCTHU COAEPKATCAd B 3apyO€kKHBIX MPOTrPaMMHBIX,
POrpaMMHO-AMIAPATHBIX CPEACTBAX WU MPOrPAMMHOM OOECIEYEHHH C OTKPBITHIM
UCXOAHBIM KOJOM, pelIeHHEe 00 YCTAaHOBKE OOHOBJIEHHS TAaKOro MPOrpaMMHOTO
o0ecniedeHurs, MPOrpaMMHO-ANMAPaTHOIO CpPEACTBA TMPUHUMAETCS  OIEepaTOpPOM
UH(POPMAIIMOHHON CUCTEMBI C YYETOM Pe3yIbTaTOB TECTUPOBAHHUS 3TOT0 OOHOBJICHHUS,
MPOBEJICHHOTO B  COOTBETCTBUUM € METOAMKON TECTHUPOBAHUS  OOHOBJICHUM
0€30MacHOCTH TPOrPAMMHBIX, MPOTrPaAMMHO-ANMNAPATHBIX CPEACTB, YTBEPKIECHHOM
OCTOK Poccun or 28 oktsa6ps 2022 r., u ouneHku ymepda OT HapyIICHHS
(YHKIIMOHUPOBaHUS HMH(POPMALMOHHOM CHUCTEMBI 10 pe3yjbTaTaM YCTAHOBKHU
OOHOBIICHUSI.
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3.5. B ciyyae HEBO3MOXHOCTH TMOJYY€HHUS, YCTAHOBKH W TECTUPOBAHMS
OOHOBJICHUN TMPOTPAMMHBIX, IPOrPAMMHO-AIIAPATHBIX CPEJICTB MPUHUMAIOTCA
KOMIIEHCUPYIOIINE MEPHI 3alIUThl HH(POPMALIUH.

3.6. BriOop KOMIIEHCHPYIOIIUX MEp MO 3aluTe WH(OOPMALIUK OCYIIECTBISETCS
OlEepaToOpoOM C YYETOM AapXUTEKTYyphl U OcCOoOeHHOCTeH (YHKIMOHHUPOBAHUS
UH(OPMAIITMOHHOW CHUCTEMBI, a TaKXKe CHOCOOOB OKCIUTyaTallud YsSI3BUMOCTEN
IPOrpaMMHBIX, IPOrPAMMHO-ANNIAPATHBIX CPEJICTB.

KoMrieHcupyronmMu — OpraHu3alliOHHBIMM U TEXHHUYECKUMHU  MEpaMH,
HaIpaBJICHHBIMU Ha MPEAOTBpAIICHUE BO3MOXKHOCTHU IKCIUTyaTalliu YSA3BUMOCTEH,
MOTYT SIBJIATHCA:

U3MEHEHHE KOH(UTYypaly ysI3BUMBIX KOMIIOHEHTOB HWH(GOPMAIMOHHON
CUCTEMBI, B TOM 4HCJIE€ B 4YacTU IMPENOCTABJICHUS JOCTyna K HX (QYyHKLIUAM,
UCIIOJTHEHHE KOTOPBIX MOXET CIIOCOOCTBOBATh  ASKCIUIyaTalldd  BBISIBIEHHBIX
ySA3BUMOCTEN;

OTrPaHUYEHHUE [0 HCIOJB30BAHUIO YSI3BHMBIX MPOTPaMMHBIX, MPOTrPaMMHO-
anmapaTHBIX CPEACTB WIM HUX TMEpPeBOJl B PEXKUM  (DYHKIMOHUPOBAHUS,
OTPAaHUYUBAIOIIUN  HUCTIOJHEHHE byHKIIHH, oOpareHue K  KOTOpPBIM
CBSI3aHO C HCIIOJIb30BAHMEM BBISIBJICHHBIX YSI3BHUMOCTEH (HampuMmep, OTKIIOYCHHE
YSI3BUMBIX CIYXO U CETEBBIX IPOTOKOJIOB);

pe3epBUPOBAHUE KOMIIOHEHTOB HH(OPMALMOHHONW CHUCTEMBI, BKIIOYas
pE3epBUPOBAHUE CEPBEPOB, TEIEKOMMYHHUKAIIMOHHOTO OOOpYJOBaHMS M KaHaJOB
CBSI3H;

UCTIOJb30BaHUE CUTHATYP, PEIIAIOIINX MPABIII CPEACTB 3alIUTh HH(OPMAIINH,
o0ecreunBarOIUX  BBIIBJICHHE B WH(MOPMAlMOHHOW  CHCTEME  MPH3HAKOB
AKCIUTYaTallMNysI3BUMOCTEN;

MOHUTOPUHT HMHQPOPMAIMOHHON O0€30MacHOCTH U  BBISBJICHUE COOBITHI
O0e3zonmacHocTH HMH(pOpMaUu B MHGOPMAIIMOHHONW CHUCTEME, CBS3aHHBIX C
BO3MOKHOCTBIO SKCIUTyaTalluH ySI3BUMOCTEH.



