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'06 yrBepkaeHMH  permameHTa mo |
BBISABIICHHIO aHAM3y U YCTPAHECHHI®
KPUTUYHBIX yS3BUMOCTEN B
PHPOPMALMOHHBIX cucTeMax
SKCILIyaTHPYEeMbIX B OpraHax MeECTHOTO
caMOyIIpaBJIeHHs MaMasIIIcKOro
MYHHITAIIAIBHOTO paioHa

B nensx ycuienusi obecmedeHHs O0€30IIaCHOCTH WH(OPMAIMH M ITOBBIIICHUS
3aIMIIEHHOCTH MHGOPMAI[MOHHBIX CHCTEM B OpraHax MECTHOIO CaMOyINpaBJeHHs
MaMmaBIIICKOT0 MyHHIMUNaIbHOro paiioHa Pecrybmuku TarapcTad, B COOTBETCTBHH C
merogmaeckumu  poxkymenTamu  DOCTOK  Poccun, HMcrnonHMTENBHBIA — KOMMTET
MamaBIIICKOro MyHHUIMIansHoro paiona Pecy6muku Tarapcran

NOCTaHOBISAET:

1. VTBepauTh periiaMeHT IO BBIABICHMIO, AQHAIN3Y M YCTPAHEHHIO KPUTHYHBLN.
YSA3BEMOCTEM B MHGOPMAIMOHHEIX CHCTEMAaX, 3KCIUIYaTHPYeMBIX B OpraHaX MECTHOI:
caMOyIpaBIeHnss MaMaJpIIICKOr0 MyHMIUMNATBHOTO pakiona PecryOnuku Tarapcras
(mpunoxenue Nel). i

2. Ony6nMKoBaTh HacTosIIee OoCTaHoBIeH)E Ha OHUIMATBEHOM [OpTalie IPpaBoBOi
uadopManuu PecmyGmuku Tartapcran mo Be6 anpecy http:/mamadysh.tatarstan.ru// u
06HApOJOBATH IyTeM pa3MelleHHs Ha o¢uuuansHOM caiite  MamaIplIIcKoro
MYHHLUIAIIBHOIO paiioHa. .

3. KoHTpoIb 32 HCTIOJHEHHEM HACTOSIIIETO NFCTAHOBJIEHHS OCTABJIAIO 32 COOOM.

W.o.pyxkoBoguTes - A.X.ArnsmMoB
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1. OBIIME ITOJIOKEHUSA

1.1. Hacrosmuii PersiaMeHT 10 BBISIBICHUIO, aHAIW3Y U YCTPAHEHHUIO KPUTHYHBIX
ySI3BUMOCTEN B MH(POpMaIMOHHBIX cucTemax (nanee — MC) skcIutyaTUpyeMBbIX B OpraHe,
opranuzanuu (nanee — PermameHT) pa3paboTaH B COOTBETCTBHHM C PyKOBOACTBOM IO
OpraHM3alliM TIpollecca YNpaBICHUS YA3BUMOCTAMU B oOpraHe (OpraHu3aluu)
yTBepxkaeHHbIM @CTIOK Poccun ot 17 mast 2023 1. ¥ B COOTBETCTBUU ¢ METOUKOM OLICHKU
YPOBHSI KPUTUYHOCTH YSA3BUMOCTEH MPOTrPaMMHBIX, MPOrPaMMHO-AIAPAaTHBIX CPEICTB
yrBepxkeHHoln @CTIK Poccum ot 28 oktsa0ps 2022 r.

1.2. Hacrosmmit  PermameHT  NOMIEKUT  NPUMEHEHHUIO  OIEPATOPAMHU
MH(POPMAIIMOHHBIX CUCTEM IIPU IPUHATUU UMU MEP 1O BBISBICHUIO, aHAJIN3a U YCTPAHEHUIO
YSI3BUMOCTEM TMPOrpaMMHBIX, IPOrPaMMHO-AMIMApaTHBIX CPEACTB HMH(DOPMALIMOHHBIX
CUCTEM B COOTBETCTBMM C TpeOOBaHUAMH O 3alUTe HHGOPMALMH, COJAEpKalleics B
rocygapctBeHHblx MC, a Takke WHBIMM HOPMAaTHBHBIMM IIPAaBOBBIMH aKTaMH U
Meroanyeckumu qokymenramu @CTOK Poccun.

1.3. BriiBieHue, aHanW3 M YCTPAHEHHE YA3BUMOCTEH B CEpTU(DHUIIMPOBAHHBIX
OpPOrpaMMHBIX,  IPOrpaMMHO-aINNapaTHbIX  CPEACTBaX  3allluThl  HHPOpMaLUU
o0OecrieuynBaeTcsi B MPUOPUTETHOM TOPSAJKE W OCYIIECTBISETCS B COOTBETCTBHM C
HKCIUTYaTal[MOHHOM TOKyMEHTAalMel Ha HUX, a TAK)Ke C PEKOMEHAALUIMU pa3padoTUnKa.

1.4. B PernaMeHTe HCHOJB3YIOTCSI TEPMHUHBI U ONpPENEIEHUs, YCTAaHOBJIECHHbBIC
HarmoHnansHbiMU cTangaptamu ['OCT P 50922-2006 «3amuta unpopMaimu. OCHOBHBIE
tepmunbl U onpenenenusi», 'OCT P 56545-2015 «3ammura undopmaruu. Ys3BUMOCTH
MH(}OPMAITMOHHBIX CUCTEM. [IpaBuna ONMCAHUS YA3BUMOCTEW,
I'OCT P 56546-2015 «3amuta nndopmaruu. Ya3BUMOCTH HH(POPMAITMOHHBIX CHCTEM.
Knaccudukanus ys3BuMocTel MHOOPMALMOHHBIX CHCTEM» W HHBIMU HallMOHAJIbHBIMU
CTaHjapTaMM B 00JacTH 3aliuThl HHpOpManuu U obOecrnedyeHus HHOOPMAITMOHHOU

0€30I1aCHOCTH.



LenssMu pernaMeHTa sIBISIOTCS:

— KOOPJAWHALMS JESITEIbHOCTH UCIIOJHUTENBHBIX OPTaHOB IOCYAAPCTBEHHOW BIIACTH
PecryOmmmku Tarapcran m opraHoB MECTHOTO caMoympaBiieHus B Pecyonuke Tatapcran
IO BBISIBJICHUIO, aHAJIM3Y U YCTPAaHEHUIO KPUTUYHBIX ysa3BuMocTel B UC;

— CO3/JlaHUE€ OCHOBBI JJI1 pa3pa0dOTKU JIETAIbHBIX PErJIaMEHTOB M CTAaHJIAPTOB MO
YIOPABICHUIO YSI3BUMOCTSIMU C Y4€TOM OCOOCHHOCTEH (DYHKIIMOHUPOBAHUSI OPraHoOB
(opranuzanuii);

— OpraHu3anys B3auMOJICHUCTBUS MEXAY CTPYKTYPHBIMU MOAPA3AETICHUSIMHA OPTraHOB

(opranu3anuii) Mo BoIpocam yCTpaHEHUs ySI3BUMOCTEH.



2. MOPSAJIOK BBISIBJIEHUSI KPUTUYHBIX YSI3BUMOCTEN

MHPOI'PAMMHBIX, IPOTPAMMHO-AIIITAPATHBIX CPEJACTB

2.1. B UC n1omKHO OCYIIECTBIATHCS BBISBICHUE CIEAYIONIUX TUIIOB YSI3BUMOCTEN:

— HeloCcTaTKu M(uiau) ommlku nporpammuoro obecriedenus (nanee [10) UC u ee
CUCTEMBI 3aiUThl HHMopMaluu (naiee — C31).

— HeJlocTaTKy amnmapartHbix cpeAacTB MC, B TOM 4nCie annapaTHbIX CPEICTB 3alUThI
uH(bOpMaInu.

— OpraHn3aluOHHO-TEXHUYECKUE HEJOCTATKH.

2.2. HenocpenCcTBEHHBIMU MCHIOJIHUTEISIMUA MEPOIPUATUN IO BBISIBJICHUIO, AHAIU3Y
u yctpaHeHuio yszpumocted C gBISOTCS aAMUHUCTPATOP OE30MaCHOCTH U CUCTEMHBbIE
agmunuctparopsl C.

Ha sTane MOHUTOpHHTa ySI3BUMOCTEN U OLICHKU UX IPUMEHUMOCTH OCYLIECTBISAETCS
BBISIBJICHUE YS3BUMOCTEN HA OCHOBAaHWHU JAHHBIX, MI0Jy4aeMbIX U3 BHEIIHUX U BHYTPEHHUX
MCTOYHHUKOB U MPUHITHE PEIICHUH 10 UX Mocieayoeil oopadoTke.

[Ipouecc ympaBneHus ysA3BUMOCTAMHU opraHusyercs g1 Bcex WMC  oprana
(opranuzanumn) M T0JDKEH MPeayCMaTpUBaTh MOCTOSIHHYIO U HEMPEPBIBHYIO aKTyaJNu3alUIo
cBeeHui 00 ys3BuUMocTAX M oObektax MC. Ilpu m3meHeHMM craryca ysa3BUMOCTEN
(mpumenumocts k C, Hanumne ucnpaBieHHd, KpUTUYHOCTH) TOJKHBI KOPPEKTHUPOBATHCS
CIOCOOBI UX YCTPAHEHUS.

[Ipouecc ympaBieHuss YA3BUMOCTSMH CBS3aH C JIPyTUMH TpoOLECCaMH U
poleypaMu eATeIbHOCTH Oprana (OpraHu3aluHm):

— MOHUTOPUHT HWH(GOPMAIIMOHHONW O€30MacCHOCTH — TMPOLECC MOCTOSHHOIO
HAOJIOICHUST M aHallM3a pe3yJbTAaTOB PETUCTpAIlMU COOBITHI O€30MaCHOCTH U MHBIX
JaHHBIX C 1EJNbI0 BBISBICHHUS HapylleHWd Oe3omacHOCTH HH(OpMaluu, yrpos
0e30macHOCTH UH(POPMALIUU U YSI3BUMOCTEN;

— OLIEHKA 3allMIIEHHOCTH — aHaJIN3 BO3MOKHOCTH HCIIOJIb30BAHMS OOHAPYKEHHBIX
YSI3BUMOCTEH JI peanu3aiuu KoMnbloTepHbix atak Ha MC oprana (opranuzamnun);

— OIICHKA yTpo3 0€30MacHOCTH UH(POPMAIIUU — BBISIBJICHHUE U OLICHKA aKTyaJIbHOCTH

yIpo3, peanusaius (BO3HUKHOBEHHE) KOTOPHIX Bo3MoxkHa B IC oprana (opranusaiun);



— ympaBjeHHEe KOHPUTypaluued — KOHTPOJb HM3MEHEHHWiIl, COCTaBa U HACTPOEK
MIPOrpaMMHOI0 M MpOorpaMMHoO-arapaTHoro ooecneyenus UC;

— yIhpaBlieHHE OOHOBJICHUSIMU — TPUOOpEeTEeHHe, aHalu3 | pPa3BepThIBAHUE
OOHOBJICHUH TPOTPaMMHOTO 00€CTICUCHUS B OpraHe (OpraHu3aium);

— NPUMEHEHHE KOMIICHCHPYIOUIUX Mep 3auuThl MH(opManuum — pa3paboTka u
IpUMEHEHUE MEP 3aIUThl HHPOpMaIK, KoTopblie puMeHstoTcs B MIC B3aMeH oTenbHbIX
Mep 3aIUThl HHGOPMAITHH, TTOAJICKAITUX PeATU3aIIH B COOTBETCTBUHU C TPEOOBAHUSAMHU TI0
3amuTe nHpopmaIuu, B CBA3M C HEBO3MOXKHOCTBIO UX TPUMEHEHUSI.

YpoBeHb KPUTHUYHOCTH  YySI3BUMOCTECH OIICHMBACTCA B  MEIAX  MPUHATHS
000OCHOBAaHHOTO pEIICHUS aJMUHUCTpATOpaMU OE€30MAaCHOCTH O HEOOXOAUMOCTH
YCTPAHEHUs YSI3BUMOCTEH, BBISBICHHBIX B IPOTPAMMHBIX, MPOTrpaMMHO-aNIapaTHBIX
CpeaCTBax Mo pe3yipTaraM aHanu3sa yazsumocrteit B IC.

HcxoTHBIMU TaHHBIMU JIJIS1 ONIPEACIICHUS] KPUTUYHOCTH YSA3BUMOCTEHN SIBIISIFOTCSI:

— 0a3a ysA3BUMOCTEH NpPOrpaMMHOr0 oOOecredeHusi, MPOorpaMMHO-aNMmapaTHbIX
CpeAcTB, conepxamasics B banke nmaHHbix yrpo3 OezomacHoctu uHpopmanuun OCTIK
Poccun (bdu.fstec.ru), a Tak:ke MHBIC UCTOYHHMKH, COACPIKAIINE CBEICHUS 00 M3BECTHBIX
YS3BUMOCTSIX;

— o(unmanbabie  MHGOPMAIIMOHHBIE PECYpChl  pa3pabOTUYUKOB MPOTPAMMHOTO
oOecrieueHus, MPOTPaMMHO-ANMNApaTHBIX CPEACTB W HCCIe[oBaTeNiel B oOyactu
nH(pOpMaITMOHHOM 0€30MaCHOCTH;

— CBEJICHHUS O COCTAaBE M apXUTEKType MH(POPMAIMOHHBIX CUCTEM, MOJYYCHHBIE 11O
pe3ynbTaTaM WX WHBEHTapwW3anuu W (WIM) TpPHUBEACHHBIC B JOKYMEHTAllMd Ha
UH(OPMAITMOHHBIE CUCTEMBI,

— pe3yJbTaThl KOHTPOJIS 3aNTUIIIEHHOCTH WH()OPMAIIMOHHBIX CHCTEM, MPOBEIACHHBIC
OMEepPaTOPOM.

VYka3zaHHbIE UCXOJHBIC JaHHBIC MOTYT YTOUHSITHCS WJIM JOMOJHSATHCA C YYETOM
0COOEHHOCTEH 001acTH NeATeIbHOCTH, B KOTOpoi PpyHKImonupytot UC.

OneHnka ypOBHS KPUTHYHOCTH YS3BHUMOCTEH IPOTPaMMHBIX, IPOTPaMMHO-

dllliapaTHBIX CPCACTB IIPOBOAUTCA aAMHUHHUCTPATOpaMHU 0Ee3011aCHOCTH.



Onenka ypoBHS KPUTUYHOCTH YSA3BUMOCTEH MPOTPaAaMMHBIX, MPOTPaMMHO-
amnmapaTHBIX CPEJICTB MPUMEHUTEIHHO K KOHKpeTHOU MC BKITFOUaeT:

— OTpEJeNICHNE MMPOTPAMMHBIX, TIPOTPaAaMMHO-AIMAaPaTHBIX CPEACTB, TOIBEPIKEHHBIX
YSI3BUMOCTSIM;

— ompejeneHue B MH(DOPMAIMOHHONW CHCTEME MECTa YCTAaHOBKH IMPOTPAMMHBIX,
IpOrpaMMHO-aIMapPaTHBIX CPENICTB, TOJABEP)KCHHBIX VYSI3BUMOCTSAM (Hampumep, Ha
MIEPUMETPE CUCTEMBI, BO BHYTPEHHEM CETMEHTE CHCTEMBI, IIPU PeaTU3alii KPUTHIECKHIX
nporeccoB (6uzHec-mpoleccoB) u Apyrux cermentax MC);

— pacueT YpOBHSA KPUTUYHOCTH YSI3BUMOCTH MPOTPAMMHBIX, IIPOTrPaMMHO-

anmapatHbix cpencts B MC.



3. MOPAJIOK AHAJIN3A KPUTUYHBIX YSI3BUMOCTEHN

IMPOT'PAMMMHBLIX, TIPOT'PAMMHO-AIIIIAPATHBIX CPEJICTB

Ha sTamne aHanuza ys3BUMOCTEH ONpENIEseTCs YPOBEHb KPUTUYHOCTU YSI3BUMOCTEN
npuMenuTesbHO K C oprana (opraHu3aiiuu) 1 OCYIIECTBIISIETCS BBISBICHUE YSI3BUMOCTEN
HA OCHOBAHMHU JIAHHBIX U3 CIEAYIONINX UCTOYHUKOB:

a) BHYTPEHHUE UCTOUYHUKHU:

— CHCTEMBbl yMpaBieHHUs HHPOpPMAIMOHHON HHPpacTpykTrypoi (mamee — UT -
HH(PaCTPyKTYpa);

— 0a3bl TaHHBIX YIIPABJICHUS KOH(QUTYpAIUIMH,

— nokymeHnTanusa Ha UC;

— JIEKTPOHHBIE 0a3bl 3HAHUI OPTaHOB (OpraHU3AIINI);

0) 0aza maHHBIX YSA3BUMOCTEH, cofeprkaiiascs B baHke TaHHBIX yrpo3 0€30MacHOCTH
unpopmaruu (nanee — bJIY) ®CTIOK Poccuuy;

B) BHEIITHUE UCTOYHUKHU:

— 0a3bl JaHHBIX, COJIEPXKAIUE CBEICHUS 00 U3BECTHBIX YSI3BUMOCTSX;

— o¢unmanbHpie UHPOPMAIIMOHHBIE PECYPChl Pa3pabOTUMKOB MPOTPAMMHBIX U
MpoTrpaMMHO-aNmnapaTHeIX CPEACTB M HCcieaoBaTenel B obiactu WHGOPMAIMOHHON
0€301MacHOCTH.

WcTOYHUKY TaHHBIX MOTYT YTOYHSTHCS WJIM JIOMOJIHATHCS C YY€TOM OCOOCHHOCTEHN
(YHKUIMOHUPOBAHUS OpraHa (OpraHu3arim)

Ha »rame anammza ys3BUMOCTEM M OIICHKM HMX NPUMEHUMOCTU BBIMOJHSIIOTCS

oriepaluu, npuBeieHHbIe B Ta0uIe 3.1.



Taomuma 3.1

Ne | Haumenosanue
Onucanue onepanuu
/1 onepamuu
1 | Anamus Ananu3 uH(pOpMalMKM U3 Pa3IUYHBIX HCTOYHMKOB C ILEJIBIO ITOMCKA
uHpopMaluu 00 | aKTyaJIbHBIX W NOTEHLUUANbHBIX  YSI3BUMOCTEHl M  OLEHKH HX
YSI3BUMOCTH MPUMEHUMOCTH K MH(GOPMALMOHHBIM CHCTEMaM opraHa (OpraHM3aluu).
ArperupoBaHue U KOppessius coOupaeMbIX JaHHbIX 00 YS3BUMOCTAX
2 | Ouenka Ha ocnoBe nndopmanuu 06 o6bexTax MHOOPMAIIMOHHBIX CHCTEM M UX
NPUMEHUMOCTH | COCTOSTHUH OTIpenieNsaeTcs IPUMEHUMOCTb YSI3BUMOCTH K
ySI3BUMOCTH WHPOPMAIIMOHHBIM ~ CHUCTeMaM opraHa (OpraHuzaluu) C  IENbIo
ompeeICHUs YA3BUMOCTEH, HE TPEOYIOIMUX JaabHenIeit 00paboTku (He
peneBaHTHbIX ys3BuUMocTeil). OneHka NPUMEHMMOCTH YSI3BUMOCTEH
IIPOU3BOJIUTCS: HAa OCHOBe aHanu3a JaHHbIX 00 WT-undpacrpykrype,
MOJyYEHHBbIX M3 0a3 JaHHBIX YIpPaBIeHHUsS KOHOUTYpaLUsIMH B paMKax
nporecca «YpasieHne KOHPHUTypamuei»; Ha OCHOBE aHAJIN3a JAHHBIX O
BO3MOXKHBIX OOBEKTAaX BO3JEHCTBHS, IIOJyYEHHBIX B pPE3yJbTaTe
MOJICIMPOBAaHUS. yIrpo3 B paMkax mporecca «OmeHKa yYrpos»; Io
pe3yabTaTaM OLEHKH 3alUIIEHHOCTH
3 | [Ipunsrtue 3ampoc JOMOJHUTENbHON HH(pOpMalMU 00 YS3BUMOCTH (CKaHMpPOBAaHUE
peleHui Ha | OOBEKTOB, OLIEHKAa 3alIMIIEHHOCTH), €CJIM HUMEIOIUXCS JaHHBIX
MOJTyYeHHE HE0CTATOYHO JJIsl IPUHATHS PELICHUH IO YIIPABIECHHUIO YSI3BUMOCTAMU
JIONIOJTHUTEIBHON
uHpopmManun
4 | IlocraHoBKa 3anpoc Ha BHEIJIAHOBOE CKAaHUPOBAaHUE OOBEKTOB HH(POPMAIMOHHBIX
3aJauu Ha | CHCTEM B CIIy4ae HEJIOCTATOYHOCTH JIMOO HEAKTYaThbHOCTH MMEIOIIHXCS
CKaHHPOBAaHUE JAHHBIX, a TaK)Ke B Cllydae MOJy4deHHs HHpopMaruu o0 ysI3BUMOCTH
00BEKTOB 1ocJje MocaeHero CKaHPOBAHUS
5 | CxanupoBanue | Ilouck ys3BUMOCTEH M HEIOCTATKOB C IMOMOUIbIO aBTOMATU3HMPOBAHHBIX
00BEKTOB CHCTEM aHalM3a 3al[UIIEeHHOCTH. BpiOOp O00BEKTOB M BpeMeHU
CKaHMPOBAHUS, YBEIOMJICHHE 3aMHTEPECOBAHHBIX  IOApa3JCICHUN
(HampuMep, CUTYaIllMOHHOTO TEHTpa, moapasaenenus UT) o npoBeneHnn
CKaHMPOBAHUS W JalibHEWIee CKaHMPOBAHWE BHIOPAHHBIX OOBEKTOB Ha
HAJINYHE ySI3BUMOCTH
6 | Ouenka DKcrepTHas OLEHKAa BO3MOXKHOCTH INPHUMEHEHHMS  YSI3BUMOCTH K
3alIMIIEHHOCTH | MHQOPMAIMOHHBIM ~ cUCTeMaM. B XoJe OIeHKM 3allUIIeHHOCTH

OCYILIECTBIISIETCS MPOBEPKA BO3MOXHOCTH 3KCIUTyaTallud YsS3BUMOCTH B
MH(OPMAIIMOHHBIX CHCTEMax OopraHa (OpraHM3allii) ¢ UCIOJIb30BaHUEM
CpEICTBA 3KCIUTyaTallu! ySI3BUMOCTH, B TOM YHUCJIE, B XOJI€ TECTUPOBAHUS
Ha TMPOHUKHOBEHHE (TECTUPOBAHHUS CHUCTEMBI 3aIUThl HHPOPMAINH
MyTeM OCYUIECTBJICHUS TMOMNBITOK HECAHKI[MOHUPOBAHHOIO JOCTYIIa
(Bo3aelicTBUS) K MHPOPMAIIMOHHON CHUCTEME B 00XO0]] €€ CUCTEMBI 3aIIUThI
uHpopMaIun)




Ha ocnoBe Tabmumpr 3.1. B opranHe (opraHu3amuu) TOJDKHO pPa3padaThIBaThCS
JETANIbHOE ONKMCAHHWE Olepaluii, BKJIIOYAIOEe HAMMEHOBAaHUE OIEpalui, OIMCaHUE
ornepanuid, HUCIOIHUTENECH, TMPOJOKUTEILHOCTh, BXOJIHBIE U BBIXOJHBIC JaHHBIC.
JleTanbHOE ONMCAHWE OlEpaluuil BKIIOYAECTCS B OPraHU3alMOHHO-PACIOPSIUTEIbHBIE

JOKYMEHTHI 110 3alIuTe HHPOPMAIIMK OpTaHa (OpraHu3alkH).



4 TIOPAJOK YCTPAHEHUS KPUTHUYHBIX VYSI3BUMOCTEM
IMPOT'PAMMHBLIX, TPOT'PAMMHO-AIIITAPATHBIX CPEJACTB

4.1. Ha srame ompenesieHuss METOAOB U MPUOPUTETOB YCTPAHEHUS YSI3BUMOCTEH
ONpENENSETCS MPUOPUTETHOCTh YCTPAHEHUS YSA3BUMOCTEH W BBIOMPAOTCS METOABI HX
yCTpaHeHUs:: OOHOBJIEHUE IMPOrpaMMHOro obOecrieueHuss W (WIM) TNPUMEHEHUE
KOMITEHCUPYIOIINX MEP 3aIUThI HH(OPMAIIIH, TAK)KE MPUHUMAIOTCSI MEPbI, HAIIPaBJICHHbIC
Ha YCTpPaHEHHE WM HCKIIOYEHHE BO3MOXXHOCTH MCIOJb30BaHUS (IKCILTyaTaL|H)
BBISIBJICHHBIX YSI3BUMOCTEM.

Ha »Tane omnpezaeneHus METOAOB M MNPUOPUTETOB YCTPAHEHHS YA3BUMOCTEH
pemaroTes 3a1a4u:

— OIpeJeICHNs IPUOPUTETHOCTH YCTPAHEHHUSI YSI3BUMOCTEN;

— BbIOOpa METOJIOB YCTPAHEHHUS YSA3BUMOCTEM:

— 0OHOBJIEHHE MPOTPAMMHOI0 OOecrieueHus U (MIH) IPUMEHEHNE KOMIIEHCUPYIOIIUX
Mep 3alUThl HHOOPMAITUH.

Ha »tame omnpeneneHus METOAOB M IPUOPUTETOB YCTPAHEHHUS YSA3BUMOCTEM

BBITIOJIHAIOTCS OTIepaIi, IpuBeACHHbIC B Ta0wmiie 4.1.

Tabmuua 4.1
Ne HaumeHnoBanue onepanuu
Omnucanue onepanuu
n/n

1 | Onpenenenue OmnpeneneHre NPUOPUTETHOCTH YCTPAHEHUS YS3BUMOCTEN B
INPUOPUTETHOCTH YCTPAHEHUSI | COOTBETCTBUM C pe3ysbTaTaMu pacyeTa KPUTHYHOCTH
YS3BUMOCTEHN ySI3BUMOCTEH Ha 3Tare OIEeHKH YSI3BUMOCTEH (9T1ar 4)

2 | Onpenenenue MeTosI0B | BeiOop Meroga ycTpaHeHMsI YSA3BUMOCTU: YCTaHOBKaA
yCTpaHEHUs yA3BUMOCTEN OOHOBJIEHUSI WM TPUMEHEHHE KOMIIEHCUPYIOLUIUX MEp

3alUThl HH(pOpMALUU

3 | [Ipunsarue pelieHus o | [Ipu oOHapykeHUN KPUTHUECKON YSI3BUMOCTH MOKET OBITh
CPOYHOM YCTaHOBKE | IPUHATO PELICHHE O CPOUHOM yCTaHOBKE OOHOBIICHUS
OOHOBJIEHMI IIPOrpaMMHOT0 obecrieueHus: 00bEKTOB HHPOPMAIIMOHHBIX

CHUCTEM, MO/IBEPKEHHBIX YSI3BUMOCTH

4 | CoznmaHue 3asiBKM Ha CPOUYHYIO | 3asBKa Ha CPOUHYIO YCTAHOBKY OOHOBIICHHS HalpaBIsIeTCs
YCTaHOBKY OOHOBJICHUS Ha COrJlacoBaHWe pyKoBOaUTeENO noapasaenenus UT

5 | Ilpunstue penieHus o | IIpu obHapykeHUU KPUTHYECKON YSI3BUMOCTH MOXKET OBITh
CPOYHOM peau3aluu | PUHATO pelieHue 0 CPOYHOM peanuzanuu
KOMIIEHCUPYIOIINX Mep | KOMIEHCUPYIOIIMX Mep 3aIluThl MH(OpMAIMM B KayecTBE
3alUThl UHQOpMAIHH BPEMEHHOT'0 PELICHHUS 10 YCTAaHOBKM OOHOBJICHHUS




6 | Coznanue 3as1BKU Ha | 3asiBKa CO3JaeTcsi B CIy4yae, €clId OIpPEIEIEeHO, 4TO
YCTaHOBKY OOHOBIICHHS YCTaHOBKA OOHOBJIEHUS JUIsl YCTPAHEHUS JTaHHOU Ys3BUMOCTHU
HE 3aIUIaHUpOBaHA
7 | Co3nanue 3asIBKU Ha | 3asBKa Ha peaTU3al{i0 KOMIIEHCUPYIOUIMX Mep 3allUThI
peanu3aiuio uHpopmanuu GopmMHupyeTcs Npu OTCYTCTBUU BO3MOKHOCTH
KOMIIEHCUPYIOIINX Mep | YCTAaHOBKM OOHOBJICHHUS, a TaKXKe B CiIydae He0OXOAUMOCTH
3alUThl HHGOpPMaUU MPUHSITHS MEP 10 YCTPAHEHUS YSI3BUMOCTH

Ha ocHoBe Tabmuibl 4.1. B oprade (opraHu3aliiu) JOJKHO pa3pabaThIBaThCs
JeTaJbHOE OMNMCAaHWE ONepalrid, BKJIIOYAIOIIEe HAMMEHOBAHHWE OIEpaluii, ONUCaHue
omieparui, HWCIOJHUTENEH, MPOJOJDKUTEIBHOCTh, BXOJHBIE U BBIXOJHBIC JaHHBIE.
JleTanpHOE OMUCAHUE OlEpaluii BKIIOYACTCS B OPraHU3AIMOHHO-PACHOPSAIUTEIIbHbBIC
JOKYMEHTHI 10 3aIUTe HHPOPMALIMK OpTraHa (OpraHUu3aLMH).

4.2. Ha srane ycTpaHeHUs YA3BUMOCTEH NMPUHUMAIOTCA MEpPHI, HAIpaBJICHHbIC Ha
YCTpaHEHHE WM  HUCKJIIOYEHHE  BO3MOXKHOCTH  HCIOJIB30BaHUS  (IKCILTyaTallUH)
ySI3BUMOCTEH, BBISIBJICHHBIC HA 3Tarie MOHUTOpUHTA. [Ipu 3TOM BBIMOJIHAIOTCS OINEpAIUH,
npeAcTaBieHHbIC B Ta0auIe 4.2.

Tabmuua 4.2

Ne HanmenoBanue
Onucanue onepauuu

n/m onepanuu

1 | CornacoBanue CpouHass ycTaHOBKa OOHOBJIIEHHUH HPOTrpaMMHOIO OOecreyeHHs

00

0OHOBIICHUA

YCTaHOBKE

YCTaHOBKH C | IPEIBApUTEIBLHO COIIACOBBIBAETCS C PYKOBOJICTBOM IOJPA3AEICHUS
PYKOBOJICTBOM T
noapaznenenus UT

2 | TectupoBanue BeisiBiieHHE IIOTEHIIUAIBHO OITaCHBIX (YHKIIMOHATIBHBIX
OOHOBJICHUS BO3MOXKHOCTEH, He3aJIeKJIapupPOBAHHBIX pa3paboTUNKOM

MPOTrPaMMHBIX, IPOrpaMMHO-AINAapPaTHBIX CPEACTB, B TOM YHCIE
NOJUTUYECKHX  OaHHEpPOB,  JIO3YHIOB, IMpPHU3BIBOB U  HMHOM
NPOTHBONPAaBHOW uWHpopManuu (Jlanee — HeAeKIapupOBaHHbBIE
BO3MO>KHOCTH)

3 | YcraHoBka VYcraHoBka 0OHOBIIEHUH Ha BHIOPaHHOM TECTOBOM CEITMEHTE
OOHOBJIEHHUS B HH(i)OpMaHHOHHOﬁ CHUCTEMBI B LCJIAX OMMPEACTICHUS BJIUAHNUA UX
TECTOBOM CETMEHTE | YCTAaHOBKH Ha €€ QyHKIIMOHUPOBaHHE

4 | Ilpunarue pemenus | B cioydae, eciii HEraTUBHOTO BIMSIHHUS OT YCTAaHOBKM OOHOBJICHHS Ha

BBI6paHHOM CETMCHTC CUCTEMBI HE BBISAABJICHO, IPUHUMACTCA PCIICHUE
0 €ro pacmpoCcTpaHeHHWH B cHCTeMe. B ciiydae oOHapyxeHHs
HETraTUBHOI'O0 BJIMAHHA OT YCTAaHOBKHU OOHOBJIEHUST Ha BBI6paHHOM
CETMEHTE CHUCTEMBI JajbHEHIee pacrpocTpaHeHHe OOHOBJICHUS HE
OCYLIECTBIISICTCS, TPU OTOM Ui HEWTPaIHM3alUH  YS3BUMOCTH

MPUMEHSIOTCSI KOMIICHCUPYIOIINE MEPBI 3alUThI HH(OpMAIUU




VYcranoBka Pacnipoctpanenue OOHOBIEHHS Ha OOBEKTHl HH(POPMAIIMOHHBIX
OOHOBJICHUS CHUCTEM
dopMHUpOBaHUE Vs3BUMOCTH, MJIE yCTPaHEHHsS] KOTOPBIX HE OblIa OmpeJercHa
IUIaHa  YCTAHOBKHU | HEOOXOJIUMOCTh CPOYHOH YCTaHOBKM OOHOBJICHUM, YCTPAHSIOTCA B
OOHOBIICHUI X0JI¢ IUIAHOBOM YCTaHOBKM OOHOBIIeHHMHA. POpMHpOBaHME ILJIaHA
OOHOBJICHHH OCYIIECTBIISIETCS C YYE€TOM 3asBOK Ha YCTaHOBKY
OOHOBJICHMIA
Pa3pabotka u | PazpaboTka W mpuMeHeHHE Mep 3amuThl MH(OOpPMAIMH, KOTOpHIE
peanu3anus MPUMEHSIFOTCS B HHPOPMAIIMOHHBIX CHCTEMaX B3aMEH OT/EIIbHBIX MEp
KOMITEHCUPYIOLITUX 3amuUThl HH(pOpPMAIHH, TTOISKANUX PeaTn3aluid B COOTBETCTBUU C
Mep 3alUThl | TPEOOBAHUSMU TIO 3aIIUTE HHPOPMAIUH, B CBSI3U C HEBO3MOXXHOCTBIO
uH(bopMauu UX YCTaHOBKH, OOHApY>KEHHEM HEraTHBHOTO BJIMSHHS OT YCTaHOBKU
OOHOBJICHHMSI, @ TAK)KE B Cllydae HEOOXOJUMOCTU HPUHATUS MeEpP 0
yCcTpaHeHHUs ysSI3BUMOCTH. K KOMIEHCHPYIOIIMM MepaM 3alluThl
nH(OpPMAaILIMM MOTYT OTHOCHUTHCS: OPraHU3alMOHHBIE MEPHI 3aIUTHI
uH(pOpMaIlMK, HACTPOWKA CPEACTB 3aIUThl WHGOPMAILUU, aHAIU3
coObITHII  0Oe30macHOCTH,  BHeceHue  um3MeHenuir B UT-
HHQPACTPYKTYpy

TGCTI/IpOBaHI/IC OOHOBJICHHM IIporpaMMHBIX H IIPpOTpaMMHO-AIIIIapaTHBIX CPCICTB
OCYHMCCTBIIACTCA B COOTBCTCTBHU C PernmamenTom no BBIXIBJICHUIO, dHAJIN3Y U YCTPAHCHUIO

KpPUTUYHBIX ya3BUMOCTEN B MIC skcrutyaTupyeMbIX B OPraHe, OPraHU3alMH, 110 PEIICHUIO

oprana (opraHum3alMM) B Clydae OTCYTCTBHSI COOTBETCTBYIOLIUX PpE€3yJIbTaTOB
tectupoBanus B bJIY ®CTOK Poccun.
[Ipy HanMUMKM COOTBETCTBYIOLIMX CBEJEHUH MOTYT OBITh HCIOJIb30BaHBI

KOMITCHCUPYIOIIME MEpbl 3alllUThl HMH(OpMAIlMU, TPEACTABICHHbIE B OIOJUIETCHSX
0€30IacHOCTH Pa3pabOTUYMKOB MPOTPAMMHBIX, TPOTPAMMHO-AMNNapaTHBIX CPEJICTB, a TAKKE
B OMMCAHUSAX ys3BUMOCTeH, onmyosnnkoBaHHbIX B BJIY ®CTOK Poccun.

PexoMenyeMble CPOKU YCTPAHEHUS YSA3BUMOCTEM:

— KPUTHYECKUN YPOBEHb ONIACHOCTH 10 24 4acoB;

— BBICOKHM YPOBEHb OITACHOCTU — 10 7/ THEM;

— CpEIHUN YPOBEHB OMACHOCTHU — 10 4 HEENb;

— HU3KHUIM YPOBEHb OMACHOCTH — 110 4 MECSIIEB.

B pamkax BBINOTHEHHS TIOANPOIIEcca pa3padOTKU U PeaTn3allii KOMIICHCUPYIOITUX

Mep 3alIUThl MH()OPMAIIMU BBITIOJHSAIOTCS ONepaluy, NpUBeAeHHbIEe B Tabnuie 4.3.



Tabmuna 4.3.

Ne HaunmenoBanue
Omnucanue onepanuu
n/a OTIepaIiH
1 | Omnpenenenue mep | OnpeneneHre KOMIIGHCHPYIOIIMX MeEp 3allUThl WH(pOpMAaIHuH,
3alUThl THPOPMAILIUN B | HEOOXOAMMBIX JUISI HEMTpaIH3alMi YS3BHUMOCTU JTMOO CHMXKEHUS
OTBETCTBEHHBIX 3a HX | BOBMOXKHBIX HETaTHUBHBIX MOCJIEICTBHHA OT €€ JKCIUTyaTanuu. B
peanu3alnuo XO7I€ BBITMIOJIHEHUS TAaHHOM Omepalyy A0JDKHBI ObITh ONpE/IeICHbBI
pabOTHHMKHM, Yy4acTHE€ KOTOPBIX HEOOXOAMMO I peau3aiuu
BBIOpAHHBIX KOMIIEHCUPYIOIIUX MEp 3aIUThl HHPOPMAIIHH
2 | CormnacoBanue B cinysae HeoOXoauMoCTH MpUBIEYEHUS DPAOOTHHUKOB APYTUX
MIPUBJICYCHUS MoJIpa3/iesieHui ISl peanu3alii KOMIECHCUPYIOIINX Mep 3alIUThI
pabOTHUKOB uHPOpPMALUK PYKOBOJUTEIh MOAPA3JCICHUS 3alllUThl COTJIacyer
UX TPUBICYCHHE C PYKOBOIUTEISIMH  COOTBETCTBYIOIIUX
MOJpa3IeICHUI
3 | Peanuzanus Peanuzanus opraHn3aliMOHHBIX MEp 3alIUThl HHPOPMAIIH
OpPraHM3aIMOHHBIX Mep | PeaycMaTpUBaeT: OrpaHrueHue ucnonb3oBanus UT-
3auThl UHGOpMauu | UHDPACTPYKTYpHI; OpraHU3alus PeKUMa OXPaHbI (B YACTHOCTH,
OTpaHHYEHUE JIOCTYIA K TEXHUYECKUM CPEJICTBAM);
uH(popMUpOBaHHE U 0O0yUEHHUE TIepCOHala Oprana (OpraHu3alym)
4 | Hacrpoiika cpeactB | OnieHKa BO3MOYKHOCTH pealiu3alliil KOMIICHCHUPYIOIIUX Mep C
3amUThl HHQOPMAIIMA | UCIIOJIB30BAHNUEM CPEACTB 3alUTHl MH(OPMAIUK, BEIOOP CPEICTB
3amuThl nHGOpMaIuu (Ipu HeoOX0IUMOCTH ). BeIToIHEHHE paboT
10 HACTPOMKE CPEJCTB 3aLIUTHI HH(OPMAIIH
5 | Opranmuzanus asHanusa | Opranu3ainys MOCTOSHHOTO HAaOMIOEHUS M aHalIKu3a pe3yJbTaToB
COOBITHI 0€30MaCHOCTH | PErUCTpallMi COOBITHI 0€30MacHOCTH W MHBIX JAHHBIX C LIENbIO
BBISIBIICHUS ¥ OJIOKMPOBAHUS TIOMBITOK SKCILTyaTalluy ySI3BUMOCTH
6 | Buecenne m3menenuii B | Buecenne m3menenuit B UT-uH(pacTpykTypy BKIIOYAaET NEHCTBHS
UT-undpactpykrypy [0 BHECEHUI0 WM3MEHEHHM B KOHQUIypaluu MpPOTrpaMMHBIX U
IpOrpaMMHO-aNapaTHBIX CPEACTB (B TOM 4MCIe, YyJaJleHUe
(BBIBEZICHUE U3 DKCILTyaTalllN))

Ha ocnoBe Tabmui 4.2 u 4.3. B opraHe (opraHuzaiiu) J0JDKHO pa3padaThIiBaThCs
JIETAbHOE OMHCAHWE OIepalriii, BKJIIOYAIONee HAMMEHOBAHWE OIepaluii, OIHUCaHUE
oTepalnii, UCIIOJIHUTEIIEH, TIPOJOJIKUTEITHHOCTD, BXOIHBIC U BBIXOHBIC JAHHBIC.

JeranbHO€E OIMCAHUE orepanuu BKJIFOYAETCSA B OpPraHU3alMOHHO-
pacnopsIMTeIbHbIC TIOKYMEHTHI 110 3amuTe nH(OopMaIuu oprata (OpraHu3alim).

B ciydac HEBO3MOXHOCTH TOJYYCHUS, YCTAHOBKH W TECTUPOBAHUS OOHOBJICHHM
IIPOrPaMMHBIX, TPOTPAMMHO-AIIAPATHBIX CPEJICTB MPUHUMAIOTCS KOMIICHCUPYIOIINE

MepBI 3aIUTHl HH)OPMAITIH.



BbiOOp KOMIEHCHUPYIOUIMX MEp IO 3aluTe HWHOOPMAMU OCYIIECTBISIETCS
OTIEPaTOPOM C YUETOM apXUTEKTYPhl U ocoOeHHOcTer ¢dyHkimonupoBanus MC, a Takxke
CIOCOOOB KCIUTyaTallUU YSI3BUMOCTEH MPOrpaMMHBIX, TPOrPAMMHO-AIAPATHBIX CPEJICTB.

Komnencupyrommmu  OpraHU3alldOHHBIMM M TEXHUYECKHMMH  MEpaMu,
HaIpaBJICHHBIMU Ha MPEAOTBpPALICHUE BO3MOXHOCTH JKCIUTyaTalluu ysI3BUMOCTEH, MOTYT
SABJISATHCS:

— U3MEHEHHE KOHPUTYypalnuu ya3BUMBIX komrmoHeHToB MC, B TOM uucie B 4acTu
IPEIOCTaBIEHUS JIOCTYIA K UX (PYHKIUSAM, UCTIOJTHEHUE KOTOPBIX MOXKET CIIOCOOCTBOBATH
HKCIUTyaTaI[iH BBISABICHHBIX YSA3BUMOCTEH;

— OrpaHWYCHHE TO0 WCIOIB30BAHUIO YSA3BHUMBIX IPOTPAMMHBIX, MPOTPAMMHO-
anmnapaTHbIX CPEJICTB WIM UX NEPEBOJ B PEKUM (DYHKUMOHUPOBAHUS, OIpaHUYMBAIOIIUN
HCIIOJIHEHHE byHKUIUMH, oOpaiieHue K KOTOPBIM CBSI3aHO
C MCMOJIb30BAaHUEM BBISBIICHHBIX YSA3BUMOCTEH (HAapUMeEp, OTKIOYEHHUE YSI3BUMBIX CITYKO
U CETEBBIX MTPOTOKOJIOB);

— pe3epBupoBaHHE KOMIIOHEHTOB WMC, BKiroudas pe3epBUPOBAHHE CEPBEPOB,
TEJIEKOMMYHHUKAIIMOHHOTO 000OpPYI0OBaHUs U KaHAJIOB CBS3H;

— HWCIOJIb30BaHUE CUTHATYP, PEIIAIONIMX MPABUI CPEICTB 3alIUThl WH(pOpMammu,
oOecneunBaromux BoisgBieHne B C mpu3HaKoB 3KCIUTyaTalluy ysI3BUMOCTEH;

— MOHUTOPUHT WH(MOPMAIIMOHHOW OE€30MaCHOCTH U  BBISIBIIGHWE COOBITUH
oe3zonacHoct  uHpopManuu B MC, CBsI3aHHBIX C BO3MOXHOCTBIO OIKCILTyaTalluu

YSA3BUMOCTEN.



