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aHaJU3y U yCTaHOBKE OOHOBJICHUI
0€30MacHOCTH MPOTrPaMMHBIX,
MpOrpaMMHO-aNMapaTHbIX CPEACTB
3aIUTHl KHPOPMAITUU U UHOTO
IPOrpaMMHOr0 o0ecrieyeHus: B opraHax
MECTHOTO CaMOYTIPABICHUS
[lecTpeUYnHCKOTO MYHULIMIIATBHOTO
paitona PecniyOnuku TaTapcTan

B menax ycwienus oGecriedeHus: 0€30MaCHOCTH MH(POPMALIMM U TOBBIIICHUS
3aIUIIEHHOCTH WH()OPMAIMOHHBIX CHCTEM B OpraHaX MECTHOTO CaMOYIpPaBIICHUS
[lecTpeunHckoro MyHHIIMIAIBHOTO pailona PecnyOnuku TaTtapcraH, B COOTBETCTBHUH C
Metoanueckumu  gokyMeHtamun @DOCTIK Poccum, HcnonHUATENbHBIA  KOMHTET
[TecTpeunHckoro MyHHIIMIANIBHOTO paiioHa PecriyOnuku Tarapcran moCTaHOBIISIET:

1. YTBepauTh perijaMeHT IO aHajiu3y M YCTAaHOBKE OOHOBJICHHH O€30MacHOCTH
IPOrpaMMHBIX, MPOrPAMMHO-AMNMAPAaTHBIX CPEICTB 3allUThl WH(GOpPMalUUU U
WHOTO IPOTrpaMMHOr0 OO€cleueHrus B OpraHax MECTHOrO CaMOYIpaBIEHUS
[lecTpeunHCKOrO0 ~ MyHUUHMIAIbHOTO  paiioHa  PecnyOnuku ~ Tartapcran
(mpunosxxenne Nel).

2. Ony6nMKoBaTh HACTOSIEE MMOCTAHOBJIEHUE Ha O(PUIIMATEHOM MOpTaJie MPaBOBOM
undopmaruu  PecriyObnmuku  Tarapcran  (www.pravo.tatarstan.ru) u  Ha
opuIaIbLHOM caunre ITecTpeunHckoro MYHULUITAIBHOTO parioHa
(www.pestreci.tatarstan.ru).

3. KOHTpOJb 32 UCIIOJIHEHHEM HACTOSIIETO MOCTAHOBJIEHUS BO3JIOKUTHh HA TIEPBOTO
3aMeCTHUTeNIl pPyKOBoAUTENS VICHONHUTETPHOTO KOMMTETa MYHUIIMIAIBHOTO
paiiona A.Jl. CaburoBa.
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PEI'JIAMEHT 11O AHAJIU3Y U YCTAHOBKE OBHOBJIEHUH
BE3OITACHOCTHU ITPOI'PAMMHBIX, ITPOI'PAMMHO-AIIITIAPATHBIX
CPEACTB 3AIIMTHBI TH®OPMAIIMN U UHOI'O ITPOI'PAMMHOI'O
OBECIIEYEHHUSA B OPI'TAHAX MECTHOI'O CAMOYIIPABJIEHUA
NECTPEUMHCKOTI'O MYHUIIUIIAJIBHOT' O PAHOHA PECIYBJIUKHA
TATAPCTAH
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1. OBIIUE ITOJTOXXEHUSA

1.1. HacTosimuii perjiaMeHT 1Mo aHaJu3y W YCTAaHOBKE OOHOBJICHHWI 0€301acCHOCTH
IPOrPaMMHBIX, MPOrPaMMHO-ANIMAPATHBIX CPEJACTB 3allUThl HMH(QOpPMAIMK U HMHOIO
nporpaMmMHoOro ooOecneueHus: (nanee — PeriameHT) pa3paboTaH B COOTBETCTBUU C
Meroaukoil TecTUpoBaHUSI OOHOBJIEHUH O€30MACHOCTU MPOrPaMMHBIX, MPOTPAMMHO-
anmnapaTHbix cpenctB yrBepxkaeHHon @CTIK Poccun ot 28 oktsi6ps 2022 r.

1.2. PeriaMeHT ompenenseT MOPSIOK W COAEpKaHHe padOT MO TECTUPOBAHUIO
IPOrpaMMHOTO OOECMEeYEeHUs, B TOM YHCJIE€ C OTKPBITBIM HCXOJHBIM KOJOM,
MpEHA3HAYEHHOTO [l  YCTPAaHEHMsI YSI3BUMOCTEM MPOrpaMMHBIX, MPOTPAMMHO-
amnmapaTtHbIX CpeACTB (majgee — OOHOBJIEHUS O€30MacHOCTH), MPUMEHSIEMBIX B
UH(OPMAITMOHHBIX ~ CUCTEMaX, HH(POPMAIMOHHO-TEIIEKOMMYHUKAIMOHHBIX  CETSX,
ABTOMATU3MPOBAHHBIX CHCTEMAaX YIpPaBIEHUs, B TOM YHCIe PYHKIMOHUPYIOIIUX Ha 0aze
UH(OPMAITMOHHO-TEIICKOMMYHHUKAIIMOHHON ~ MHPPACTPYKTYpbl  IIEHTPOB  00pabOTKU
JAHHBIX (1anee — UHPOPMAIIUOHHBIE CUCTEMBI).

PernameHT MoOeT OBITh HUCHOJIB30BaH JII TECTHPOBAHUA HHBIX OOHOBJIEHUU
OpPOrpaMMHBIX, MPOrPAMMHO-AIIAPATHBIX  CPEACTB MO  PEHIEHUIO  OomepaTopa
MH()OPMAITMOHHOU CUCTEMBI.

1.3. Hacrosiumii  PeriiamMeHT  MNOOJEKUT  NPUMEHEHUIO  OIlEepaTopamu
UH(OPMAITMOHHBIX CHUCTEM TMPU MPUHITHH HMH MEpP IO YCTPAHEHUIO YSI3BUMOCTEU
MPOTPAaMMHBIX,  IPOTPAaMMHO-ANMapaTHBIX  CPEACTB  HMH(POPMAIIMOHHBIX  CUCTEM
B COOTBETCTBUM C TpeOOBaHUSAMH O 3amuTe UWHOOPMAIMH, COJepKalencs
B TOCYJAapCTBEHHBIX WH()OPMALMOHHBIX CHUCTEMax, TPEOOBAaHUSMU IO OOECIEUEHUIO
0€30MacHOCTH 3HAYMMbIX OOBEKTOB KPUTHUYECKOH MH(GOPMAIMOHHON MH(GPaCTPYKTYpbl
Poccuiickonn ®enepanun, a TakKe€ WHBIMA HOPMATUBHBIMU IPAaBOBBIMH aKTaMH
u MetoandeckuMu fokymenramu @CTIK Poccun.

1.4. VYcrpaHeHue ySA3BUMOCTEH B CEePTUPHUIIMPOBAHHBIX  MPOTPAMMHBIX,
MPOTpaMMHO-AMMAPAaTHBIX ~ CPEACTBAX  3aUThl  WHPOpMAMH  0OecTeunBacTCs
B MPUOPUTETHOM TMOPSAJIKE U OCYIIECTBISAECTCS B COOTBETCTBUM C SKCIUTyaTal[MOHHOU

JOKyMEHTAIMEN Ha HUX, a TAaKXKEe C PEKOMEHIAIMSIMH pa3padoTIHKa.
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1.5. Pemenne 00 ycTaHOBKE MPOTECTHPOBAHHBIX OOHOBICHUI O€30MacHOCTH
NPUHUMAETCA OMepaTopoM HH(MOPMALMOHHOW CHUCTEMBI C YYETOM pe3yJbTaToOB
TECTUPOBAHUS W OICHKU PUCKOB HapylIeHUS (PYHKIIMOHHPOBAHUS HH(POPMAIIMOHHOMN
CUCTEMBI OT YCTAHOBKHU TaKUX OOHOBJICHHIA.

1.6. B Pernmamente HMCHONB3YIOTCS TEPMUHBI U OINPEICIICHUS, YCTAHOBIICHHbBIE
HanroHanbHbIMU cTangapTamu ['OCT P 50922-2006 «3ammura uadopmaiiuu. OCHOBHbBIC
tepmusbl U onpeneneausn», [OCT P 56545-2015 «3ammra undopmarmu. Y si3BUMOCTH
uHpopmalmoHHbx cucteM. [IpaBuna onucanus yszsumoctein», 'OCT P 56546-2015
«3Bammra wuHOpPMaUUU. YSI3BUMOCTH HWHGOPMAIMOHHBIX cucTteM. Knaccudukarus
YS3BUMOCTEN MH()OPMALMOHHBIX CHUCTEM» U HHBIMA HAIMOHAJIBHBIMU CTaHAApTaMU B

obJiacTu 3anuThl HHGOPMAIIUKA U 00ecTieueHHs] HH(POPMAIIMOHHOM 0€30MacHOCTH.
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2. IMOPSJIOK AHAJIN3A OBHOBJIEHUM BE3OITACHOCTHA
IMPOT'PAMMHBIX, TIPOTPAMMHO-AIIITAPATHBIX CPEACTB

2.1. Ananu3 oOHOBIEHHI 0€30IIaCHOCTU IPOBOAUTCA C LEIbI0 CBOEBPEMEHHOIO
BBISIBJICHHSI B HUX TOTEHIMAIBHO OMACHBIX (PYHKIIMOHAIBHBIX BO3MOKHOCTEH,
HE3aJCKIapUPOBAHHBIX  Pa3pabOTUMKOM IMPOrPAaMMHBIX, I[POTrPaMMHO-AIIAPATHBIX
CPEICTB, B TOM UHCJE I[OJUTUYECKUX OAHHEpPOB, JIO3YHIOB, NPHU3bIBOB U HWHOU
MPOTUBOMPABHON HHOpMAINH (Jaliee — HeJeKJIapUPOBAHHBIE BO3MOKHOCTH).

2.2. Ananusy noaJyiexar 0OHOBJIEHUS 0€3011aCHOCTH, HAllpaBJICHHbIEC HA YCTPAHEHUE
VS3BUMOCTEH, YpPOBEHb KPUTHYHOCTH KOTOPBIX ONpPENENeH B  COOTBETCTBUU
¢ Metoaukol TECTUpOBAHUSI OOHOBJIIEHHI O€30MAaCHOCTH MPOrPAMMHBIX, POTPAMMHO-
anmapaTHbix cpenctB yrBepxkaenHon @CTIK Poccun ot 28 oktsi6ps 2022 r.

2.3. Jlma uened HACTOSIIETO pErjJaMEHTa K IPU3HAKAM HEICKJIapUPOBAHHBIX
BO3MOKHOCTEM OOHOBJIEHUI 0€301aCHOCTU OTHOCSITCSL:

a) MONbITKU oOpaleHui K (ainoBoil cucreMe, 6a3aM TaHHBIX, 3JIEKTPOHHOU MOYTE
U JIpyroil mHpOpMalMHM, HE HMEIOIIME OTHOWICHHS K (PYHKIUMOHAITY OOHOBIISIEMBIX
IPOrPAMMHBIX, IPOIPAMMHO-AIIIAPATHBIX CPEJICTB;

0) HEJOKYMEHTHUPOBAHHbIE OOpAIeHUs] K CTOPOHHUM (HEH3BECTHBIM ONEPATOPY)
CEeTEBBIM aJapecaM M JIOMEHHbIM HMEHaM, HE OTHOCIIIMMCS K OIepaTopy
UH(OPMAITMOHHON CUCTEMBI;

B) CHCTEMHBIE BBI3OBBI, XapaKTEpHbIE JJISI BPEIOHOCHOIO MPOTrPaMMHOTO
oOecrieueHus (HampuMmep, TOMBITKKA 3arpy3ku u3 cetu «MHTepHer» OMOIMOTEK U
MPOrpaMMHBIX [AaKETOB, HE HMMEIOUIMX OTHOIICHHS K (DYHKIHOHANTY MPOrpaMMHOIO
oOecrieueHus, MOMNBITKM TIepexBaTa CETeBOro Tpaduka Jpyroro MNpPOrpaMMHOIO
oOecrnie4yeHus, MONbITKM MOHUTOPUHTA JEHCTBHI MOJIB30BaTENEH C APYTUM MPOTPaMMHBIM
obecrieyeHuEeM);

I) NOTEHUUAIbHO OINACHble H3MEHEHHs B (ailyloBON cCHCTEeME B pe3yJbTaTe
YCTaHOBKHM OOHOBJICHHSA, B TOM YHMCJE 3arpy3ka M yCTaHOBKAa HEIOKYMEHTHPOBAHHBIX
IpPOrpaMMHOr0 oOecreyeHus, ApaBepoB U OUOIMOTEK, HE UMEIOIIHUX OTHOLIEHUS K
(GyHKIIMOHATY OOHOBISIEMOTO TPOrPAMMHOT0, TPOTrPAMMHO-AMNIAPATHOTO CPENICTBA;

) W3MEHEHUS KOHQUrypaluu cpeapl (DYHKIIMOHMPOBAHUSA, HE UMEIOIINe
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OTHOIIECHUS K OOHOBISIEMOMY MPOTPAaMMHOMY, HPOrpPaMMHO-AINIMapaTHOMY CPEACTBY
(Hampumep, MOSIBIICHHE HOBBIX aBTOMATHYECKH 3aTrPy»KaeMbIX IPOTpamMm);

€) OTKIIOUYEHHE CPEACTB 3alluThl HHPOpMAMK U (PYHKIUNH OE30MacCHOCTH
uH(bOpMaInu.

2.4. Anamu3  oOHOBJIEGHMM  0€30MacHOCTH  OpraHusyercss  (IPOBOJUTCS)
CIIeMAIUCTaMU TI0 3amuTe nHpopmaruu (MHGOPMaIlMOHHON 6€30IIaCHOCTH) oreparopa
WH(GOPMAIIMOHHON CHUCTEMBI (Jlajiee — UCCIIEA0BATENb).

2.5. Ananu3 oOHOBIIEHUH O€30MaCHOCTH BKJIIOYAET:

a) MOJATOTOBKY K MPOBEACHUIO TECTUPOBAHMS OOHOBJICHUI 0€30MaCHOCTH;

0) MpoBeJICHNE TECTUPOBAHUS OOHOBJIEHUN 0€30MMacCHOCTH;

B) o(hopmileHUE pe3ynbTaTOB TECTUPOBAHMS OOHOBIEHUI 0€3011aCHOCTH.

2.6. lloarotoBka K TMpoBeAeHUI0O AHainu3a OOHOBJIEHUII 0e30MacHOCTU
OpeaycMaTpuBaeT IoJyyeHUue OOHOBJIEHHUS O€30MacCHOCTH U TOATOTOBKY CpEabl
TECTUPOBAHUS.

CriocoObl oJTy4eHHs] OOHOBJIEHUI 0€30MaCHOCTH ONPEAEIISIOTCS UCCIIEI0OBATENIEM,
UCXO/s U3 €T0 BO3MOXHOCTEH, U HE pacCMaTpUBAIOTCs B 1TaHHOM Periamenre.

Ananu3 oOHOBIIEHUH 0€30M1aCHOCTH MTPOBOAUTCSA B CIEAYIOIINX Cpeaax:

a) HUCCJENOBAaTeIbCKOM CTEHJE, CHELHMATbHO CO3JaHHOM Ui TECTUPOBAHUS
OOHOBJIEHNH 0€30IMaCHOCTH WJIM MHBIX LIEJIEH;

0) TecTOBOI 30HE MHPOPMALIMOHHON CUCTEMBI (KIIECOUHULIEY );

B) MH(POPMAIIMOHHOM cucTeMe, (YHKIIMOHUPYIOLIEH B IITATHOM PEXKHUME.

Breibop cpenmbl  TecTHpoBaHUS OOHOBICHHI OE30MACHOCTH  OCYIIECTBIISET
HCCIIeIOBaTeNlb, MCXOJS M3 €ro TEXHUYECKMX BO3MOXKHOCTEH M Yrpo3 HapylIeHHUS
byHKIIMOHUPOBaHUS HHGOPMAITMOHHON CUCTEMBI.

2.7. llpu mnpoBeneHUU aHajlv3a OOHOBJICHUN OE30MaCHOCTH B COOTBETCTBUU
C HACTOSIIIMM PerimaMeHToM JT0JKHBI TPUMEHSATHCS HHCTPYMEHTAIBHBIE CPEICTBA aHATTN3a
U KOHTPOJIS, (PYHKIIMOHAJIbHBbIE BO3MOXKHOCTH KOTOPBIX OOECIEUMBAIOT pPEaTU3alUIo
MOJIOKEHUN  HacTosimero PermameHTa, UWMEIONIME TEXHUYECKYIO TOIACPKKY U
BO3MOXKHOCTh aJantaiuu (A0paboTKM) MoJ OCOOEHHOCTH MPOBOJUMBIX TECTHUPOBAHUH,

CBOOOJHO pachpoCTpaHsieMble B HCXOJHBIX KOJaX WM CPEJACTBA TECTHUPOBAHUS
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COOCTBEHHOI pa3paboTku. PekomeHmyeTcss MPUMEHSATh WHCTPYMEHTAJIbHBIE CpEICTBa
aHaJlu3a U KOHTPOJsS, HE HMMEIOIUE KaKUX-IUOO OrpaHMYCHUN MO HUX NPUMEHEHHUIO,

afganTanuu (1opadboTku) Ha Tepputopun Poccuiickoit deneparuu.
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3. COIEPKXAHUE PABOT 11O AHAJIN3Y OFHOBJIEHUM
BE30OITACHOCTHU INTPOI'PAMMHBIX, ITPOI'PAMMHO-
AIIITAPATHBIX CPEACTB

3.1 OOmme TpeOGOBaHUSA K NPOBEIEHUI0 TECTUPOBAHUS

3.1.1. B xome mnpoBeieHUs aHaiu3a OOHOBIECHUN OE30MACHOCTH JIOJKHBI
BBITIOJIHATHCS CIEAYIOIINE TECTHI:

a) CBEpKa UJICHTUYHOCTH OOHOBIICHHUI 0€301aCHOCTH;

0) nmpoBepKa MOJIMHHOCTH OOHOBJICHHM 0€301TaCHOCTH;

B) aHTUBUPYCHBI KOHTPOJIb OOHOBJIEHUI O€301aCHOCTH;

T') IOMCK OMACHBIX KOHCTPYKUUU B OOHOBJIEHUAX O€30IIaCHOCTH;

)  MOHHMTOPUHI  aKTUBHOCTM  OOHOBJEHUM  0O€30macHOCTH B  Cpele
(YHKIMOHUPOBAHUS;

¢) py4YHOU aHaIu3 OOHOBJIEHUM 0€30MacHOCTH.

3.1.2. IlpuBenenusble B myHKTe 3.1.1 HacTosero PernamenTa TeCTbl BHITOTHSAIOTCS
M0 PEIICHUI0 WCCIEI0BATENsl, HCXOId U3 BO3MOXXHOCTH TOJYYCHHS OOHOBJICHHI
0€30MacHOCTH pa3HbIMHU CHIOCOO0aMU W (MJIM) M3 Pa3HBIX UCTOYHHUKOB B PACIAaKOBAHHOM
(pacumidpoBaHHOM)  BHJE,  BO3MOXXHOCTHM  HCCJIEAOBATeNsl MO  paclakoBKe
(pacmmmdpoBaHri0) OOHOBIICHHM 0€30MAaCHOCTH, a TaK)Ke HaJIUYHS WHCTPYMEHTAJbHBIX
CpelncTB aHanu3a (KOHTPOJS) M MHBIX TEXHUYECKUX BO3MOkHOcTed. I[lo pesymnbpraTam
TECTUPOBAHMS UCCIIEIOBATEIh OMMMCHIBACT PE3YNIBTATHl KAKIOTO IIPOBEICHHOTO TECTA.

3.1.3. B cnydae BbISIBJICHUS HCCIEIOBATEIEM MPU3HAKOB HEICKIAPUPOBAHHBIX
BO3MOXKHOCTEH B XOJC MPOXOXIACHHUS TECTa, OHU JOJKHBI OBITh MpPOAHATM3UPOBAHBI

NyTeM PYYHOI'O aHajJu3a OOHOBIIEHUN O€30MaCHOCTH.
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3.2 CBepka HIEHTUYHOCTH OOHOBJIEHUI 0€30MaCHOCTH

3.2.1. CBepka MOEHTHYHOCTH OOHOBIICHUUN OE30MACHOCTH MPOBOJUTCS B Clydae
BO3MOKHOCTH TIOJTy4eHHsI OOHOBJICHUN 0€30MaCHOCTH pa3HbIMHU crioco0aMu U (UJIK) U3
Pa3IMYHBIX UCTOYHUKOB.

3.2.2. CBepka UACHTUYHOCTH OOHOBJICHUI 0€30MaCHOCTH MIPeayCMaTPUBAET:

1) monyuyeHune 0OHOBJICHUS 0€30MMACHOCTH Pa3HBIMU CITIOCOOaMU U (UJIK) TIOJTyYSHHUE
OOHOBJICHUN ©€30MacHOCTH M3 Pa3IWYHBIX HCTOYHUKOB (Hampumep, ¢ [P-aapecos,
pacnoJioKeHHbIX Ha TeppuTopun Poccuiickoii denepainu, a TakkKe 3a €€ MpeesiaMn);

2) pacdeT KOHTPOJIbHBIX CYMM OOHOBJIEHUN 0€30MaCHOCTH, MOJYUYECHHBIX Pa3HBIMU
criocodamu U (W) U3 pa3InyHbIX HICTOYHUKOB;

3) cpaBHeHHE OOHOBJIEHHMI 0€30MaCHOCTH, MOJYYEHHBIX Pa3HBIMU CIOCOOAMH U
(W) U3 pa3HBIX KICTOYHUKOB, ITyTEM CPABHEHHS MX KOHTPOJIBHBIX CYMM.

3.2.3. [lo pe3ynbraram BBINOJHEHUS TECTa JOJKEH OBITH CelaH BBIBOJI 00
UJICHTUYHOCTU OOHOBJICHUI 0€30IaCHOCTH, OJYUYEHHBIX pa3HbIMH CIIOCOOaMU U (WUJIH) U3
pa3HBIX UCTOYHHKOB. B cilyuae CXOXAEHHS KOHTPOJBHBIX CyMM OOHOBIIGHHH TecT
CUMTAETCS YCIEUTHO IPONICHHBIM.

3.2.4. B ciiy4ae BBISIBJICHUSI HECOOTBETCTBUI B KOHTPOJIbHBIX CyMMaxX OOHOBJICHHM
0€30MacHOCTH, YKa3aHHbIE OOHOBJICHUS O€30MTACHOCTH JOJIKHBI OBITH MPOAHATU3UPOBAHBI

MyTeM PYYHOT'O aHajInu3a OOHOBIICHUN O€30MaCHOCTH.
3.3 IIpoBepka mOAJIMHHOCTH OOHOBJIEHUI 0€30M1ACHOCTH

3.3.1. [IpoBepka MOAIMHHOCTH OOHOBIICHUN O€30MAaCHOCTH MPOBOJUTCS B CiIydae
HaJIMYus y UCCJIEA0BATENS BO3MOXHOCTHU MOJYYUTH (Paiia(bl) OOHOBIEHUSI OE30MIaCHOCTH
B pacmakoBaHHOM (pacuiudpoBaHHOM) BHAE JO €ro YyCTAaHOBKM B  Cpele
(GYHKIIMOHUPOBAHUS, a TakkKe TMpHU HAIMYUKA TPEJOCTABIIEMBIX Pa3padOTIYNKOM
OOHOBJIEHUSI IUTATHBIX CPEJACTB NPOBEPKH MOIMHHOCTU (aina(oB) OOHOBIEHUS
0€301MacHOCTH.

3.3.2. [IpoBepka NOITMHHOCTH OOHOBJICHUI TTPEAYCMaTPUBACT:

1) pacnakoBky (pacudpoBanue) ¢aiisia(oB) 0OHOBJICHUST OE30MTaCHOCTH;

2) ompesiesieHHe KPUTEPUEB TPOBEPKH TMOIMHHOCTH (paitina(oB) OOHOBICHUS
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Oe3onacHocTH. B kauecTBe KpuTepHUeB MPOBEPKH MOIMHHOCTU (aitina(oB) 0OHOBIEHUS
MOTYT BBICTYNAaTh KOHTPOJBHBIE CYMMBI (ailioB, 3JeKTpoHHAs IM(GPOBas MOAIKCH
daiiloB WIM HWHBIE KPUTEPUU TPOBEPKH TOJJIMHHOCTH (hailia(oB) OOHOBIICHHS
0€30MMacHOCTH, IPEIOCTABIISIEMbIE €0 Pa3padOTYNKOM.

3.3.3. ®aiin cumrTaeTcs MOUIMHHBIM, €CIIA KPUTEPUN MPOBEPKH MOJITHHHOCTH
daiina(oB) 0OHOBJIEHUS O€30MACHOCTH, OIPECICHHBIN HCClenoBaTeieM, HICHTHYCH
KPUTEPHUIO, TPEAOCTABICHHOMY pa3paboTUMKOM OOHOBIEHHUsS Oe3omacHocTH. B ciyuae
YCTAHOBJICHUsI TOJVIMHHOCTH (haityia(0B) OOHOBJIEHUS OE30MACHOCTU TECT CUYUTACTCS
YCIIEIIHO ITPOWICHHBIM.

3.3.4. B ciyyae HEYCICIIHOTO TMPOXOXJEHHUS TecTa, ¢ai(bl) OOHOBICHUMN
0€30MacHOCTH, B KOTOPBIX BBISIBIICHBI HApPYIICHUS MOJJIWHHOCTH WJIH TOJIMHHOCTD
KOTOPBIX HEBO3MOKHO MPOBEPHTH, JOJKHBI OBITH MPOBEPEHBI MyTEM PYYHOTO aHAIIN3A

O0OHOBJIEHHUS 0€30MaCHOCTH.
3.4 AHTHBHMPYCHBIH KOHTPOJIb OOHOBJICHH 0€30MACHOCTH

3.4.1. AHTUBUPYCHBIH KOHTPOJIb OOHOBJICHHMM O€30MAaCHOCTU 3aKJIIOYaeTCs B
BBISIBICHUU BPEIOHOCHBIX KOMITBIOTEPHBIX TMporpamMM (BHPYCOB) B HCCIETyEeMOM
0OHOBNIEHUN 0E30MMaCHOCTH C HWCITOJB30BAaHUEM CpPEIICTB aHTUBHUPYCHOW 3amuThl. Jliis
IIPOBENICHUS aHAIM3a HEOOXOAMMO HUCTIOIB30BaTh HE MEHEE JBYX CPEJCTB aHTUBUPYCHOM
3aIUTHI Pa3HBIX Pa3pabOTUYMKOB.

3.4.2. AHTUBHPYCHBII KOHTPOJIb OOHOBJIEHHUI 0€30MaCHOCTH MPEeIyCMaTPUBAET:

1) mpoBepKy 0OHOBJICHU OE30ITACHOCTH CPEACTBAMH aHTHBHUPYCHOM 3aIIUTHI 0 UX
YCTaHOBKH,

2) TpOBEACHWE CHUTHATYPHOTO W OSBPHUCTUYECKOTO aHajgu3a COACPKUMOTO
OTIepaTUBHOM MaMsITH, (PaillIOBON CUCTEMBI U 3aTPy309HBIX CEKTOPOB BCEX UCIIOIB3YEMBIX
HOCHTEIIeH HH(DOPMAITUH TI0 3aBEPIICHUIO YCTAHOBKH OOHOBJICHHS 0€30IMaCHOCTH.

3.4.3. TecT cuuTaercs yCHEIIHO MPOWJICHHBIM B CIydyae OTCYTCTBUSI MPU3HAKOB
BPEJIOHOCHOM aKTUBHOCTH B (paitiax 0OHOBJICHHI 6€30MaCHOCTH M B CAMOM MTPOTPaAaMMHOM
obecrieyeHuu Mocje YCTaHOBKH OOHOBJIEHUM 0€30MacHOCTH.

3.4.4. B ciyyae HEYCIIEUTHOTO TMPOXOXACHUS Tecta, Gaii(pl) OOHOBICHHIA
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6630H3CHOCTI/I, B KOTOPbIX BbIABJICHBI IIPU3HAKH BpeI[OHOCHOI\/'I AKTHUBHOCTH, JOJDKHBI OBITh

MPOaHATM3UPOBAHBI ITyTEM PYYHOTO aHaJM3a OOHOBIIEHUH OE€30MaCHOCTH.
3.5 Ilonck onmacHbIX KOHCTPYKIHUI B 00HOBJIEHUAX 0€30MACHOCTH

3.5.1. Ilonck omacHBIX KOHCTPYKITUK B OOHOBIIEHUSAX O€30MaCHOCTH MIPOBOJIUTCS B
cillyyae HaJu4Msl y HUCCJENOBaTeNsi BO3MOXKHOCTU MONY4YUTH (aiti(bl) OOHOBIEHUS B
pacnakoBaHHOM (paciiu(poBaHHOM) BUJE 10 WM MOCJE YCTAHOBKH OOHOBJICHUSI B CpEJIe
(YHKIITMOHUPOBAHUS.

3.5.2. Tlouck onacHbIX KOHCTPYKIHMH B  OOHOBJIEHHUSX  0OE€30MAaCHOCTH
MpeayCMaTpPUBAET:

a) TIOMCK OMAaCHBIX KOHCTPYKIMUA B OOHOBJICHHSIX O€30MACHOCTH C MPUMEHEHUEM
UHIMKATOPOB KoMmrpomeTanuu, Y ARA-npaBuit u qpyrux crnoco0os;

0) KOHTEKCTHBIM IIOMCK TMOJHUTUYECKHX OAHHEpPOB, JIO3yHTOB M JPYrou
IPOTHUBOIIPaBHOM MHGOPMAIIKY B OOHOBJICHUSIX 0€30M1aCHOCTH.

3.5.3. Tect cuuTaercs YCHNEMIHO TNPOWJIECHHBIM B Ccllyyae, €CJIM OIacHBIC
KOHCTPYKITUY HE BBISBIICHBI.

3.5.4. B ciyyae HEYCIEUIHOTO TMPOXOXACHUS Tecta, Gaii(pl) OOHOBICHHI
0€30MacHOCTH, B KOTOPBHIX BBISBJICHBI ONACHBIE KOHCTPYKIIMH, JOJDKHBI —OBITh
IPOAHATU3UPOBAHBI ITyTEM PYYHOTO aHaIM3a OOHOBJIECHUHN 0€30MacHOCTH.

3.5.5. Ilpu mnpoBeneHUM pPYYHOTO aHAJIM3a HCCICAOBATEIEM JOJDKHO OBITh
MCCJICIOBAHO HA3HAYCHWE BBISBICHHBIX OMACHBIX KOHCTPYKIIMH, IMOATBEP)KICHA WIIH

OIPOBEPTHYTA UX OMACHOCTb.

3.6 MOHUTOPUHI AKTHMBHOCTH OOHOBJIEHHH 0€30IMaCHOCTH B cpejae

TeCTUPOBAHUA

3.6.1. MOHUTOPUHT aKTUBHOCTH OOHOBIIEHN O€30TIACHOCTHU B CPEJIe TECTUPOBAHUS
3aKJII0YAETCS B MOJYYEHUH U aHaIM3€ CBEACHUH O TIOBEJACHUH OOHOBIISIEMOTO
MPOTPaMMHOT0, IPOrPaMMHO-AIIAPATHOTO CPEJCTBA B PE3YyJbTAaTe €r0 B3aUMOICHCTBUA

co cpenoit GyHKIMOHUPOBAHUS WK IPYTUMH IPOTpaMMaMU, a TaK)Ke aHaJN3€ CBEICHHIMA
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O B3aUMOJCHCTBMM KOMIIOHEHTOB OOHOBJIEHHOIO MPOTPAaMMHOTO, MPOTPaMMHO-
anmnapaTHOro CpeiCTBa.

3.6.2. MOHUTOPUHI aKTUBHOCTH OOHOBJIEHMM O€30IIaCHOCTH B  Cpefe
(YHKIITMOHUPOBAHUS MPOBOJIUTCS MPU HATHUYUU BO3MOXHOCTH YCTAHOBKH HEOOXOAUMBIX
MHCTPYMEHTOB B CpE€IE€ TECTUPOBAaHUS OOHOBIIIEMOIO MPOTrPaMMHOIO, MPOrPaMMHO-
anmnapaTHOrO CPE/ICTBA.

3.6.3. MOHUTOPUHT aKTUBHOCTH OOHOBJIEHUI O€30IIaCHOCTHU B CPEJI€ TECTUPOBAHUS
peycMaTpUBaeT HEOOXOAUMMOCTb ITPOBEICHUS:

a) aHaiau3a pe3yJbTAaTOB BBINOJIHEHUS CHCTEMHBIX BBI30BOB OOHOBJIEHHOTO
MIPOTPAMMHOT0 00€CTICUCHUS;

0) aHaiM3a TMOJY4YaeMbIX U OTHPABISEMBIX OOHOBIIEHHBIM IPOTPAMMHBIM,
MIPOrpaMMHO-ANINAPATHBIM CPEJICTBOM CETEBBIX IMAKETOB;

B) aHajM3a cocTaBa (aillIoBOMl CHUCTEMBI O M TOCIE YCTAaHOBKU OOHOBJICHUS
IPOrpaMMHOr0, IPOTPaMMHO-aNNIapaTHOIO CPECTBA;

I') CHTHATyPHOI'O ITIOMCKA U3BECTHBIX YSI3BUMOCTEM.

3.6.4. Tect cuuTaercs yCHEUIHO NPOHJECHHBIM, €CIM B XOJA€ MOHUTOPHHIA
AKTUBHOCTHU OOHOBJIEHUI O€30IaCHOCTH B CPEJI€ TECTUPOBAHUS HE BBISIBJICHO MPU3HAKOB
HEJECKJIAPUPOBAHHBIX BO3MOKHOCTEN.

3.6.5. B ciywyae HEyCIEUIHOTO TMPOXOXACHUS Tecta, Gani(bl) OOHOBICHHI
0€30MacHOCTH, B KOTOPBIX BBISIBIIEHBI MPU3HAKK HEJIEKJIAPUPOBAHHBIX BO3MOXKHOCTEM,

JIOJKHBI OBITH MPOAHATM3UPOBAHBI ITyTEM PYYHOTO aHAJIM3a OOHOBJICHHM 0€3011aCHOCTH.
3.7 Py4Hoii aHaIM3 00HOBJIEHU 0€30MMACHOCTH

3.7.1. PyuHoli aHanu3 oOHOBJIEHU 0€30MacHOCTH MPOBOJUTCSA B CIy4ae, €Clid IO
pe3ynbTaTam BBIIOJHEHUS TECTOB:

a) BBISIBICHBI pa3iuuusi B OOHOBIEHUSX O€30MACHOCTH, MOJIYYEHHBIX PAa3HBIMU
crioco0amMu U (WJIM) U3 Pa3HbIX HCTOYHUKOB;

0) HEyCIEIIHO MPOJICH TECT MOTUHHOCTH (aitina(oB) OOHOBIIEHUS OE30MTACHOCTH;

B) BBISBJICHBl NPHU3HAKU BPEIOHOCHOW aKTUBHOCTH B (haiiylax OOHOBJIEHUS

0e3011acHOCTH B PE3YJIbTATC AHTUBHUPYCHOI'O KOHTPOJIAA MM MOHHUTOPHUHI'A daKTHBHOCTHU
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OOHOBJIEHHUS O€30MACHOCTH B cpefie (PyHKIMOHUPOBAHUS;

') 0OHapYKEHBI OMACHBIE KOHCTPYKIIHH.

3.7.2. PyuHoli aHaiM3 OOHOBJICHUN OE30MACHOCTH IMPOBOJUTCS B OTHOILICHUH
KOMITOHEHTOB OOHOBJICHHI 0€30MacHOCTH, B KOTOPBIX MO pPE3yJbTaTaM MPOXOXKICHUS
NEPEUYUCIIEHHBIX BBIIIE TECTOB BBISBIEHBI yKa3aHHble B NyHKTe 3.7.1 HacTosiero
Pernamenra ycnoBus.

B ciywae eciau pyyHO#l aHaIM3 MPOBECTH HEBO3MOXKHO, UCCIIENOBATENEM JIENIaeTCs
BBIBOJI O HalW4YMM B OOHOBJICHUM OE€30MAaCHOCTH MPHU3HAKOB HEACKIapUPOBAHHBIX
BO3MO>KHOCTEM.

3.7.3. PyuHoii aHanu3 0OHOBIJIEHHS 0€30MMaCHOCTH IIPEe1yCMaTPUBAET:

a) aHaJu3 JOTMKU padoThl (B TOM YUCIIE IU3aCCEMOIMPOBAHNUE WU I€KOMITHJIALIUS
OMHAPHOT0 KOJa IPU HAJIMYMKU COOTBETCTBYIOLIUX BO3MOKHOCTEN );

0) wuccregoBaHUE KOMIIOHEHTOB OOHOBJICHUSI O€30MaCHOCTH C  TOMOIIBIO
OTJIAJYMKOB U TPACCHPOBLIUKOB;

B) IPOBEPKU HAJIW4YUS B OOHOBJICHMHM O€30MAaCHOCTH KIIIOUEBOW HWH(MOpMauu
(maposneil, CeKpeTHBIX KITI0YEH U Ipyroil 4yBCTBUTEIILHON HH(OPMAITUN);

I) CTaTUYECKOT0 M AMHAMUYECKOTO aHaiu3a (IpU HaJU4YMH HCXOJHBIX KOJOB
0OHOBJIEHUH 6€30MaCHOCTH).

3.7.4. 1o pe3ynbraram NPOXOXKACHHUS TECTAa UCCIIENOBATEIEM JIEJIAETCA BBIBOJ O
MOATBEP)KAECHUM  HAJU4Usl WM  OTCYTCTBUSA  BBISIBICHHBIX paHee IPU3HAKOB
HEIECKJIapUPOBAaHHBIX BO3MOXKHOCTEH B KOMITOHEHTE(aX) OOHOBJISIEMOTO MPOTrPaMMHOTIO,
MIPOrpaMMHO-ANMapaTHOTO CPEICTBA.

3.7.5.B cnywae ecnu mo pesyjibTaTaM pPYYHOIO TECTHUPOBAaHUS B OOHOBJICHHH
0€30MacHOCTH  BBISIBJICHBI BPEIOHOCHOE IMpOrpaMMHOE obOecrieueHue U (WIN)
HEJCKJIapUpPOBAaHHbIE  BO3MOXXHOCTH,  yKa3aHHas  MHpOpMALMs  HampaBiseTCs
B ®CTOK Poccun m HanmonanbHBIN KOOPAMHAIMOHHBIN LEHTP MO KOMIIBIOTEPHBIM

nanuaeHTam (HKIIKI) B cOOTBETCTBHM C YCTAaHOBJIEHHBIM PETJIAMEHTOM.
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4. OPOPMUIEHHUE PE3YJIBTATOB TECTUPOBAHUA

4.1. Pe3ynbTarsl aHamn3a 0OHOBICHHUI O€30MacHOCTH OPOPMIIIOTCS B BUIE OTUETA.
B ordyere mOMKHBI OBITHh OTPaKEHBI OINMMCAHUE TECTOBOM Cpeabl, CBeIeHUs 00
VSI3BUMOCTSIX, Ha YCTpaHEHHWE KOTOPBHIX HANpPaBICHO OOHOBJICHUE OE30MMacHOCTH,
pe3yNbTaThl KaXKJIOTO TECTa, MPOBEICHHOTO B COOTBETCTBUHU C PA3fCiioM 3 HACTOSIICTO
Permamenra.

4.2. Oryet aHasM3a OOHOBJIEHHS 0€30MACHOCTH BKIIFOYAET CIEAYIOIINE CBEACHMS:

a) HAaMMEeHOBaHUe OOHOBJIEHHS 0€30MMACHOCTH;

0) cBeneHUs O MecTe pa3MEelleHUs OOHOBJICHHSI O€30MaCHOCTH, KOHTPOJIbHBIX
cymMMax OOHOBJICHHMsSI 0€30MacHOCTH, JaTe BbIMyCKa OOHOBJICHUS O€30MaCHOCTH,
pa3paboTurke 0OHOBJIEHMs 0€3011aCHOCTH, BEPCUU IPOTPaMMHOI0 00€CIICUEHMS,;

B) CBEJCHHS 00 YA3BUMOCTSX, HA YCTPAaHEHHE KOTOPBHIX HANPABICHO OOHOBIICHHUE
0e30I1aCHOCTH;

I') HAUMEHOBAHHE MTPOBEICHHBIX TECTOB;

1) pe3yJibTaThl aHaK3a (YCHENTHO/HE YCIEITHO);

€) ONMCaHuE Pe3yIbTaTOB aHAJIN3a, BKIIIOYAsl CPEACTBA IIPOBEICHUS aHATIN3a, CPEAY
TECTUPOBAHUS, BHISIBICHHbIE MPU3HAKK HEJCKIAPUPOBAHHBIX BO3MOXKHOCTEH, OTHCAHHE
IPOBEJCHHBIX TECTOB.

43. Jlna TecroB, 1O pe3yibTaraM KOTOPBIX  BBISIBIEHBl  NPU3HAKU
HEJCKIAPUPOBAHHBIX BOZMOKHOCTEH, B OTYET TECTUPOBAHUS OOHOBIECHUI 0€30MacHOCTH
J0JDKHA OBITH BKJIFOUEHA BCS TeXHHMUYECKas MHbopmarusi, HeoOXoaumast JJis MOsSCHEHUS
BBITIOTHEHHBIX B XOJI€ MCCJIEIOBAHUS OMepaluil U pe3ylbTaToB, MOJYyYEHHBIX B XOJE
WCCIIEIOBAaHU (B TOM YHCIE BCE OTYETHl MHCTPYMEHTAIBHBIX CPEACTB aHAIM3a H
KOHTPOJIS).

B oTHOWIEHNN BBISIBICHHBIX MPU3HAKOB HEJACKIAPUPOBAHHBIX BO3MOXKHOCTEH
HCCIIEIOBATENIEM OIPENEeNSIOTCS OrPaHUYeHHs] U YCIOBHS, MPH KOTOPBIX YCTaHOBKA
OOHOBJIEHHSI O€30MACHOCTH BO3MOXHA. YKa3aHHbIE CBEACHMS BKIIOYAIOTCSI B OTYET

aHam3a OOHOBJIEHUI O€30MaCHOCTH.
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S. YCTAHOBKA OBHOBJIEHUH BE3OITACHOCTH
HHPOT'PAMMHBIX, TIPOI'PAMMHO-AIITAPATHBIX CPEJICTB 3AILIIUTHI
NHPOPMAIIMHU U UHOI'O ITPOI'PAMMHOI'O OBECIIEHEHUA

[Tpu npuHSITHH pEIIeHUs 0 Pe3yIbTaTax TECTUPOBAHUS OOHOBJICHUI 0€30MaCHOCTH
IPOrpaMMHBIX, NMPOTPAMMHO-ANNAPATHBIX CPEACTB peaTUu3yeTcsl CIEIYIOUUN MOPSI0K
onpeneneHus: BO3MOXXHOCTU YCTAHOBKM OOHOBJICHHH MPOTPAMMHBIX, MPOTrPaMMHO-
arrmapaTHbIX CPEJ/ICTB.

1. BbIBOJT 0 BO3MOKHOCTH YCTaHOBKH OOHOBJIEHHI 0€30MMaCHOCTH.

1.1. B oTHOmEHMM NPONPUETAPHBIX NPOTrPAMMHBIX, IPOTrPAMMHO-ANNAPATHBIX
CpPEACTB U CBOOOJHO PacCHpOCTPaHSAEMOro0 MPOrPAMMHOIO OOECIEUEHUsI BBIBOA O
BO3MOXXHOCTH YCTAHOBKM OOHOBJICHHS 0e30MacHOCTH (GOpMHUPYETCS Ha OCHOBE
BBITIOJTHEHUS CJICTYIOIIUX TECTOB:

— CBEpKa UJEHTUYHOCTU OOHOBJICHUN Oe30macHOCTM | (WJU) TpOBEpKa
ITOJJTMHHOCTH OOHOBJICHHI 0€30I1aCHOCTH;

— QHTUBHUPYCHBIH KOHTPOJIb OOHOBJICHUN O€30MaCHOCTU U (WJIM) TOMCK OMACHBIX
KOHCTPYKITUI 0€30MacHOCTH;

—  MOHUTOPUHT  aKTUBHOCTH  OOHOBJICHMH  O€30MacHOCTH B cpene
(GYHKIIMOHUPOBAHUSI.

1.2. B oTHOmeHuHn OOHOBJICHUN 0€30MaCHOCTH IMPOIPAMMHOTO OOECIICUCHHS C
OTKPBITBIM KOJIOM BBIBOJ O BO3MOXHOCTH YCTAHOBKM OOHOBJICHHSI 0€30MacHOCTH
(dbopMHpyeTCsi HA OCHOBE BBITIOJIHEHHUSI CIISYIOIINX TECTOB:

— MIPOBEPKA MOJJIMHHOCTH OOHOBJICHUHN O€3011aCHOCTH;

— QHTUBUPYCHBIA KOHTPOJIb OOHOBJICHUHN OE30MaCHOCTH;

—  MOHHTOPUHT  aKTHMBHOCTHM  OOHOBJIEHMH  0€30macHOCTH B Cpelne
(GYHKIMOHUPOBAHUS;

- py4HOI1 aHamu3 0OHOBJIEHUN OE30MaCHOCTH.

2. OneHka pe3yJIbTaTOB BBITIOJTHEHHBIX TECTOB.

2.1. Ecnu mo pesynbTaTaM BBIMIOJHEHHUS TECTOB PE3YyJbTaThl peaau3aliu BCEX
TECTOB SIBJISIIOTCS TIOJIOKUTEILHBIMU, OOHOBIICHHE O€30TIaCHOCTH SIBIIICTCS O€30MacCHBIM U

€T0 YCTaHOBKAa BO3MOKHA.
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2.2. Ecnu 1o pe3yabTaraMm BBINOJHEHUSI TECTOB PE3YJbTaThl peaau3allii OJJHOTO
1M 00JIee TECTOB SBJISIFOTCS TIOTCHIIMAIBHO OMTACHBIMU M HU OJTWH M3 TECTOB HE SIBJISIOTCS
OMacHbIMU, OOHOBJIEHHUE 0E€30MacCHOCTH MOXET OBbITh YCTAHOBJICHO IPHU OINPEICICHHBIX
OTPaHUYCHHUSIX.

OrpaHudeHusi ONpEAEIISIIOTCS UCCIEA0BATENEM IO pe3yJibTaTaM TECTHUPOBAHUS U
MOTYT OBbITh YTOUHEHBI OTIEPaTOPOM UH(OPMAIIMOHHON CUCTEMBI C y4E€TOM 0COOCHHOCTEN

€€ apXUTEKTYPHl U PYHKIIMOHUPOBAHUA.
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Inct cornacoBaHusa k gokymeHTy Ne 433 ot 20.06.2023

WHnumnaTtop cornacoBaHu4: MasudynnuHa 1.3, Ynpasnsawowmn genamm
CornacoBaHue nHmuumposaHo: 19.06.2023 13:19

JlucT cornacoBaHus

Twun cornacoBaHus: cMmellaHHoe

N° PUO Cpok cornacoBaHusi PesynbTat cornacoBaHma  3amevaHus
Twn cornacoBaHus: napannesnbHoe
_iCornacoBaHo
1 Kawanos V.M. - .
19.06.2023 - 15:56
CornacoBaHo
2 Cabutos A.0. -
2 20.06.2023 - 11:16
CornacoBaHo
3 Tlaenosa C.M. -
19.06.2023 - 17:00
Twn cornacoBaHus: nocrnenoBaTesibHoOe
“iMoanucaHo
4  HwukntuH B.WN. =
20.06.2023 - 13:35
[okymeHT co3aaH B anekTpoHHon chopme. Ne 433 ot 20.06.2023. UcnonHutens: Mbiwes A.B. 0 INEKTPOHHbIN

Ctpanuua 18 n3 18. CtpaHuua cosgaHa: 20.06.2023 14:46
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