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IMOCTAHOBJIEHUE
KAPAP

00 yTBep:KIeHNH PerjiaMeHTa M0 AHAJIU3Y M YCTAHOBKEe 00HOBJICHUN 0€301aCHOCTH

MPOrpaMMHBIX, IPOTPAMMHO-ANNAPATHBIX CPEJCTB 3aIUUTHI MH(POPMAIIUN U HHOTO

NMPOrpaMMHOI0 o0ecrnevyeHusi B OPraHax MeCTHOr0 caMmoynpaBJieHus JlanieBckoro
MYHUIMIIAJIBbHOIO paiioHa Pecnydoiukn Taraperan

B uensax ycunmenuss obOecredyeHHOCTH Oe€30macHOCTH HHGOpPMATU3AIUU U
HOBBIIIEHHUS  3AIIMIICHHOCTH HWHQOPMAIMOHHBIX CHUCTEM B OpraHax MECTHOTO
camoyrnpasiieHus1 JlaumeBcKoro MyHUUMIAIBLHOrO paiioHa PecrnyOmuku TatapcraH, B
coOoTBETCTBUM ¢ MeToandecknuMu nokymenTaMu @CTOK Pocenn, mocranosso:

1. VTBepauth perjamMeHT IO aHaM3y M YCTAaHOBKE OOHOBJIICHHH O€30MacHOCTH
MPOrpaMMHBIX, MPOrPaMMHO-aNMNapaTHBIX CPEICTB 3alIUThl MHPOPMALMH W HHOTO
OpOrpaMMHOr0 OOecreyeHus] B OpraHax MECTHOTO camMmoympaBieHus JlaumieBckoro
MyHUIMNIaIbHOTO paiioHa PecriyOnuku TarapcTaHn.

2. Omny0nukoBaTh HACTOAIIEE TOCTAHOBJICHHWE HA O(PHUIIMATFHOM MOpPTAaje MPaBOBOM
unpopmaruu Pecriyonuku Tatapcran B M”HGOPMAIIMOHHO-TEIEKOMMYHUKAIIUOHHOM CETH
Nutepuer mo BeO-aapecy: http://pravo.tatarstan.ru u Ha oduUIHMAIBHOM CcalTe

JlanmieBCcKOro MYHUIIMIIAILHOTO pailoHa B WH(OPMAIMOHHO-TEIEKOMMYHUKAIITMOHHON

cetn IHTepHET 10 BeO-aapecy: http://laishevo.tatarstan.ru.

3. KoHTposb 3a HCHOJHEHHWEM HACTOAILIETO IOCTAHOBIIEHUS BO3JIOXKUTH Ha
HavyaibHUKA oTaena mo padore co CMU, nndopmaTuzammu u 3amuThl UHPOPMATH3AITUU
A.T. Amuposy.

Pykosoaurens A.A. HypmyxameTtoB


http://laishevo.tatarstan.ru/

[Tpunoxenue

K MOCTAHOBJIEHUIO VICIOTHUTENFHOTO KOMUTETA
JlanieBckoro MyHUIIMIAILHOTO paiioHa

ot 16 urons 2023 Ne 1899

PeryiaMeHT 0 aHAIHM3Y U YCTAHOBKE O0HOBJICHUI 0€30MIaCHOCTH MPOrPAMMHBIX,
MPOrpaMMHO-AaNNAPATHBIX CPEACTB 3aIHMTHI HH(POPMAIIUN U HHOTO
MPOrPpaMMHOI0 00ecrneYeHus B OPraHax MeCTHOI0 CaMOyIIPaBJICHUSA

JlanieBCcKOro MyHMIMNAJBLHOTO paiiona PecnmyOauku Tarapcran

1. OBIIME ITOJTOXXEHUA

1.1. Hacrosimuuii perinaMeHT Mo aHajau3y U yCTaHOBKE OOHOBJIEHHUI 0€30macHOCTH
MPOTPAMMHBIX, MPOrPAMMHO-AIIMAPATHBIX CPEJACTB 3alUThl UHGOPMAIMA W HHOTO
nporpaMMHoro ooOecnedeHus (naiee — PermameHT) pa3paboTaH B COOTBETCTBUHU C
Meroaukoil TecTupoBaHUsI OOHOBIEHUM 0€30MACHOCTH MPOTPAMMHBIX, MPOrPAMMHO-
annapaTHbsIx cpenctB yrBepxkaeHHon @CTIOK Poccun ot 28 oktsi6ps 2022 r.

1.2. PernmameHT ompezenser NOPSAIOK U COAEpKaHHE PabOT MO TECTUPOBAHUIO
MPOrpaMMHOr0 OO€CleYeHus, B TOM YHCJIE€ C OTKPBITBIM HCXOJHBIM KOJOM,
MpPEAHA3HAYEHHOrO I  YCTpPaHEHUs YSI3BUMOCTEM MPOrpaMMHBIX, MPOrPAMMHO-
anmapaTHbBIX CpelICTB (nanee — OOHOBJIGHHS O€30MAaCHOCTH), TNPUMEHSIEMBIX B
MHQOPMAITMOHHBIX ~ CUCTeMaX, HMHGOPMAIMOHHO-TEIEKOMMYHUKAIIMOHHBIX  CETSX,
aBTOMATU3UPOBAHHBIX CHCTEMaxX YIpaBJIEHUs, B TOM duciie PYHKITMOHUPYIONTUX Ha Oaze
MH(POPMAITMOHHO-TEJICKOMMYHUKAIIMOHHON ~ MHPPACTPYKTYpbl LIEHTPOB  0OpabOTKHU
JaHHBIX (Hanee — MHPOPMALIMOHHBIE CUCTEMBI).

PermameHnT MokeT OBITh HWCHOJIB30BaH JJISi TECTHPOBAHUS WHBIX OOHOBICHUM
OPOrpaMMHBIX,  MPOrPAMMHO-AMIAPATHBIX  CPEJACTB IO  PEIICHHI0  Omeparopa
UH()OPMAITMOHHON CUCTEMBI.

1.3. Hacrosumuit  PerimamMmeHT  MOMJIEKUT  MNPUMEHEHUIO  OlepaTopamu
MH()OPMAIIMOHHBIX CHUCTEM IMPU MNPUHITHU HUMH MEP IO YCTPAHEHUIO YSA3BUMOCTEH
MPOTPAaMMHBIX,  MPOTPAMMHO-ANMAPATHBIX  CPEACTB  MH(POPMAIMOHHBIX  CHUCTEM

B COOTBETCTBUU ¢ TpeOoBaHUSIMH O 3amure HHPOPMAIUU, COJepKalehcs



B TOCYJapCTBEHHBIX HH(POPMAIIMOHHBIX CHUCTEMaX, TPEeOOBAHUSIMH IO OOECIEUEHUIO
0€30MacCHOCTH 3HAYUMBIX OOBEKTOB KPUTHUYECKOW MH(GOPMALMOHHONW HMHPPACTPYKTYpPHI
Poccuiickoit ®enepanyu, a TakXke HWHBIMM HOPMAaTUBHBIMM IPABOBBIMH aKTaMHU
u MetoguueckumMu fokyMmentamu @CTIK Poccun.

1.4. VYcrtpaneHue ys3BUMOCTEH B  CEpTU(UUUPOBAHHBIX IPOTPAMMHBIX,
OpPOrpaMMHO-AINIaPATHBIX ~ CPEACTBaX  3alMThl  HMH(OpMaLMKU  OOECIeunBaETCs
B NPUOPUTETHOM MOPSAJIKE M OCYIIECTBIISIETCS B COOTBETCTBHM C 3KCIUTyaTallHOHHOM
JOKYMEHTAIME Ha HUX, a TaKXKe ¢ PEKOMEHJAUsIMU pa3padoTUHKa.

1.5. Pemenne 00 yCTaHOBKE MNPOTECTUPOBAHHBIX OOHOBJIEHHI O€30MaCHOCTH
MPUHUMAETCS ONEPAaTOPOM HMHPOPMALMOHHOM CHUCTEMBI C YYETOM pPE3yJbTaTOB
TECTUPOBAHUS U OLIEHKH PUCKOB HapyLIeHMs] (YHKIIMOHUPOBAHUSA HH(DOPMALMOHHOU
CUCTEMBI OT YCTAHOBKHM TaKUX OOHOBJICHHI,

1.6. B PernameHTe HMCHOJB3YIOTCSI TEPMUHBI U OIPEIEIICHMS, YCTAHOBIICHHBIE
HarmoHanbHbIMU cTaHaapTamMu ['OCT P 50922-2006 «3amurta nadopmaru. OCHOBHBIC
TepMuHbl U onpeneneHus», [OCT P 56545-2015 «3ammra undpopmauu. Ysa3BUMOCTH
uHpopmalmoHHbx cucteM. [IpaBuna omucanus yszumoctein», [OCT P 56546-2015
«3amurta uHboOpMaMu. YSA3BUMOCTH HUH(GOpPMAIMOHHbIX cucteM. Kiaccudukanus
ySI3BUMOCTEN MH(GOPMALMOHHBIX CUCTEM» M MHBIMHU HAIIMOHAJIBHBIMHU CTaHAApTaMH B

obnacTu 3amuThl UHPOpMaIuu U obecrieueHrs HHPOPMaAITMOHHOM 0€301TaCHOCTH.



2. MOPSJIOK AHAJIN3A OBHOBJIEHUM BE3OITACHOCTH
IMPOT'PAMMHBIX, TIPOTPAMMHO-AIIITAPATHBIX CPEACTB

2.1. Ananu3 oOHOBJIEHMI 0€30MaCHOCTU IPOBOAUTCS C LEIbI0 CBOEBPEMEHHOTO
BBISIBJICHHSI B HUX TOTEHIMAIBHO OMACHBIX (PYHKIIMOHAIBHBIX BO3MOKHOCTEH,
HE3aJ€KIapUPOBAHHBIX  Pa3pabOTUMKOM MPOrPAaMMHBIX, I[POTrPaMMHO-AIAPATHBIX
CPEICTB, B TOM UYHUCIE IOJUTUYECKMX OAHHEPOB, JO3YHIOB, IPU3BIBOB U HHOH
MPOTUBOMPABHON HHOpMAINH (Jaliee — HeJeKJIapUPOBAHHBIE BO3MOKHOCTH).

2.2. Ananusy noaJyiexar 0OHOBJIEHUS 0€3011aCHOCTH, HAllpaBJICHHbIEC HA YCTPAHEHUE
VS3BUMOCTEH, YpPOBEHb KPUTHYHOCTH KOTOPBIX OMNpPEAEIEH B  COOTBETCTBUU
¢ Metoaukol TECTUPOBAHUSI OOHOBJIEHHI O€30MAaCHOCTH MPOTrPAMMHBIX, TPOTrPaMMHO-
anmapaTHbix cpenctB yrBepxkaenHon @CTIK Poccun ot 28 oktsi6ps 2022 r.

2.3. Jlma uened HACTOSIIETO pErjJaMEHTa K IPU3HAKAM HEICKJIapUPOBAHHBIX
BO3MOKHOCTEM OOHOBJIEHUI 0€3011aCHOCTH OTHOCSTCSL:

a) MONbITKU oOpalleHui K (ainoBoil cucreme, 0a3aM JaHHBIX, AEKTPOHHON MOYTE
U JIpyroil mHpOpMalMHM, HE HMEIOIIME OTHOWICHHS K (PYHKIUMOHAITY OOHOBIISIEMBIX
IPOrPAMMHBIX, IPOIPaMMHO-AIIIAPaTHBIX CPEJICTB;

0) HEJOKYMEHTHUPOBAHHbIE OOpaIleHHs] K CTOPOHHUM (HEM3BECTHBIM ONEPATOPY)
CEeTEBBIM ajapecaM M JIOMEHHbIM HMEHaM, HE OTHOCAIIMMCA K OIEpATopy
UH()OPMAITMOHHOM CHCTEMBI,

B) CHCTEMHBIE BBI3OBBI, XapaKTEpHbIE JJISI BPEIOHOCHOIO MPOTrPaMMHOTO
oOecrieueHus (HampuMmep, TOMBITKKA 3arpy3ku u3 cetu «MHTepHer» OMOIMOTEK U
MPOrpaMMHBIX [AaKETOB, HE HMMEIOUIMX OTHOIICHHS K (DYHKIHOHANTY MPOrpaMMHOIO
oOecrieueHus, TMOMNBITKM TIepexBaTa CETeBOro Tpaduka Jpyroro MNpOrpaMMHOIO
oOecrnie4yeHus, MONbITKM MOHUTOPUHTA JEHCTBHI MOJIB30BaTENEH C APYTUM MPOTPaMMHBIM
obecrieyeHuEeM);

I) NOTEHUUAJIbHO OIMACHble H3MEHEHHs B (aillloBoil cucTteMe B pe3ysbTare
YCTaHOBKHM OOHOBJICHHS, B TOM YHCJIE€ 3arpy3ka M YCTAaHOBKa HEJOKYMEHTHPOBAHHBIX
IpPOrpaMMHOr0 oOecreyeHus, ApaBepoB U OUOIMOTEK, HE UMEIOIIHUX OTHOLIEHUS K
(GyHKIIMOHATY OOHOBIISIEMOTO TPOrPAaMMHOT0, IPOTPAMMHO-AMNMAapaTHOTO CPEICTBA;

) W3MEHEHUS KOHQUrypaluu cpeapl (DYHKIIMOHMPOBAHUSA, HE UMEIOIINe
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OTHOIIECHUS K OOHOBISIEMOMY MPOTPAaMMHOMY, HPOrpPaMMHO-AINIMapaTHOMY CPEACTBY
(HanmpuMep, MOSIBJICHUE HOBBIX aBTOMATHYECKH 3arPyKaeMbIX IMPOTPaMM);

€) OTKIIOUYEHHE CpEACTB 3aluThl uHbopMauu U GyHKUUNA Oe30MacHOCTH
uH(bOpMaInu.

24. Awnamu3  OOHOBJIEHHUNM  OE€30MACHOCTH  OpraHusyercs  (IPOBOJMUTCS)
CIIeMAIUCTaMU TI0 3amuTe nHpopmaruu (MHGOPMaIlMOHHON 6€30IIaCHOCTH) oreparopa
WH(GOPMAIIMOHHON CHUCTEMBI (Jlajiee — UCCIIEA0BATENb).

2.5. Ananu3 oOHOBJIEHUI 0€30MaCHOCTH BKIIIOYAECT:

a) MOJITOTOBKY K MPOBEJICHUIO TECTUPOBAHUSI OOHOBJICHUI O€3011aCHOCTH;

0) MpoBeJIeHNE TECTUPOBAHUS OOHOBJICHUN 0€30MaCHOCTH;

B) o(hopmileHUE pe3ynbTaTOB TECTUPOBAHMS OOHOBIEHUI 0€3011aCHOCTH.

2.6. lloarotoBka K TMpoBeAeHUI0O AHainu3a OOHOBJIEHUII 0e30MacHOCTU
OpeaycMaTpuBaeT IoJyuyeHue OOHOBJIEHMsI O€30MacHOCTH U MOATOTOBKY Cpeabl
TECTUPOBAHMUS.

CriocoObl oJy4eHHs1 OOHOBJIEHUI 0€30MaCHOCTH ONPEAEIISIOTCS UCCIIEI0OBATENIEM,
UCXO/s U3 €T0 BO3MOXHOCTEH, U HE pacCMaTpUBAIOTCs B 1TaHHOM Periamenre.

Ananu3 oOHOBIIeHUH 0€30MaCHOCTH TPOBOAUTCS B CIECAYIOMINX Cpeaax:

a) HCCIENOBaTeIbCKOM CTEHJIe, CIELHUaIbHO CO3JaHHOM JJIsi TECTHUPOBAHMUS
OOHOBJIEHNH 0€30IMaCHOCTH WJIM MHBIX LIEJIEH;

0) TecTOBOI 30HE MHPOPMALIMOHHON CUCTEMBI (KIIECOUHULIEY );

B) HH(MOPMAITMOHHON cucTeMe, (PYHKIIMOHUPYIOIIEH B IITATHOM PEKUME.

Breibop cpenbl  TecTHpoBaHUSI OOHOBIEHHH OE30MACHOCTH  OCYIIECTBIISET
HCCIIeIOBATeNlb, MCXOJS M3 €ro TEXHUYECKHX BO3MOXXHOCTEH M YIrpo3 HapylIeHUs
byHKIIMOHUPOBaHUS HHGOPMAITMOHHON CUCTEMBI.

2.7. llpu mnpoBeneHUU aHajlv3a OOHOBJICHUN OE30MaCHOCTH B COOTBETCTBUU
C HACTOSIIIMM PerimaMeHToM JT0JKHBI TPUMEHSATHCSI MHCTPYMEHTAIbHBIE CPE/ICTBA aHATIN3a
U KOHTPOJS, (YHKIIMOHAIHHBICE BO3MOXXHOCTH KOTOPBIX OOECHEYMBAIOT PEATH3AIUI0
MOJIOKEHUN  HacTosimero PermameHTa, UWMEIONIME TEXHUYECKYIO TOIACPKKY U
BO3MOXHOCTh ajantanuu (IopaboTKu) MmoJ O0COOCHHOCTH MPOBOAMMBIX TECTUPOBAHUM,

CBOOOJHO pachpoCTpaHsieMble B HCXOJHBIX KOJaX WM CPEJACTBA TECTHUPOBAHUS



COOCTBEHHOM pa3paboTku. PekomeHayeTcss MPUMEHSATh WHCTPYMEHTAJIbHBIE CpEICTBa
aHaJlu3a U KOHTPOJsS, HE HMMEIOIUE KaKUX-IUOO OrpaHMYECHUN MO HUX MPUMEHEHHUIO,

afganTtanuu (1opadboTku) Ha Tepputopun Poccuiickont denepanum.



3. COIEPKXAHUE PABOT 11O AHAJIN3Y OFHOBJIEHUM
BE30OITACHOCTHU NTPOI'PAMMHBIX, ITPOI'PAMMHO-
AIIITAPATHBIX CPEACTB

3.1 OOmmue Tpe6OBaHUS K MPOBEIEHUI0 TECTUPOBAHUA

3.1.1. B xome mnpoBeieHUs aHaiu3a OOHOBIECHUN OE30MACHOCTH JIOJKHBI
BBITIOJIHATHCS CIEAYIOIINE TECTHI:

a) CBEpKa UICHTUYHOCTH OOHOBIICHHI 0€3011aCHOCTH;

0) mpoBepKa MOJIMHHOCTH OOHOBJICHUM 0€30TaCHOCTH;

B) aHTUBUPYCHBI KOHTPOJIb OOHOBJIEHUI O€301aCHOCTH;

T') IOMCK OMACHBIX KOHCTPYKUUU B OOHOBJIEHUAX O€30IIaCHOCTH;

)  MOHMTOPMHT  aKTUBHOCTHM  OOHOBJEHHMN  0€30MacHOCTM B  Cpele
(YHKIMOHUPOBAHUS;

¢) py4YHOU aHaIu3 OOHOBJIEHUM 0€30MacHOCTH.

3.1.2. IlpuBenenusble B myHKTe 3.1.1 HacTosero PernamenTa TeCTbl BHITOTHSAIOTCS
[0 PEUICHUI0 HWCCIAEAOBATENs, HWCXOMd W3 BO3MOXHOCTH TONy4YeHUS OOHOBICHUM
0€30macHOCTH pa3HbIMHM CIIOCOO0aMU U (MJIM) U3 Pa3HBIX HUCTOYHHKOB B PAaCIIaKOBAaHHOM
(pacumidpoBaHHOM)  BHUJE,  BO3MOXHOCTHM  HCCJEIOBAaTeNsl O  pPaclaKkOBKe
(pacmmmdpoBaHri0) OOHOBIICHHM 0€30MAaCHOCTH, a TaK)Ke HaJIUYHS WHCTPYMEHTAJbHBIX
CpelncTB aHanu3a (KOHTPOJS) M MHBIX TEXHUYECKUX BO3MOkHOcTed. I[lo pesymnbpraTam
TECTUPOBAHMS UCCIIEIOBATEIh OMMMCHIBACT PE3YNIBTATHl KAKIOTO TIPOBEICHHOTO TECTA.

3.1.3. B cnydae BBISBIEHUS HCCIEIOBATEIEM IPU3HAKOB HEIEKIAPUPOBAHHBIX
BO3MOXKHOCTEH B XOJC MPOXOXIACHHUS TECTa, OHU JOJKHBI OBITh MpPOAHATM3UPOBAHBI

NyTeM PYYHOI'O aHajJu3a OOHOBIIEHUN O€30MaCHOCTH.



3.2 Caepka HIEeHTUYHOCTH OOHOBJIEHUI 0€30I1aCHOCTH

3.2.1. CBepka MOEHTHYHOCTH OOHOBJIEHUI 0E30MAaCHOCTH MPOBOJUTCS B Clydae
BO3MOKHOCTH TIOJTy4eHHsI OOHOBJICHUN 0€30MaCHOCTH pa3HbIMHU crioco0aMu U (UJIK) U3
Pa3IMYHBIX UCTOYHUKOB.

3.2.2. CBepka UACHTUYHOCTH OOHOBJICHUH 0€30ITaCHOCTH MPEYyCMATPUBAET:

1) monyuyeHure 0OHOBICHHUS OE30MACHOCTH Pa3HBIMHU CIIOCOOAMHM U (WJIN) MOJTyUYCHHUE
OoOHOBNIEHUN O€30MaCHOCTH W3 PAa3IUYHBIX HMCTOYHUKOB (Hampumep, ¢ |P-ampecos,
pacnoJioKeHHbIX Ha TeppuTopun Poccuiickoii denepainu, a TakkKe 3a €€ MpeesiaMn);

2) pacyeT KOHTPOJIbHBIX CYMM OOHOBJICHHUI 0€30MaCHOCTH, TIOJTYYCHHBIX Pa3HBIMU
criocodamu U (WIKM) U3 pa3InyHbIX HICTOYHUKOB;

3) cpaBHeHHE OOHOBJIEHHMI 0€30MaCHOCTH, MOJYYEHHBIX Pa3HBIMU CIOCOOAMH U
(W) U3 pa3HBIX KICTOYHUKOB, ITyTEM CPABHEHHS MX KOHTPOJIBHBIX CYMM.

3.2.3. Ilo pe3ynbraram BBINOJHEHUSI TECTa JOJKEH OBITH CJElaH BBIBOJ 00
UJICHTUYHOCTU OOHOBJICHUI 0€30MacCHOCTH, OJYYEHHBIX Pa3HbIMU CIIOCOOAMHU U (WIIH) U3
pa3HBIX UCTOYHHKOB. B cilyuae CXOXAEHHS KOHTPOJBHBIX CyMM OOHOBIIGHHH TecT
CUMTAETCS YCIEUTHO IPOHICHHBIM.

3.2.4. B ciiy4ae BbISIBIECHUSI HECOOTBETCTBUI B KOHTPOJIBHBIX CyMMax OOHOBJICHUI
0€30MacHOCTH, YKa3aHHbIE OOHOBIJICHUS O€30MTaCHOCTH JOJIKHBI OBITH MPOAHATU3UPOBAHBI

MyTeM PYYHOT'O aHajInu3a OOHOBIICHUN O€30MaCHOCTH.
3.3 IIpoBepka NOAJIHMHHOCTH OOHOBJIEHUI 0€30MIACHOCTH

3.3.1. [IpoBepka MoAIMHHOCTH OOHOBIICHUI O€30MACHOCTH MPOBOJUTCS B CiIydae
HaJIM4Yus y UCCJIEA0BATENS BO3MOXKHOCTH MOTYyUYUTh (Daityi(bl) 0OHOBIEHUS 0€30MaCHOCTH
B pacmakoBaHHOM (pacuiudpoBaHHOM) BHAE JO €ro YyCTAaHOBKM B  Cpele
(GYHKIIMOHUPOBAHUS, a TakkKe TMpHU HAIMYUKA TPEJOCTABIIEMBIX Pa3padOTIYNKOM
OOHOBJIEHUSI IITATHBIX CPEJACTB NPOBEPKH MOUIMHHOCTU (aina(oB) OOHOBIEHUS
0€301MacHOCTH.

3.3.2. [IpoBepka NOTMHHOCTH OOHOBJICHUI TTPEAYyCMaTPUBACT:

1) pacnakoBky (pacidpoBanue) daiia(oB) 0OHOBICHUs OE30MaCHOCTH;

2) ompenesieHne KPUTEPUEB MPOBEPKH MOIMHHOCTH (haiina(oB) OOHOBICHUS
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Oe3onacHocTH. B kauecTBe KpuTepHUeB MPOBEPKH MOIMHHOCTU (aitina(oB) 0OHOBIEHUS
MOTYT BBICTYNAaTh KOHTPOJBHBIE CYMMBI (ailioB, 3JeKTpoHHAs IM(GPOBas MOAIKCH
daiiloB WIM HWHBIE KPUTEPUU TPOBEPKH TOJJIMHHOCTH (hailia(oB) OOHOBIICHHS
0€30MacHOCTH, IPEIOCTABIISIEMbIE €r0 Pa3padOTUNKOM.

3.3.3. ®aiin cumrTaeTcs MOUIMHHBIM, €CIIA KPUTEPUN MPOBEPKH MOJITHHHOCTH
daiina(oB) 0OHOBJIEHUS O€30MACHOCTH, OIPECICHHBIN HCCleaoBaTeIeM, HICHTUYCH
KPUTEPHUIO, TPEAOCTABICHHOMY pa3paboTUMKOM OOHOBIEHHUsS Oe3omacHocTH. B ciyuae
YCTAHOBJICHUsI TIOVIMHHOCTH (haitiia(oB) OOHOBJICGHHS] OE30MAaCHOCTH TECT CUHUTACTCS
YCIIEITHO ITPOVICHHBIM.

3.3.4. B ciyyae HEYCHEHIHOTO MPOXOXKICHUS TecTa, (Qaia(bl) OOHOBICHUN
0€30MacHOCTH, B KOTOPBIX BBISIBIICHBI HApPYIICHUS MOJJIWHHOCTH WJIH TOJIMHHOCTD
KOTOPBIX HEBO3MOKHO MPOBEPHTH, JOJKHBI OBITH MPOBEPEHBI MTyTEM PYYHOTO aHAIHM3a

00HOBIIEHUS OE30ITaCHOCTH.
3.4 AHTHBHPYCHBII KOHTPOJb 00HOBJIEHUIT 0€30IIACHOCTH

3.4.1. AHTUBUPYCHBIH KOHTPOJIb OOHOBJICHHMM O€30MAaCHOCTU 3aKJIIOYaeTCs B
BBISIBICHUU BPEIOHOCHBIX KOMITBIOTEPHBIX TMporpamMM (BHPYCOB) B HCCIETyEeMOM
0oOHOBJIEHUN 0€30MMaCHOCTH C HWCITONB30BAHUEM CPEICTB aHTUBHPYCHOW 3amuThl. Jis
IIPOBENICHUS aHAJIM3a HEOOXOAMMO UCTIOIB30BaTh HE MEHEE JABYX CPEACTB aHTUBUPYCHOU
3aIUTHI Pa3HBIX Pa3pabOTUYMKOB.

3.4.2. AHTUBHPYCHBII KOHTPOJIb OOHOBJIEHHUI 0€30MaCHOCTH MPEeIyCMaTPUBAET:

1) mpoBepKy 0OHOBIICHHI OE30ITACHOCTH CPEJICTBAMU AaHTUBUPYCHOM 3aIIUTHI 10 UX
YCTaHOBKH,

2) TPOBEACHWE CHTHATYPHOTO W OBPUCTHYCCKOTO aHAIM3a COJCPKUMOTO
OTIepaTUBHOM MaMsITH, (PaillIOBON CUCTEMBI U 3aTPy309HBIX CEKTOPOB BCEX UCIIOIB3YEMBIX
HOCHTeIIeH HH(OPMAITUH TI0 3aBEPIICHUIO YCTAHOBKU OOHOBJICHHUS O€30MaCHOCTH.

3.4.3. TecT cuuTaercs yCHEIIHO MPOWJICHHBIM B CIydyae OTCYTCTBUSI MPU3HAKOB
BPEIOHOCHOM aKTUBHOCTH B (paitiax 0OHOBJICHHI 6€30MaCHOCTH M B CAMOM MTPOTPaAaMMHOM
obecrieyeHuu Mocje YCTaHOBKH OOHOBJIEHUM 0€30MacHOCTH.

3.4.4. B ciyyae HEYCIIEUTHOTO TMPOXOXACHUS Tecta, Gaii(pl) OOHOBICHHIA



6630H3CHOCTI/I, B KOTOPbIX BbIABJICHBI IIPU3HAKH BpeI[OHOCHOI\/'I AKTHUBHOCTH, JOJDKHBI OBITh

MPOaHATM3UPOBAHBI ITyTEM PYYHOTO aHaJM3a OOHOBIIEHUH OE€30MaCHOCTH.
3.5 TIlonck onacHbIX KOHCTPYKIUI B 00HOBJIEHUSIX 0€30MaCHOCTH

3.5.1. Ilonck omacHBIX KOHCTPYKITUK B OOHOBIIEHUSAX O€30MaCHOCTH MIPOBOJIUTCS B
cllydae HaJW4Msl y HUCCIENOBATENs BO3MOXKHOCTH MONY4YUTH (aitsi(bl) OOHOBJIECHHS B
pacnakoBaHHOM (paciiu(poBaHHOM) BUJE 10 WM MOCJE YCTAHOBKH OOHOBJICHUSI B CpEJIe
(YHKIITMOHUPOBAHUS.

3.5.2. Tlouck omacHbIX KOHCTPYKIHMH B  OOHOBIEHUSX  O€30MaCHOCTH
perycMaTpuBaeT:

a) TOMCK OMAaCHBIX KOHCTPYKIMUA B OOHOBJICHHUSIX O€30MACHOCTH C MPUMEHEHHEM
UHIMKATOpOB KoMmnpomeTaiuu, Y ARA-paBuil U Jpyrux crocoOoB;

0) KOHTEKCTHBIM TIOUCK TMOJUTUYECKHX OaHHEpPOB, JIO3yHTOB M JIpYyrou
IPOTHUBOIIPaBHOM MHGOPMAIIKY B OOHOBJICHUSIX 0€30M1aCHOCTH.

3.5.3. Tect cuuTaercs YCHNEMIHO TNPOWJIECHHBIM B Ccllyyae, €CJIM OIacHBIC
KOHCTPYKITUU HE BBISBIICHBI.

3.5.4. B ciyyae HEYCIEUIHOTO TMPOXOXACHUS Tecta, Gaii(pl) OOHOBICHHI
0€30MacHOCTH, B KOTOPBHIX BBISBICHBI OMNACHBIE KOHCTPYKIIMH, JOJDKHBI OBIThH
IPOAHATU3UPOBAHBI ITyTEM PYYHOTO aHaIM3a OOHOBJIECHUHN 0€30MacHOCTH.

3.5.5. Ilpu mpoBeaeHWHM pPYYHOTO aHAM3a HCCIIEI0BATEIIeM JIOKHO OBIThH
MCCJICIOBAHO HA3HAYCHWE BBISBICHHBIX OMACHBIX KOHCTPYKIIMH, IMOATBEP)KICHA WIIH

OIPOBEPTHYTA UX OMACHOCTb.

3.6 MOHHUTOPHUHI AKTHBHOCTH OOHOBJIEHHil 0e30MaCHOCTH B cpeje

TeCTUPOBAHUA

3.6.1. MOHUTOPUHT aKTUBHOCTH OOHOBIIEHN O€30TIACHOCTHU B CPEJIe TECTUPOBAHUS
3aKJII0YAETCS B MOJYYEHUH U aHaIM3€ CBEACHUH O TIOBEJACHUH OOHOBIISIEMOTO
MIPOTPaMMHOT0, IPOrPaMMHO-AIIAPATHOTO CPEJCTBA B PE3YyJIbTAaTE €r0 B3aUMOACHCTBHUS

co cpenoit GyHKIIMOHUPOBAHKS WM IPYTUMHU MPOTPAMMaMH, a TAK)Ke aHAIM3E CBEJICHUN
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O B3aUMOJCHCTBMM KOMIIOHEHTOB OOHOBJIEHHOIO MPOTPAaMMHOTO, MPOTPaMMHO-
anmnapaTHOro CpeiCTBa.

3.6.2. MOHUTOPUHI aKTUBHOCTH OOHOBJIEHMM O€30IIaCHOCTH B  Cpefe
(YHKIIMOHUPOBAHUS MPOBOJIUTCS MPH HATMYUU BOZMOXHOCTH YCTAaHOBKH HEOOXOIMMBIX
MHCTPYMEHTOB B CpE€I€ TECTUPOBAHUS OOHOBISEMOTO IMPOTrPAMMHOIO, MPOTrPaMMHO-
anmnapaTHOrO CPE/ICTBA.

3.6.3. MOHUTOPUHT aKTUBHOCTH OOHOBJIEHUI O€30IIaCHOCTHU B CPEJI€ TECTUPOBAHUS
peycMaTpUBaeT HEOOXOAUMOCTb IIPOBEICHUS:

a) aHaiau3a pe3yJbTAaTOB BBINOJIHEHUS CHUCTEMHBIX BBI30BOB OOHOBJIEHHOTO
MIPOTPAMMHOT0 00€CTICUCHUS;

0) aHaiM3a TMOJY4YaeMbIX U OTHPABISEMBIX OOHOBIIEHHBIM IPOTPAMMHBIM,
MIPOrpaMMHO-ANINAPATHBIM CPEJICTBOM CETEBBIX IMAKETOB;

B) aHajM3a cocTaBa (alIoBOM CUCTEMBI O M IOCIE YCTAHOBKM OOHOBJICHUS
IPOrpaMMHOr0, IPOTPaMMHO-aNIaPATHOIO CPECTBA;

I') CHTHATyPHOI'O ITIOMCKA U3BECTHBIX YSI3BUMOCTEM.

3.6.4. Tect cuuTaercs yCHEUIHO NPOHJECHHBIM, €CIM B XOJA€ MOHUTOPHHIA
AKTUBHOCTHU OOHOBJIEHUI 0€30MaCHOCTH B CPEJIE€ TECTUPOBAHUS HE BBISIBJIIEHO MPU3HAKOB
HEJECKJIAPUPOBAHHBIX BO3MOKHOCTEN.

3.6.5. B ciyyae HEyCHEUIHOTO MPOXOXACHUS Tecta, Gaii(pl) OOHOBICHHI
0€30MacHOCTH, B KOTOPBIX BBISIBIIEHBI MPU3HAKK HEJIEKJIAPUPOBAHHBIX BO3MOXKHOCTEM,

JIOJKHBI OBITH MPOAHATM3UPOBAHBI ITyTEM PYYHOTO aHAIM3a OOHOBJICHHUI 0€30MMaCHOCTH.
3.7 PyuHoii anaau3 00HOBJIeHUIT 0€30MACHOCTH

3.7.1. PyuHoli aHanu3 oOHOBJIEHU 0€30MacCHOCTU MPOBOJUTCSA B CIyyae, €clid Mo
pe3yJibTaTaM BBIITOJIHEHUS TECTOB:

a) BBISIBICHBI pa3iuuusi B OOHOBIEHUSX O€30MACHOCTH, MOJIYYEHHBIX PAa3HBIMU
crioco0amMu U (WJIM) U3 Pa3HbIX HCTOYHUKOB;

0) HEyCIENIHO MPOJIEH TECT MOJTMHHOCTH (paitiia(oB) OOHOBJICHUS O€30MaCHOCTH;

B) BBISBJICHBl NPHU3HAKU BPEIOHOCHOW aKTUBHOCTH B (haiiylax OOHOBJIEHUS

0e3011acHOCTH B PE3YJIbTATC AHTUBHUPYCHOI'O KOHTPOJIAA MM MOHHUTOPHUHI'A daKTHBHOCTHU
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OOHOBJIEHHUS O€30MACHOCTH B cpeie (PyHKIIMOHUPOBAHUS;

') 0OHapYKEHBI OMACHBIE KOHCTPYKIIHH.

3.7.2. PyuHoli aHaiiu3 OOHOBJICHUN OE30MACHOCTU IMPOBOJIUTCS B OTHOILICHUH
KOMITOHEHTOB OOHOBJICHHI 0€30MacHOCTH, B KOTOPBIX MO pPE3yJbTaTaM MPOXOXKICHUS
NEPEUYUCIIEHHBIX BBIIIE TECTOB BBISBICHBI yKa3aHHble B NyHKTe 3.7.1 Hacrosmiero
Pernamenra ycnoBus.

B ciydae ecnu py4HO# aHaIM3 MPOBECTU HEBO3MOKHO, UCCIIEA0BATENIEM JIETAETCS
BBIBOJI O HalW4YMM B OOHOBJICHUM OE€30MAaCHOCTH MPHU3HAKOB HEACKIapUPOBAHHBIX
BO3MO>KHOCTEM.

3.7.3. PyuHoii aHanu3 0OHOBIJIEHHS 0€30MMaCHOCTH IIPEe1yCMaTPUBAET:

a) aHaJM3 JOTMKU pabOoThI (B TOM YHUCIIE JU3aCCEMOIMPOBAHNE WM IEKOMITUIISILIMS
OMHAPHOT0 KOJa IPU HAJIMYMKU COOTBETCTBYIOLIUX BO3MOKHOCTEN );

0) wuccregoBaHUE KOMIIOHEHTOB OOHOBJICHUSI O€30MaCHOCTH C  TOMOIIBIO
OTJIAJYMKOB U TPACCHPOBLIUKOB;

B) IPOBEPKU HAIM4YUA B OOHOBJIEHHHM O€30MACHOCTH KIIOYEBOW HHPOpMaLUU
(maposneit, CeKpeTHBIX KITI0YEH U Ipyroil 4yBCTBUTEIILHON HH(MOPMAIIIH);

I) CTaTUYECKOT0 M AMHAMUYECKOTO aHaiu3a (IpU HaJU4YMH HCXOJHBIX KOJOB
0OHOBJIEHUH 6€30MaCHOCTH).

3.7.4. 1o pe3ynbraram NMPOXOXKACHUS TECTA UCCIENOBATENEM JIEJIA€TCS BBIBOJA O
MOATBEP)KAECHUM  HAJU4Usl WM  OTCYTCTBUSA  BBISIBICHHBIX paHee IPU3HAKOB
HEIECKJIapUPOBAaHHBIX BO3MOXKHOCTEH B KOMITOHEHTE(aX) OOHOBJISIEMOTO MPOTrPaMMHOTIO,
MIPOrpaMMHO-ANMNapaTHOTO CPEICTBA.

3.7.5. B cnywyae ecnu mo pesyinbraTaM PYYHOTO TECTUPOBAHHUS B OOHOBICHHUH
0€30MacHOCTH  BBISBJICHBI BPEIOHOCHOE IMpOrpaMMHOEe obecreueHue U (WIN)
HEJCKJIApUpPOBAaHHbIE  BO3MOXXHOCTH,  yKa3aHHas  MHQpOpMalMs  HampapisieTcs
B ®CTOK Poccun m HanuoHalbHBIM KOOPJWHALIMOHHBIMA IEHTP MO KOMIIbIOTEPHBIM

nanuaeHTam (HKIIKI) B cOOTBETCTBHM C YCTAaHOBJIEHHBIM PETJIAMEHTOM.
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4, OPOPMUIEHHUE PE3YJIBTATOB TECTUPOBAHUA

4.1. Pe3ynbTarsl aHanan3a 0OHOBICHHM O€30MacHOCTH O(POPMIISIOTCS B BUIE€ OTUETA.
B ordyere mOMKHBI OBITHh OTPaKEHBI OINMMCAHUE TECTOBOM Cpeabl, CBeIeHUs 00
VSI3BUMOCTSIX, Ha YCTpaHEHHWE KOTOPBHIX HANpPaBICHO OOHOBJICHUE OE30MMacHOCTH,
pe3yNbTaThl KaKJIOTO TECTa, MPOBEIEHHOTO B COOTBETCTBUU C PA3ACIOM 3 HACTOSIIETO
Permamenra.

4.2. Oryet aHasM3a OOHOBJIEHHS 0€30MACHOCTH BKIIFOYAET CIEAYIOIINE CBEACHMS:

a) HAaMMEeHOBaHUe OOHOBJIEHHS 0€30MMACHOCTH;

0) cBeneHUs O MeCTe pa3MelIeHUs] OOHOBJIEHHS O€30MACHOCTH, KOHTPOJIBHBIX
cymMMax OOHOBJICHMsI 0€30MacHOCTH, JaTe€ BBITYCKa OOHOBJIEHUS OE30MaCHOCTH,
pa3paboTurke 0OHOBJIEHMs 0€3011aCHOCTH, BEPCUU IPOTPaMMHOI0 00€CIICUEHMS,;

B) CBEJCHHS 00 YA3BUMOCTSX, HA YCTPAaHEHHE KOTOPBHIX HANPABICHO OOHOBIICHHUE
0e30I1aCHOCTH;

I') HAUMEHOBAHUE NTPOBEICHHBIX TECTOB;

1) pe3yJibTaThl aHaK3a (YCHENTHO/HE YCIEITHO);

€) ONKCaHue pe3yIbTaTOB aHAJIN3a, BKIIOYAs CPEACTBA IPOBEICHUS aHATIN3a, CPEAY
TECTUPOBAHUS, BHISIBICHHbIE MPU3HAKK HEJCKIAPUPOBAHHBIX BO3MOXKHOCTEH, OTHCAHHE
IPOBEJCHHBIX TECTOB.

43. Jlns TecroB, MO pe3yibTaTaM KOTOPBIX  BBISBJIEHbI  MPU3HAKU
HEJCKIAPUPOBAHHBIX BO3MOXHOCTEH, B OTUYET TECTUPOBAHUSI OOHOBIECHUI 0€30MacHOCTH
J0JDKHA OBITH BKJIFOUEHA BCS TeXHHMUYECKas MHbopmarusi, HeoOXoaumast JJis MOsSCHEHUS
BBITIOJTHEHHBIX B XOJI€ MCCJICIOBAHMs OMEpalii U pe3yabTaToB, MOJTYYCHHBIX B XOJIE
WCCIIEIOBAaHU (B TOM YHCIIE BCE OTYETHl HMHCTPYMEHTAIBHBIX CPEACTB aHaln3a Hu
KOHTPOJIS).

B oTHOWIEHNN BBISIBICHHBIX MPU3HAKOB HEJACKIAPUPOBAHHBIX BO3MOXKHOCTEH
HCCIIEIOBATENIEM OIPENEeNSIOTCS OrPaHUYeHHs] U YCIOBHS, MPH KOTOPBIX YCTaHOBKA
OOHOBJIEHHSI OE30MACHOCTH BO3MOXKHA. YKa3aHHbIE CBEACHMS BKIIOYAIOTCSI B OTYET

aHam3a OOHOBJIEHUI O€30MaCHOCTH.
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S. YCTAHOBKA OBHOBJIEHUH BE3OITACHOCTH
HHPOT'PAMMHBIX, TIPOI'PAMMHO-AIITAPATHBIX CPEJICTB 3AILIIUTHI
NHPOPMAIIMHU U UHOI'O ITPOI'PAMMHOI'O OBECIIEHEHUA

[Tpu npuHSITHH pEIIeHUs 0 pe3yIbTaTax TEeCTUPOBaHUS OOHOBIICHU OE30MTaCHOCTH
IPOrpaMMHBIX, NMPOTPAMMHO-ANNAPATHBIX CPEACTB pPEaTU3yeTCsl CIEIYIONIUN MOPSA0K
onpeneneHus: BO3MOXXHOCTU YCTAHOBKM OOHOBJICHHH MPOTPAMMHBIX, MPOTrPaMMHO-
arrmapaTHbIX CPEJ/ICTB.

1. BbIBOJT 0 BO3MOKHOCTH YCTaHOBKH OOHOBJIEHHI 0€30MMaCHOCTH.

1.1. B oTHOmEHMM NPONPHUETAPHBIX NPOrPAMMHBIX, MPOTrPAMMHO-ANNAPATHBIX
CpPEACTB U CBOOOJHO PacCHpOCTPaHSAEMOro0 MPOrPAMMHOIO OOECIEUEHUsI BBIBOA O
BO3MOXXHOCTH YCTAHOBKM OOHOBJICHHS 0e30MacHOCTH (GOpMHUPYETCS Ha OCHOBE
BBITIOJTHEHUS CJICTYIOIIUX TECTOB:

— CBEpKa UJEHTUYHOCTU OOHOBJICHUN O€30MacHOCTH U (WIK) TpOBEpKa
ITOJJTMHHOCTH OOHOBJICHHI 0€30I1aCHOCTH;

— QHTUBHUPYCHBIH KOHTPOJIb OOHOBJICHUN O€30MaCHOCTU U (WJIM) TOMCK OMACHBIX
KOHCTPYKITUI 6€30MacHOCTH;

—  MOHUTOPUHT  aKTUBHOCTH  OOHOBJICHMH  O€30MacHOCTH B cpene
(GYHKIIMOHUPOBAHUSI.

1.2. B oTHOmeHun OOHOBJICHUN O0€30MaCHOCTH IMPOTPAMMHOTO OOECIICUCHHS C
OTKPBITBIM KOJIOM BBIBOJ O BO3MOXHOCTH YCTAHOBKM OOHOBJICHHSI 0€30MacHOCTH
(dbopMHpyeTCsi HA OCHOBE BBITIOJIHEHHUSI CIISYIOIINX TECTOB:

— MIPOBEPKA MOJJIMHHOCTH OOHOBJICHUHN O€3011aCHOCTH;

— QHTUBUPYCHBIA KOHTPOJIb OOHOBJIEHUHN OE30MaCHOCTH;

—  MOHHTOPUHT  aKTMBHOCTM  OOHOBJEHHWH  0Oe30macHOCTM B Cpelne
(GYHKIMOHUPOBAHUS;

- py4HOI1 aHamu3 0OHOBJIEHUN OE30MaCHOCTH.

2. OneHka pe3yJIbTaTOB BBITIOJTHEHHBIX TECTOB.

2.1. Ecnu mo pesynbTaTaM BBIMIOJHEHHUS TECTOB PE3YyJbTaThl peaau3aliu BCEX
TECTOB SIBJISIOTCS TIOJIOKUTEIILHBIMU, OOHOBJICHHE O€30TIaCHOCTH SIBIISIETCS O€30MacHBIM U

€T0 YCTaHOBKAa BO3MOKHA.
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2.2. Ecnu 1o pe3yabTaraMm BBINOJHEHUSI TECTOB PE3YJbTaThl peaau3allii OJJHOTO
1M 00JIee TECTOB SBJISIFOTCS TIOTCHIIMAIBHO OMTACHBIMU M HU OJTWH M3 TECTOB HE SIBJISIOTCS
OmMacHbIMU, OOHOBJIEHHWE 0E€30MacCHOCTH MOXET OBbITh YCTAHOBJIEHO IPHU OIpPEICICHHBIX
OTPaHUYCHHUSIX.

OrpaHudeHusi ONpEAEIISIIOTCS UCCIEA0BATENEM IO pe3yJibTaTaM TECTHUPOBAHUS U
MOTYT OBbITh YTOUHEHBI OTIEPaTOPOM UH(OPMAIIMOHHON CUCTEMBI C y4E€TOM 0COOCHHOCTEN

€€ apXUTEKTYPHl U PYHKIIMOHUPOBAHUA.
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