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1. OBHIHE ITOJTOKEHUSA

1.1. Hacrosmuii PernaMeHT Mo BBIABICHUIO, aHAIU3Y U YCTPAHEHHIO KPUTHYHBIX
ysI3BUMOCTE B MHPopMaIimoHHbIX cucTeMax (aanee — MC) skcruryatupyeMbIx B OpraHe,
opranuzanuu (nanee — PermameHT) pa3paboTaH B COOTBETCTBHM ¢ PyKOBOACTBOM IO
OpraHu3allMd MpoIecca yNpPaBICHUS YA3BUMOCTAMH B opraHe (OopraHu3aliuu)
yrBepxkaeHHbIM @CTIOK Poccuu ot 17 mast 2023 . 1 B COOTBETCTBUU ¢ METOAMKON OLIEHKU
YPOBHSI KPUTHYHOCTH YSI3BUMOCTEW NPOTPaMMHBIX, MPOTPAMMHO-AIIAPATHBIX CPEACTB
yrBepxkeHHol @CTIK Poccum ot 28 okta0ps 2022 r.

1.2. Hacrosmmii  PermameHT  NOMIEKUT  NPUMEHEHHMIO  OIEpaTOpPAMHU
MH(OPMAIMOHHBIX CUCTEM MPH MPUHATUNA UMH MEP TI0 BRISIBJICHHUIO, aHATN3a U YCTPAHEHUIO
yS3BUMOCTEH TPOrpaMMHBIX, MNPOTPAMMHO-ANMAPaTHBIX CPEACTB HUHGPOPMAIMOHHBIX
CUCTEM B COOTBETCTBUM C TpeOOBaHUSAMH O 3aIIUTE HHPOpPMALUU, COJAEp)KalIEHCcs B
rocynapctBeHHbIXx MC, a Takke HWHBIMM HOPMAaTUBHBIMHU IIPABOBBIMU aKTaMU U
Meroanueckumu Jokymenramu @CTIOK Poccun.

1.3. BoigBieHue, aHaiM3 M YCTPAHEHHUE YA3BUMOCTEH B CepTUDUIIMPOBAHHBIX
MpPOTPAaMMHBIX,  MpPOTpaMMHO-aNmapaTHbIX  CpeACTBaX  3aluThl  WHGOpMAIUU
obecrieunBaeTCsl B MPUOPUTETHOM TOPSAJKE M OCYIIECTBISETCSI B COOTBETCTBUU C
AKCIUTyaTallMOHHON JOKYMEHTAIIMEeH Ha HUX, a TAKXKE C PEKOMEHIalUAMH pa3paboTurKa.

1.4. B PermameHTe HCHOJB3YIOTCS TEPMHUHBI M OIPEACIICHUS, YCTAaHOBJICHHBIC
HanmoHabHBIMU cTaHgaptamu ['OCT P 50922-2006 «3amura uHbopmainiuu. OCHOBHBIC
tepmunbl U onpeneneHus», 'OCT P 56545-2015 «3amurta nndopmaruu. YsS3BUMOCTH
HH(pOPMAITMOHHBIX CUCTEM. [TpaBuia OTIUCAHUS ySI3BUMOCTE,
I'OCT P 56546-2015 «3amuta undopmaiuu. Ya3BUMOCTH UH(POPMAIIMOHHBIX CHCTEM.
Knaccudukanust ys3BumocTedt MH(QOPMALIMOHHBIX CHUCTEM» W WHBIMHU HAIlMOHAJIbHBIMHU
CTaHAapTaMu B o0nacTu 3amuThl uH(OpManuum u obecrneueHus HHGOPMAIIMOHHON

0€30I1aCHOCTH.



[{enssmMu permameHTa SIBISIOTCS:

— KOOpAMHAINS IeATEITHHOCTH UCTIOTHUTEIBHBIX OPTaHOB TOCYAapCTBEHHOH BIacTH
PecrryOnuku TatapcTan U OpraHoB MECTHOTO camoympasiieHus B Pecrrybnuke Tarapctan
0 BBISIBJICHUIO, aHAIM3Y U YCTPAHCHUIO KPUTHYIHBIX ys3BuMoctel B UC;

— CO3JaHME OCHOBBI JUIsI pa3pabOTKH JETATbHBIX PErIAMEHTOB M CTaHIAPTOB IIO
VOPABJICHUIO VYSI3BUMOCTSIMH C YYETOM OCOOCHHOCTEH (PYHKIIMOHHUPOBAHMS OPTraHOB
(opranuzanuii);

— OpTaHU3aIMs B3aUMOJICHCTBUS MEXTy CTPYKTYPHBIMHU TIOIpa3AeICHUSIMU OPTaHOB

(opranu3zanuii) o BOIpocam yCTpaHEHUs YSI3BUMOCTEH.



2. MOPSIOK BBISIBJIEHUSA KPUTUYHBIX YSI3BUMOCTEM
ITPOT'PAMMMHBLIX, ITPOIT'PAMMHO-AIIITAPATHBIX CPEJICTB

2.1. B UC nomxHO OCyIIECTBIATHCS BBISIBIICHUE CIACAYIOMIUX TUIIOB YSA3BUMOCTEH:

— HeloCTaTKu M(uiau) ommbOku nporpammuoro obecreyenus (nanee [10) UC u ee
CUCTEMBI 3aluThl HHMopMaluu (naiee — C31).

— HeJoCTaTKyu annaparHbix cpencts MC, B TOM yucie annapaTHbIX CPEACTB 3alUThI
uH(bOpMaInu.

— OpraHU3alMOHHO-TEXHUYECKHUE HEJIOCTATKHU.

2.2. HenocpenCcTBEHHBIMU MCIIOJIHUTEISIMUA MEPOIPUATUN IO BBISIBJICHUIO, AHAIU3Y
u ycrpaneHuio ysazsumoctedl MC sBnstoTcs aqMUHUCTPATOpP OE30MACHOCTH U CUCTEMHbIE
agmunuctparopsl C.

Ha sTane MOHUTOpHHTa ySI3BUMOCTEN U OLIEHKU UX TPUMEHUMOCTH OCYILIECTBIIAETCS
BBISIBJICHUE YSI3BUMOCTEH HA OCHOBAHMHM JJAHHBIX, MI0Jy4a€MbIX U3 BHEITHUX U BHYTPEHHHUX
MCTOYHHMKOB M MPUHATHE PEUICHUI MO WX NOCIEAYoIIe 00padoTKe.

[Ipouecc ympaBneHus ysA3BUMOCTAMHU opraHusyercs g1 Bcex WMC  oprana
(opranuzanuun) M T0JDKEH MpeyCMaTpUBaTh MOCTOSHHYIO U HEMPEPBIBHYIO aKTyaJNU3alHIo
cBegeHui 00 ys3BuMocTax U oObektax MC. Ilpu u3MmeHeHMM craryca ys3BUMOCTEH
(mpumenumocts k VIC, Hanmuyue ucrpaBieHud, KPUTUYHOCTD) JTOJKHBI KOPPEKTHUPOBATHCS
CIOCOOBI UX YCTPAHEHUS.

[Ipouecc ympaBieHus YA3BUMOCTSMH CBSI3aH C JIpYTUMU TMpoLEccaMu |
MPOIIelypaMH JIEATETLHOCTH OpTraHa (OpraHu3alnHn):

— MOHUTOPUHTI MH(GOPMAIIMOHHONW O€30MaCHOCTH — MPOLECC MOCTOSHHOIO
HaOMIOACHUST M aHali3a Pe3yJIbTaTOB PETUCTPAIMU COOBITHI 0€30MacHOCTH W WHBIX
JaHHBIX C 1ENbI0 BBISBICHUS HapylleHUH Oe30macHOCTH HHEGOpMAlLMH, Yyrpo3
0e30macHOCTH UH(POPMALIUU U YSI3BUMOCTEH;

— OLIEHKA 3allMIICHHOCTH — aHaJIh3 BO3MOKHOCTH HCIIOJIb30BAHUS OOHAPYKEHHBIX
YS3BUMOCTEH JIJ1s1 peasin3alii KoMnbloTepHbix atak Ha MC oprana (opranuszanun);

— OILICHKA yTrpo3 0€30MacHOCTH UH(POPMAIIUU — BBISIBJICHHUE U OLICHKA aKTyaJbHOCTH
yIpo3, peanuzanus (BO3SHUKHOBEHHE) KOTOPhIX Bo3MoxkHa B IC oprana (opranu3zaium);

— yhopaBieHHe KOoH(pUrypaluuel — KOHTPOJIb H3MEHEHUH, COCTaBa U HACTPOEK

MPOrpaMMHOTO U MPOrpaMMHO-anmnapatHoro obecneuenus 1C;



— ympaBlieHHe OOHOBJCHUSIMH — TPUOOpETEeHHe, aHaIW3 | Pa3BEPTHIBAHUC
OOHOBJICHUH TTPOTPaMMHOT0 00€CTICUeHHs B OpraHe (OpraHu3alum);

— MPUMEHEHHE KOMIICHCHPYIOMIMX Mep 3aluThl uHpopmamuu — pa3paboTka u
MpUMEHEHNE Mep 3aIlHUThl HHGOPMAIH, KoTopbie TpuMeHstoTcs B MIC B3aMeH oTIeIbHBIX
MEp 3alTUThl HKHPOPMAITUH, TIOIJICIKAIINX peaTnu3allii B COOTBETCTBUHU C TPEOOBAHUSIMH I10
3amuTe nH()OpPMAITUH, B CBSA3H C HEBO3MOXKHOCTHIO X TIPUMEHEHHUSI.

YpoBeHb KPUTHYHOCTH  YSI3BUMOCTEH  OIICHMBACTCA B  MEIAX  IPHHITHSL
O00OCHOBAaHHOTO pCIICHUS aTIMUHUCTpATOpaMu OC30MacCHOCTH O HEOOXOJAUMOCTH
YCTPAHECHHS YSI3BUMOCTEH, BBIABJICHHBIX B IPOTPAMMHBIX, MPOTPaMMHO-ANAPATHBIX
CpelcTBax Mo pe3yibTaTaM aHaiu3a ys3sumocteii B VIC.

HcxoIHBIMU JaHHBIMHU JIJIS1 OTIPEACIICHUS] KPDUTUYHOCTH YSI3BUMOCTEH SBJISIFOTCS:

— 0a3a ysA3BUMOCTEH TPOrpaMMHOTO OOECIedeHHUs, MPOrpaMMHO-AIMIapaTHIX
CpencTB, cojnepxkaiascs B banke nanHeix yrpo3 Oe3omacHoctu uHopmanuu OCTIK
Poccun (bdu.fstec.ru), a Takxe MHbIC UCTOYHHMKH, COJCPIKAIINE CBEICHUS 00 M3BECTHBIX
YS3BUMOCTSIX;

— o(unmanbHble UHGOPMAIMOHHBIE PECYpPChl  Pa3pabOTUMKOB MPOTPAMMHOTO
oOecrieueHns, MPOTPaMMHO-ANMApPaTHBIX CPEACTB W HCCIeAoBaTeNied B o0yacTu
UH(}OPMAIMOHHON 0€30MaCHOCTH;

— CBEJICHUS O COCTAaBE M apXUTEKType MH(POPMAIMOHHBIX CHCTEM, MOJYYCHHBIC 11O
pe3ynbTaTaM WX WHBEHTapwW3anud W (WIM) TPHUBEACHHBIC B JOKYMEHTAllMd Ha
UH()OPMAITMOHHBIE CHCTEMBI;

— pe3yJbTaThl KOHTPOJISI 3aIMIICHHOCTH MH(GOPMAIIMOHHBIX CHCTEM, TTPOBEICHHBIE
OTIEPaTOPOM.

VYKka3zaHHbIE UCXOJHBIC JaHHBIC MOTYT YTOUHSITHCS WJIM JOMOJHSATHCA C YYETOM
0COOEHHOCTEH 001acTH JeATEeIbHOCTH, B KOTOpoi QyHKImonupytot UC.

Onenka ypOBHS KPUTUYHOCTH YS3BUMOCTEH MPOTrpaMMHBIX, MPOTPaMMHO-
anmapaTHBIX CPEJCTB MMPOBOINUTCS aIMUHUCTPATOPaMU OE30TIaCHOCTH.

OneHnka ypoOBHS KPUTHYHOCTH YS3BHUMOCTEH IPOTrPaMMHBIX, IPOTPaMMHO-
anmapaTHBIX CPEJICTB MPUMEHUTEIHHO K KOHKpeTHOU MC BKITIOUaeT:

— ONpeJeNICHrEe MPOTPAMMHBIX, TIPOTPaAaMMHO-AIMAPAaTHBIX CPEACTB, TOIBEPKEHHBIX

YA3BUMOCTAM;



— omnpeneneHue B MHGOPMAIMOHHONW CHUCTEME MECTa YCTaHOBKH MPOTPAMMHBIX,
pOrpaMMHO-aIMapaTHbIX CPENCTB, TOJABEP)KCHHBIX VYSI3BUMOCTSAM (Hampumep, Ha
NIEpUMETPE CUCTEMBI, BO BHYTPEHHEM CETMEHTE CHCTEMBI, TIPU peaTu3alliid KPUTUICCKUX
npo1eccoB (Ou3Hec-npoiieccoB) u Apyrux cermentax MC);

— pacdeT YpOBHS KPUTHYHOCTH YSI3BUMOCTH TPOTPAMMHBIX, TPOTPaMMHO-

annapaTtHsIx cpencts B C.



3. MOPSTOK AHAJIN3A KPUTUUYHBIX YS3BUMOCTEM
ITPOT'PAMMMHBLIX, ITPOIT'PAMMHO-AIIITAPATHBIX CPEJICTB

Ha sTane ananu3za ys3BUMOCTEHN ONpeEseTcs ypOBEHb KPUTUYHOCTH YSI3BUMOCTEH
npumeHuTenbHO K VIC oprana (opranu3armuu) U OCYIIEeCTBIISICTCS BBISIBICHHUE YI3BUMOCTEH
Ha OCHOBAHMHU JIJAHHBIX U3 CIEAYIOIINX UCTOYHUKOB:

a) BHYTPEHHUE UCTOYHUKHU:

— CHCTEMBbl yIpaBieHHUs HHPOpPMAIMOHHON HHPpacTpykrypor (mamee — UT -
HH(PACTPYKTYpa);

— 0a3bl TaHHBIX YIIPABICHUS KOHPUTYPAIUIMH,

— nokymenTarus Ha VIC;

— JIEKTPOHHBIE 0a3bl 3HAHUI OPTaHOB (OpraHU3AIIN);

0) 0aza maHHBIX YSA3BUMOCTEH, cofeprkalascs B baHke TaHHBIX yrpo3 0€30MacHOCTH
undopmaruu (nanee — bIY) ®CTIOK Poccuu;

B) BHCIITHNE NCTOYHUKHU:

— 0a3bl JAHHBIX, COJIEPIKAIINE CBEICHUS 00 M3BECTHBIX ySA3BUMOCTSX;

— o¢unmanbHpie UHPOPMAIUOHHBIE PECYPCHI Pa3pabOTUYMKOB MPOTPAMMHBIX U
MPOrpaMMHO-AMNIapaTHBIX CPEICTB W HCcienoBareneid B oOiactu WHGOPMAIMOHHON
0€30IMMacHOCTH.

VICTOYHHMKY TaHHBIX MOTYT YTOYHSATHCS WU JIOTOJHATHCS C YI€TOM OCOOCHHOCTEH
(yHKIMOHUPOBaHUS opraHa (OpraHu3aum)

Ha »rame anammsa ys3BUMOCTEM M OIICHKM HMX NPUMEHUMOCTH BBIOJIHSIIOTCS

oriepaluu, npuBeeHHbIe B TaduIe 3.1.



Tabmura 3.1

Ne | Haumenosanue
Onucanue onepauuu
n/n orepanuu
1 | Ananus Ananu3 uH(pOpMAIMKM W3 Pa3NIUYHBIX HCTOYHHUKOB C IIENIBIO TOUCKA
uHbopMaluu 00 | aKTyaJIbHIX M IOTCHUMAIbHBIX  YSI3BUMOCTEH M  OLEHKH HX
YSI3BUMOCTH HPUMEHUMOCTH K MH(OPMALMOHHBIM CHUCTEMaM OpraHa (OpraHH3aLuu).
ArperupoBaHue U KOppessius coOupaeMbIX TaHHbIX 00 yA3BUMOCTAX
2 | Ouenka Ha ocnose nnpopmarun 06 0o0bekTax MH(GOPMAIMOHHBIX CUCTEM M MX
IIPUMEHUMOCTH | COCTOSIHUU OIpeemsaeTCs IPUMEHUMOCTb YSA3BUMOCTH K
ySI3BUMOCTH UHPOPMALIMOHHBIM ~ CHUCTEMaM oOpraHa (OpraHu3aluu) ¢  IeJbIo
ompesieNieHus YSI3BUMOCTEH, He TpeOYIoNMX naiabHeield 0opaboTku (He
peneBaHTHBIX ys3BUMoOcTel). OleHKa NPUMEHHMOCTH YA3BUMOCTEH
IPOM3BOIUTCS: Ha OCHOBEe aHain3a JaHHbIX 00 UT-undpactpyxrype,
HOJYYEHHBIX U3 0a3 JaHHBIX YNPABJICHUS KOHPUIypalMsIMU B pamKax
npoiiecca «YnpaBieHne KOHQUrypaluein»; Ha OCHOBE aHallu3a JJaHHBIX O
BO3MOXHBIX OOBEKTaX BO3JCHCTBHA, TMONYYECHHBIX B pe3yJbTare
MOJIEJIMPOBAaHUSl Yrpo3 B pamkax npouecca «OlLieHKa Yrpos3y»; IO
pe3yJibTaTaM OLEHKH 3allUIIEHHOCTH
3 | llpunsrtue 3anpoc JAONOTHUTENbHOW MH(OpMAIMU 00 yS3BUMOCTU (CKaHUpPOBAHUE
peleHui Ha | OObEKTOB, OILIEHKAa 3alMIIEHHOCTH), €CIM HUMEIOIUXCS JaHHBIX
MOJTyYeHHE HEI0CTaTOYHO JJISl IPUHSATHS PELIEHUH 0 YIPABICHUIO YSI3BUMOCTSIMU
JIONIOJTHUTEIbHON
uHpopMauu
4 | IlocraHoBKa 3anpoc Ha BHEIMJIAHOBOE CKaHHUPOBAHUE OOBEKTOB HH(POPMAIIMOHHBIX
3a/1a4uu Ha | CUCTEM B CIIyyae HEJAOCTATOYHOCTU JIMOO HEAKTYyaJIbHOCTH HMMEIOLINXCS
CKaHUPOBaHUE JaHHBIX, @ TaKKe B cllyyae MOJy4deHHs HHpopMmanuu o0 YyS3BUMOCTH
00BEKTOB 10CJIe TIOCJEIHEr0 CKaHUPOBAHUS
5 | CxaHupoBaHue [Touck ys:3BUMOCTEH M HEAOCTATKOB C MOMOIIbIO aBTOMAaTH3UPOBAHHBIX
00BEKTOB CHUCTEM aHajJM3a 3allUIIeHHOCTH. BbIOOp O00BEKTOB M BpeMeHU
CKaHUPOBAaHMSA, YBEIOMIIEHHE 3aUHTEPECOBAHHBIX  IOApa3JeNeHUN
(Hampumep, CUTyallMOHHOTO LIeHTpa, noapasaenenus UT) o nposenenun
CKaHHMPOBAHMS U JajbHEHIlIee CKaHUPOBAaHUE BBIOPAHHBIX OOBEKTOB Ha
HAJINYHE YSI3BUMOCTH
6 | Ouenka OKcIepTHasi OLEHKa BO3MOXKHOCTHM IPUMEHEHHs YSI3BUMOCTH K
3alIMIIEHHOCTH | MHQOPMAIMOHHBIM ~ cUCTeMaM. B XoJe OIEeHKH 3allUIIeHHOCTH
OCYILIECTBIISIETCS] MPOBEPKA BO3MOXHOCTH JKCIUTyaTalluu YsS3BUMOCTU B
MH(POPMALMOHHBIX CHCTEMax OpraHa (OpraHu3aluu) ¢ UCHOJIb30BaHUEM
CpPEeCTBA AKCILTyaTaI[MH YI3BUMOCTH, B TOM YHCIIE, B X0JI€ TECTUPOBAHUS
Ha TIPOHWKHOBEHHE (TECTUPOBAHHS CHUCTEMBI 3alIUTHI WH(MOpMAIHU
IyTeM OCYIIECTBIIEHUSI MOMBITOK HECAHKIIMOHUPOBAHHOTO JOCTyIa
(Bo3aeiicTBYS ) K THPOPMAIIMOHHOM CHCTEME B 00XO0/1 €€ CHCTEMBI 3aIlIUThI
uH(popMaLnn)

Ha ocnoBe Tabmuiupbl 3.1. B opraHe (opraHu3aluu) JOJBDKHO pa3padaTbiBaThCs
JETAIbHOE ONKMCAHWE OIepaluii, BKJIIOYAIOLIEe HAMMEHOBAaHUE OIEepalui, OIKCaHUE
omnepauuii, HCHOJHUTEIEH,

IMPOAOJIKUTCIIbBHOCTb, BXOJHBIC W BbIXOJHBIC JAHHBIC.
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JleTasibHOE ONMCAHWE OlEpaluil BKIIOYAECTCS B OPraHU3alMOHHO-PACHOPSIUTEIbHBIC

JOKYMEHTHI 10 3alIUTe HHPOPMAILIMK OpTraHa (OpraHu3alkH).
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4 TIOPAJOK YCTPAHEHUS KPUTHUYHBIX VSI3BUMOCTEM
ITPOT'PAMMMHBLIX, ITPOIT'PAMMHO-AIIITAPATHBIX CPEJICTB

4.1. Ha srtame ompeneiaeHuss METOJOB U MPUOPUTETOB YCTPAHEHUS YSI3BHUMOCTEM
ONpENENSETCS MPUOPUTETHOCTh YCTPAHEHHUS YA3BUMOCTEH W BBIOMPAIOTCS METOIBI HMX
yCTpaHEHUs:: OOHOBJIGHME IIPOrpaMMHOro obOecrneueHuss U (WIM) [pPUMEHEHHUE
KOMIIEHCUPYIOIINX MEp 3aIUThl HHPOPMAITIH, TAKXKE TPUHUMAIOTCS MEPHI, HAIPABJICHHbBIE
Ha YCTpPaHEHHE WJIM HCKIIOYEHHE BO3MOXXHOCTH MCHOJIB30BAHMS (3KCILTyaTallH)
BBISIBJICHHBIX YSI3BUMOCTEH.

Ha »tame omnpeaeneHus METOAOB M MNPUOPUTETOB YCTPAHEHHUS YSI3BUMOCTEH
penaroTes 3a1auu:

— OIpeJEeICHNS IPUOPUTETHOCTH YCTPAHEHHUS YS3BUMOCTEN;

— BbIOOpa METOJIOB YCTPAHEHHUS YSA3BUMOCTEN:

— 0OHOBJIEHHE MPOTPAMMHOI0 OOecTieueHus U (MIH) IPUMEHEHNE KOMIIEHCUPYIOIINX
Mep 3alUThl HHPOpMaLUK.

Ha »tame omnpeneneHus METOAOB M MPUOPUTETOB YCTPAHEHHUS YSI3BUMOCTEH

BBITIOJIHSIFOTCS OTIepalliy, TPUBEACHHBIC B Ta0uIIe 4.1.

Tabnuua 4.1
Ne HanmenoBanue onepanuu
Onucanue onepanuu
n/n
1 | Onpenenenue Onpenenenne NPUOPUTETHOCTH YCTPAHEHUSI YSI3BUMOCTEH B
IIPUOPUTETHOCTH YCTPAHEHMSI | COOTBETCTBUM C pE3yJlbTaTaMU pacueTa KPUTHYHOCTH
YSI3BUMOCTEN ySA3BUMOCTEH Ha 3Tane OLeHKH ysI3BUMOCTeH (3Tarm 4)
2 | Onpenenenue MeTo/10B | BeiOOp MeToma ycTpaHeHMsI  yA3BUMOCTH:  YCTaHOBKa
yCTpaHEHUs ySI3BUMOCTEN OOHOBJICHHUS WM TPUMEHEHHE KOMIIEHCUPYIOUIMX Mep
3aIuThl HH(OpMaLIUU
3 | [Ipunsrtue peleHus o | [Ipu oOHapykeHUU KPUTHUECKOH YSI3BUMOCTH MOXKET OBbITH
CPOYHOM YCTAHOBKE | MPHHSTO peIIeHHe O CPOYHOI yCTaHOBKE OOHOBJICHUS
OOHOBIICHUN IPOrpaMMHOT0 obecreueHus1 00beKTOB HH(OPMAIIMOHHBIX
CHUCTEM, MOJIBEPKEHHBIX YSI3BUMOCTH
4 | Co3naHue 3asiBKM Ha CPOYHYIO | 3asiBKa Ha CPOYHYIO YCTAHOBKY OOHOBIJIEHUS HaNpaBIseTCs
YCTaHOBKY OOHOBJICHUS Ha COIVIACOBAaHUE PYKOBOJIUTEINIO noAapasaenenus UT
5 | Ilpunstue peuieHus o | IIpu obHapyeHUU KPUTHUECKON YSI3BUMOCTH MOKET OBITH
CpPOUYHOU peanu3anuu | IpUHATO pelienne 0 CPOYHOI peanuzanuu
KOMITEHCUPYIOIIUX Mep | KOMIIEHCUPYIOIIUX Mep 3allUuThl MH(GOpPMALMKM B KadyecTBE
3alUThl HH(pOpMAIUU BPEMEHHOTO PEUICHUS 10 YCTAHOBKU OOHOBIICHUS
6 | Co3znanue 3asBKU Ha | 3asiBKa CO3JaeTcsi B Ciydae, €CIU OIPENENIEHO, YTO
YCTaHOBKY OOHOBJICHUS yCTaHOBKA OOHOBJICHUS JJIs1 YCTPAHEHUS JaHHOW YsI3BUMOCTH
HeE 3aIllIJaHMpOBaHa
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7 | Co3znanue 3a5BKH Ha | 3asBKa Ha pEAIU3alUI0 KOMIICHCHUPYIOUIMX MEp 3allUThl
peanu3anuo uHpopmanuu (GopMupyercs Mpu OTCYTCTBHHM BO3MOKHOCTH
KOMIICHCUPYIOLIUX Mep | yCTaHOBKHM OOHOBJIEHUS, a TaKXKE B clydae HEOOXOAUMOCTH
3alUThl HH(pOPMAIHU IIPUHATHS MEP [0 YCTPAHEHUS yA3BUMOCTHU

Ha ocnoBe Tabmmmpl 4.1. B opraHe (opraHu3amuu) TOJDKHO pPa3pabaThIBaTHCS
J€TaJIbHOE ONMCAHWE Olepalyii, BKJIIOYAIOLUIee HAMMEHOBAHME OIEpallil, ONHucaHue
onepauuid, HWCIOIHUTENIEH, MPOJOKUTEIbHOCTh, BXOJHBIE U BBIXOJHBIE JIAHHBIE.
JleTanpHOE ONMCAaHWE OIEpalMii BKIIIOYAETCS B OPraHU3alMOHHO-PACIOPSIUTEIbHbBIE
JOKYMEHTHI IO 3aIIuTe HHPOPMAIIUN OpraHa (OpraHu3alun).

4.2. Ha »rane ycTpaHeHUs ySI3BUMOCTEHW NMPUHUMAIOTCS MEpPBI, HAIPAaBJICHHbIC Ha
yCTpAaHEHUE WIM MCKIOYEHHE BO3MOYKHOCTH  MCIOJIb30BaHUS  (IKCIUTyaTalllH)
ySI3BUMOCTEH, BBISBICHHBIE HA ATane MOHUTOpPUHTA. [IpyM 3TOM BBINONHSIOTCA ONEpalu,

MpecTaBlICHHbIC B TabmuIie 4.2.

Tabnuua 4.2
Ne Haumenosanue
Onucanue onepanuu
/a OTIepaIiH

1 | CornacoBanue CpoyHass ycTaHOBKa OOHOBJICHHH NPOTPaMMHOTO OOeCTeUeHHs
YCTaHOBKH C | IpPEeIBAapPUTEIBLHO COIJIACOBBIBAETCS C PYKOBOJICTBOM MOJpPAa3/AeICHUS
PYKOBOJICTBOM uT
noapasaenenuss UT

2 | TectupoBanue BrisiBnenue MOTEHIIUATLHO OTaCHBIX (GYHKIIMOHATBHBIX
OOHOBJICHUS BO3MOXHOCTEH, He3aJIeKJIapuPOBAHHBIX pa3paboTUuKOM

MPOrPaMMHBIX, MPOTPAMMHO-AMNMApPAaTHBIX CPEACTB, B TOM 4YHUCIIE
MOJUTHYECKNX  OaHHEpPOB,  JIO3YHTOB, TMpPH3BIBOB W  HHOM
MPOTUBONPABHOW HHPOpMaMK (ajee — HeIeKJIapUPOBAHHBIC
BO3MO>KHOCTH)

3 | YcranoBka VYcraHoBka 0OHOBIJIEHUH Ha BHIOPaHHOM TECTOBOM CEIMEHTE
OOHOBJICHUS B | MH()OPMAIIMOHHOW CUCTEMBI B IIENIAX ONPEACTCHUS BIUSHUS UX
TECTOBOM CETMEHTE | YCTaHOBKH Ha €€ (PYHKIIMOHUPOBAHHE

4 | Ilpunarue peuieHus | B cmyuae, eciii HETaTUBHOTO BIUSHUS OT YCTAHOBKM OOHOBIICHUS Ha
00 YCTAHOBKE | BHIOPAHHOM CErMEHTE CHCTEMBbI HE BBISBIICHO, IPUHUMAETCS PELICHNE
OOHOBJICHUS O €ro pacmpocTpaHeHHM B cucTeMe. B ciydae oOHapyxeHHA

HEraTUBHOTO BIUSHUS OT YCTAaHOBKH OOHOBIICHUS Ha BBIOPAHHOM
CeTMEHTE CHUCTEMBI JalbHEUIee paclpoCTpaHECHHEe OOHOBIICHUS HE
OCYILIECTBIISICTCS, TPH OTOM Ui HEUTpaNIM3aluu  ySI3BUMOCTH
MIPUMEHSIFOTCS KOMITCHCHPYIOIIUE MEPhI 3aIIAThI HH(POpMaIiu

5 | YcranoBka Pacnipoctpanenre OOHOBIEHUST Ha OOBEKTHI WHOOPMAITMOHHBIX
OOHOBJICHUS cUcTeM

6 | ®opmupoBaHue Vs3BUMOCTH, MJIE yCTpaHEHHsS KOTOPBIX HE OblIa oOlpeaeicHa
IJIaHa  YCTAHOBKHU | HEOOXOIUMOCTh CPOYHOH YCTaHOBKH OOHOBJICHUM, YCTPAHSIOTCS B
0OHOBJIEHUH XO0JI¢ TUIAHOBOM YCTaHOBKM OOHOBIeHHUU. DopMHpoOBaHUE ILIaHA
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OOHOBJICHHH OCYIIECTBIISIETCS C YYE€TOM 3asBOK Ha YCTaHOBKY

OOHOBJIEHNH
7 | Pa3pabotka u | Pa3paboTka ¥ NpUMEHEHHE Mep 3amuThl MHOOPMAIMH, KOTOPHIC
peaJII/I?;aI_[I/ISI HpI/IMeHHIOTCSI B I/IH(I)OpMaI_II/IOHHbIX CUCTEMaxX B3aMCH OTACIIbHBIX Mep
KOMIICHCHPYIOIIHNX 3alMThl HH()OPMAIUH, MTOIJIEKAIINX Pealn3allid B COOTBETCTBHH C
Mep 3alMThI | TPEOOBAHUSAMHU T10 3aIIUTE HH()OPMAIHH, B CBI3U C HEBO3MOYKHOCTHIO
uHbopMaIuu UX YCTaHOBKH, OOHAPYKEHHEM HEraTUBHOTO BIHSHHS OT YCTAHOBKH

OOHOBJICHHS, a TaKXKEe B CIy4ae HEOOXOIUMOCTU NPHHATHI MEp 10
yCTpaHEeHUs! ysA3BUMOCTH. K KOMIICHCHpYIOIIMM MepaM 3aliHuThl
UHPOPMALIUKM MOTYT OTHOCHUTBCS: OPTraHM3allMOHHBIE MEphl 3aIIUTHI
uHpOpMaLMK, HACTPOWKA CPEACTB 3allUThl WH(POpPMAINU, AHAIN3
coObITHII  0Oe30mMacHOCTH, BHeceHWe  u3MeHeHuir B UT-

HH(PACTPYKTYPY

TectupoBanrie OOHOBJIEHUI MPOTrPaMMHBIX WU IMPOTPAMMHO-ANIAPATHBIX CPEACTB
OCYLIECTBJISIETCS B COOTBETCTBUM C PEriiaMeHTOM 110 BBISBJICHUIO, AaHAJIN3Y U YCTPAHEHUIO
KpPUTUYHBIX ya3BUMOCTEN B MIC 3KCIulyaTHpyeMbIX B OpraHe, OPTaHU3AlUH, 110 PEIICHUIO
opraHa (OpraHm3anuu) B CJlIy4ya€ OTCYTCTBHUS COOTBETCTBYIOLIMX PpPE3yJbTaTOB
tectupoBanusi B BIY ®CTOK Poccun.

[Ipy HanMuUM COOTBETCTBYIOLIMX CBEIEHUM MOTYT OBITh HCIOJIb30BAHBI
KOMIICHCUPYIOIIIME MeEpbl 3allUThl HH(QOpPMAIMM, MPEICTaBICHHbIE B OIOJIIETEHAX
0e30macHOCTH Pa3pabOTUYMKOB IPOrPAMMHBIX, IPOTPAMMHO-aNNIapaTHBIX CPEACTB, a TAKKE
B ONUCAHUSAX yA3BUMOcTeH, onyoinkoBaHHbIX B BJIY ®CTOK Poccun.

PexoMenyeMble CPOKU YCTPAHEHUS YSA3BUMOCTEM:

— KPUTHYECKUN YPOBEHb ONIACHOCTH 10 24 4acoB;

— BBICOKHI YPOBEHb OITACHOCTH — 10 7 JHEW;

— CpPEIHUI YPOBEHb ONIACHOCTH — 10 4 HE/EIIb;

— HU3KUH YPOBEHb OMACHOCTH — 10 4 MecsIEeB.

B pamkax BbINOJHEHUS MOATNPOLIEcca Pa3pabOTKH U peann3alii KOMIIEHCHPYIOLINX

Mep 3alIUThl MHPOPMALIMK BBITIOJIHAIOTCS ONepalliy, TpUBEACHHbIEC B Ta0uIe 4.3.

Taomuna 4.3.
Ne HanmeHnoBanue
Onncanne onepanuu
n/m onepanuu
1 | Onpenenenue Mmep | OnpeneneHre KOMIIEHCHPYIOIIUX Mep 3alluThl HH(pOpMaluHy,

3amuThl HHQOPMAIIMK U | HEOOXOAUMBIX JJIsi HEUTpaAIU3aliK ySI3BUMOCTH JIMOO CHUKCHHUS
OTBETCTBEHHBIX 3a HX | BO3MOXKHBIX HETAaTUBHBIX MOCIEACTBUU OT ee JKcIuTyaranuu. B
peanu3anuo XO/JI¢ BBIIOJIHCHUS JAHHOW OIEpamfy JOJKHBI OBITh OIMpEIeICHBI
pabOTHUKH, ydacTHE KOTOPBIX HEOOXOIUMO HJsi pealu3aluu
BBIOpAHHBIX KOMIIEHCUPYIOIIUX Mep 3allUThl HHPOpMAIIUU
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CornacoBanue B cnyyae HeoOxoauMocTH NpuBIEYEHUsS] PAOOTHUKOB JPYTHX

MIPUBJICYCHUS MOJpa3AeICHUI I peaau3alid KOMIICHCUPYIOIIUX MEP 3allUThl

pabOTHHUKOB uHbOpMAIUK PYKOBOJIUTENb MOJPA3AEICHUS 3aLIUTHI COTJIACyeT
Hux IMPUBJICYCHUC C PYKOBOAUTCIIAMU COOTBCTCTBYIOIIUX
MOJpa3IeJICHUI

Peanuzanus Peanu3anus opranu3aliMOHHBIX Mep 3alIUThl HHGOpMAIUU

OpraHMU3alMOHHBIX Mep
3a1uThl HH(GOPMAaLIUU

peaycMaTpUBaET: OrpaHUYeHHE Uctob3oBanus UT-
MHPPACTPYKTYPHI; OpraHU3aIHsl PeKUMa OXpaHbl (B YaCTHOCTH,
OTpaHUYCHUE JTOCTYIA K TEXHHYECKUM CPEIICTBAM);
nH(popMupoBaHKe U 00ydeHHE TIepCOHAla OpraHa (OpraHu3aIiN)

Hacrpoiika CpENCTB

3aIuThl HH(GOPMALIUU

OneHka BO3MOXKHOCTH pealM3allid KOMICHCHPYIOIIUX Mep C
WCIIOJIb30BAHUEM CPEJICTB 3alIUThl HH(OpMAIK, BEIOOp CPEICTB
3amuThl nHGOpMaluu (mpu HeoOxoaUMOCTH). BeImotHeHHE paboT
10 HACTPOWKE CPEJCTB 3alUThl HH)OpMAIUH

Opranu3anus aHain3a
CcoOBITUI 0E30IMaCHOCTH

Opranu3anysi NOCTOSIHHOTO HaOJIIOJICHUS U aHallu3a Pe3ylbTaToB
perucrpanuu coObITHIl 0€30IIaCHOCTH M MHBIX JIAHHBIX C LIEJIBIO
BBISIBJICHUSI U OJIOKMPOBAHMSI TONBITOK 3KCIUTYaTalluH YSI3BUMOCTH

Buecenue nsmenenuni B
UT-undpactpykrypy

Bruecenne nsmenenunii B UT-uHdpacTpykTypy BKIIIOYAET ACHCTBUS
[0 BHECEHUIO W3MEHEHHH B KOH(QUIypalMH IPOrpaMMHBIX U

MPOrpaMMHO-AINApaTHBIX CPEICTB (B TOM 4HCIE, YyIaJICHUE
(BbIBEZIEHUE U3 DKCILTYaTAIIHH ))

Ha ocnoBe Tabmuil 4.2 u 4.3. B oprane (opraHu3aliuu) J0DKHO pa3paldaThiBaThCs
JEeTalbHOE OIMHMCAaHWE OIepalnii, BKIIOYAIONIee HAMMEHOBAaHWE OIEpaluii, OMUCaHHUE
orepanuii, UCTIOJIHUTENIEH, MPOAOKUTEIIBHOCTD, BXO/IHBIE M BBIXO/IHBIC JaHHbIC.

HeranpHoe OIMCAaHUE onepanuit BKJIFOYAETCA B OpTraHU3alluOHHO-
pacnopsIMTeIbHbIE IOKYMEHTHI 110 3aiuTe HH(OopMaIuu oprada (OpraHu3alim).

B ciydae HEBO3MOXXHOCTH TOJYYEHUS, YCTAHOBKH W TECTUPOBAHUS OOHOBJICHHIA
MPOTPaMMHBIX, TPOTPAMMHO-AIMIAPATHRIX CPEACTB MPUHUMAIOTCS KOMIICHCUPYIOIINE
MEpBI 3alUTHl HH()OPMAITIH.

Bbibop KOMIEHCHPYIOIIMX MEp M0 3aliuTe UWHOOpPMAIMU OCYIIECTBISETCS
OTIepaToOpPOM C YUYETOM apXUTEKTyphl U 0coOeHHOCTeH ¢yHkimonnpoBanus NC, a takxke
CIIOCOOOB KCIUTyaTallU! ySI3BUMOCTEH MPOTpaMMHBIX, TPOTPAMMHO-AIITAPATHBIX CPEJICTB.

KoMIieHCHpyIOIIIUMH ~ OpraHM3allMOHHBIMA W TEXHUYECKHMMH  MEpaMH,
HaIpaBJICHHBIMHU HA MPEJOTBPAIEHNE BO3MOKHOCTH KCIUTyaTallud ySI3BUMOCTEH, MOTYT
SIBJISITHCSI:

— U3MEHEHHUE KOH(pUTrypauuu ys3BUMBIX KomnoHeHToB VMC, B TOM umuciie B 4acTu
MPEIOCTABIICHUS TOCTYyMA K UX (PYHKITUSAM, HCTIOTHEHUE KOTOPHIX MOXKET CIIOCOOCTBOBATH

OKCIITyaTallluH BBISABJICHHBIX y}ISBHMOCTCﬁ;
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— OrpaHUYEHHE II0 HCIOJIb30BAHUIO YSA3BUMBIX IPOTrPAMMHBIX, IPOrPAMMHO-
anmnapaTHbIX CPEJICTB WIM UX NEPEBOJ B PEKUM (DYHKIMOHMPOBAHUS, OrPaHUYMBAIOLIMIMA
UCIIOJIHEHUE (GyHKUMH, oOpaleHue K KOTOPBIM CBA3aHO
C MCIOJIb30BAaHUEM BBISIBJIEHHBIX YSI3BUMOCTEN (HAallpuMep, OTKIIIOUEHHE YSA3BUMBIX CITYKO
U CETEBBIX ITPOTOKOJIOB);

— pe3epBupoBanre KoMrnoHeHToB WMC, BKirodas pe3epBHUPOBAHUE CEPBEPOB,
TEJIEKOMMYHUKALIMOHHOTO 000PYI0OBaHUS U KAHAJIOB CBA3H;

— HUCIOJIb30BaHUE CUTHATYpP, PEILAIOLIUX MPaBUI CPEJCTB 3aLUTHl MH(OpMALNY,
oOecrneunBaromux BoisiBiieHne B IC npU3HAKOB 3KCILTyaTalluu YA3BUMOCTEN;

— MOHUTOPUHT HMH(DOPMALMOHHOW OE30IaCHOCTM U BBIABIECHUE COOBITUH
oesomacHoct uH(popmauuu B HWC, CBA3aHHBIX C BO3MOXXHOCTBIO JKCIUTyaTal[UH

YA3BUMOCTEM.
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