I''TABA TATAPCTAH PECITYBJIMKACHI

AHEKCEEBCKOFOU AJIEKCEEBCK
MYHHUIIAITAJIBHOI' O PAMOHA MYHUILIUATIAJIb PAMOHBI
PECIIYBJIMKH TATAPCITAH bALLIbIL bl
INOCTAHOBJIEHHE KAPAP
A3 .06, ﬂZOZ 3 M.[.T. AJleKCeeBCKoe Ne 4{

OO0 yTBep:KkIeHHH perjiaMeHTa 10 aHATH3Y

H YCTAHOBKe 00OHOBJIEHHH 0€30MaCHOCTH
NPOrpaMMHBIX, IPOrPaMMHO-aNNAaPATHBIX
CPeACTB 3alHThl HHpOPMALIMH U HHOI'O
IpPOrpaMMHOro obecneyeHnsl B AJieKceeBCKOM
MYHHIHMNAJbHOM paiioHe Pecnyoiauku TaTtaperan

B nensax ycunenusa oOecnedeHus: 0e30MacHOCTH WHGOOPMAIIMH U TTOBBIIICHUS
3AIIUIIEHHOCTH WH()OPMAIMOHHBIX CHCTEM B OpraHax MECTHOTO caMOYIIpaBJIEHUS
ATIEKCeeBCKOr0 MYHHIHMIAIBLHOTO paioHa, B COOTBETCTBHH C METOJMYECKHMH
pexomennanuamua OCTIK Poccun,

MOCTAHOBJIAKO:

1. YTBepAUTh periamMeHT 1O aHaIM3y U YCTaHOBKEe OOHOBIIEHHH 0e30MacHOCTH
IPOrPaMMHBIX, IPOrpaMMHO-ANNapaTHbIX CPEACTB 3aIIUThl MHGOPMAIMH U HHOTO
IPOrpaMMHOTO oOecredeHus B AJIEKCeeBCKOM MYHHUIUIIAIBHOM paiioHe PecrmyOnuku
Tartapcran (Ilpunoxenue).

2. TpeOoBaHusl HACTOAILEIO IIOCTAHOBIICHHS JOBECTH JIO CHUCTEMHOIO
aIMUHUCTpaTopa 0Oe3omacHOCTH HHGOPMAIMOHHON cHCcTeMbl AJIeKCeeBCKOIo
MYHHIIUNIATEHOTO paiioHa /st paboThI.

3. Pa3mectuts Hacrosuee nocraHoBieHue Ha Od¢unuansHoM — caiite
ATeKceeBCKOro MYHHIUIANLHOTO palioHa, Ha OQHUIMAIBHOM IMOpTajle IIPaBOBOM
uHbopmanuu Pecriyonuku Tatapcrad B MHGOPMAITMOHHO-TEJIEKOMMYKAIlMOHHOM CeTH
WuTepHer.

4. KoHTponb 3a WCMONHEHHWEM HACTOAIIET0 IIOCTAHOBIIEHUS BO3JIOXKHUTH Ha
3aMECTUTeNss  pyKoBoAuTeNs  VICIOJHWUTENBHOrO  KOMHTeTa  AJIEKCEEeBCKOTO
MYHUIUIIATIBHOTO paiioHa SAzpiauna P.C.

I'naBa
MYHHIHUIIAJIBHOIO pailoHa C.A. J/lemuaosB



[Ipunoxenune

K ITOCTaHOBJICHUIO

["1aBbl AJieKceeBCeKoro
MYHULHNIATLHOTO paifoHa
Pecrry6muku Tarapcran

OT 4 o6 J23No 41

PernameHT mo aHA/IM3y H YCTAHOBKE 00HOB/IEHHI 0€30NMACHOCTH MPOTrPAMMHBIX,
HPOrpaMMHO-aNNAPATHBIX CPEACTB 3alIUTHI HHGOPMAIHH H HHOTO
NporpaMMHOro odecnedyeHust

1. OBIIUE NMOJIOKEHUSA

1.1. Hacrosiuuii periaMeHT Mo aHaIM3y ¥ ycTaHOBKE 0OHOBIEHUH 0€30I1aCHOCTH
LUPOI'PAMMHBIX, [POIPAMMHO-AIIAPATHBIX CPEACTB 3dlUMThl MH(DOPMALMU U HHOL'O
IporpaMMHOro obOecriedeHus: (mainee — PermameHT) pa3pa®oTaH B COOTBETCTBHU C
Metoaukoil TectTupoBaHus 0OHOBIIEHHWH O€30MacHOCTH NMPOrPaMMHBIX, IPOrPaMMHO-
anmapaTtHbIX cpenacts, yrBepkaeHHoi @CTOK Poccuu ot 28 okTsibpst 2022 r.

1.2. PermameHT omnpenenseT MOPSIOK W comepkaHHe padOT IO TECTUPOBAHMIO
IporpaMMHOro oOecledyeHds, B TOM UYHCIE C OTKPBITBIM HCXOJHBIM KOIOM,
npeqHa3HaueHHOTOo Uil YCTPaHeHHS YSI3BUMOCTEH NpOrpaMMHBIX, IIPOIrPaMMHO-
afmapaTHBIX CpeNcTB (mamee — OOHOBIIEHHS O€30MacHOCTH), MNPUMEHSAEMBIX B
WH(}OPMAIMOHHBIX CHCTEMax, HWH(GOPMalMOHHO-TEIEKOMMYHHKAIIHOHHBIX CETHX,
ABTOMATHU3MPOBAHHBIX CHCTEMax YMpaBJeHHs, B TOM uduciie (YHKIMOHHUPYIOIIUX Ha
O0aze  WH(DOPMAIIMOHHO-TEIIEKOMMYHHUKAIIHOHHOH  MH(PACTPYKTYpbl  LIEHTPOB
00paboTKM NaHHBIX (fanee — THPOPMALMOHHBIE CUCTEMBI).

PernamMenT MOJKET OLITh HMCIIOJIB30BaH ISl TECTHUPOBAHUsI WHBIX OOHOBIICHHH
MPOTPaMMHBIX, IPOrpaMMHO-aNMapaTHEIX CPEACTB IO PELICHHUIO OIepaTopa
MH(POPMALMOHHON CUCTEMBI.

1.3. Hacrogmuii PernameHT NOMISXKHUT MNPUMEHEHHIO  OIlepaTopaMu
THGOOPMAITMOHHBIX CHCTEM TIPW TPHUHSATHM MMH Mep 10 YCTPaHEHUIO YSA3BHMOCTEH
IPOrpaMMHBIX, IPOrPaMMHO-ANIAPaTHBIX CPeIcTB HH(MOPMALUMOHHBIX CHCTEM
B COOTBETCTBHUH C TpeOOBaHWUSMH O 3amuTe HWH(GOpPMaAUH, cojaepXKallencs
B TOCYIapCTBEHHBIX MH(OOPMAIMOHHBIX CHCTeMax, TPeOOBaHMIMU 110 OOECIEeUEeHHIO
0e30MMacHOCTH 3HaYMMBIX 00BEKTOB KpUTHYECKOH HHQOPMAIIMOHHOH HHPPACTPYKTYpPhI
Poccuiickoii @enmepanum, a TakKe HHBIMM HOPMATHUBHBIMHA IIPABOBBIMH aKTaMH
u metoandeckumu qokyMeHTamMu OCTIK Poccun.

1.4. VYcrpanenue ys3BUMOCTeHl B CepTH(OUUIMPOBAHHBIX IPOrPaMMHBIX,
MPOrpaMMHO-AIIapaTHBIX ~ CPeACTBaX 3allUTHl  HH(OpMauuu  o0OecreYrBaeTCs
B MIPUOPUTETHOM HOPSNIKE U OCYIIECTBIJISIETCSI B COOTBETCTBHH C JKCIUIyaTaldOHHOM
TOKYMEeHTaIuell Ha HUX, a TakkKe ¢ PeKOMEHJaliusiMM pa3padoTYMKa.

1.5. Pemenne 06 ycTaHOBKE MPOTECTUPOBAHHBIX OOHOBJIIEHHH 0€30I1aCHOCTH
IPHHUMAETCS OIEepaTopoM HHPOPMALMOHHOW CHCTEMbI C YYETOM pE3yJIbTaTOB



TECTHPOBAHHUA U OIIEHKH PHUCKOB HapylleHUs (YHKIMOHMPOBAHHS MH(OPMALMOHHON
CHUCTEMBI OT YCTAHOBKH TaKUX OOHOBIIEHUH.

1.6. B PermamMcHTC HCIONB3YIOTCS TEPMHHBI U OMpeHeleH s, yCTallOBIIEIIIbIe
HanoHanbHeIMU cTaHmapTamu ['OCT P 50922-2006 «3amura HHGOOPMaLHUH.
OcHoBHBIe TepMuHBI U onpeneneHus», [ OCT P 56545-2015 «3amura uHpopmanuu.
VsI3BUMOCTH MH(pOPMAaLMOHHBIX cucTeM. [IpaBuna onucanus ysssumocreii», [OCT P
56546-2015 «3amuta wuHbOpManMU. YS3BUMOCTH WH(OPMALMOHHBIX CHCTEM.
Knaccudukamnus ys3puMocTell HHOOPMAITHOHHBIX CHCTEM» U MHBIMU HallMOHAJIBHBIMU
cTaH/apTaMd B 00JacTH 3amuThl HHGoOpManuu U obecriedyeHUss WHGOPMaLUOHHOM
Oe30macHOCTH.

2. IOPSIIOK AHAJIN3A OBHOBJIEHUM BE3OITACHOCTH
NMPOI'PAMMHBIX U [TIPOI'PAMMHO-AIIIIAPATHBIX CPEICTB

2.1. Ananu3 o6HOBIIEHUH 0€30MacHOCTH MPOBOAUTCS C LEIBI0 CBOEBPEMEHHOIO
BEISIBJICHWs] B HHX IIOTCHIHANbHO OMNAacHBIX (YHKIMOHAIBHBIX BO3MOXKHOCTEMH,
He3aJICKJIapUPOBaHHBIX Pa3padOTIYMKOM IMPOTrpaMMHBIX H IPOrpaMMHO-alllapaTHbIX
CpeANCTB, B TOM HYHCJIe IOJUTHYECKUX OaHHEpOB, JO3YHIOB, IIPHU3BIBOB U HMHOH
IPOTHBOTIPABHOW HH(POPMAIIUH (Iallee — HeeKIapUPOBAHHBIC BO3MOXKHOCTH).

2.2. Amnanuzy mnojyiexar OOHOBIeHHs O0€30IaCHOCTH, HampaBlIEeHHBIE Ha
yCTpaHeHHe ySI3BUMOCTEMH, YPOBEHb KPUTUYHOCTH KOTOPBIX ONIPENEIEH B COOTBETCTBHHM
¢ MeToauKkoit TecTHpOBaHUsI OOHOBJIEHUH O€30MaCHOCTH IPOrPaAMMHEIX, IPOrPaMMHO-
annapaTHeIX cpencTs yreepxkaeHHoit @CTOK Poccun ot 28 okta6ps 2022 .

2.3. Jlng meneil HACTOSIIErO perjiaMeHTa K IpU3HaKaM HEIEKIapupOBaHHBIX
BO3MOXKHOCTeH 0OHOBJICHHH 0€30I1aCHOCTU OTHOCSTCA:

a) MONBITKH oOpaiieHuil K ¢aitnoBofi cucreMe, 0a3aM JaHHBIX, JIEKTPOHHOM
moyte W Jpyrod HHGOpMalMK, He HMEIoIMe OTHOLIEHHS K (QyHKIHOHAIY
00HOBISIEMBIX MTPOTPAMMHBIX, IPOrPAMMHO-ANIapaTHBIX CPEACTB;

0) HeJJOKyMEHTHPOBaHHBIe 00OpaleH s K CTOPOHHUM (HEM3BECTHBIM OIIEPATOpPY)
CeTeBBIM aapecaM W JOMEHHBIM MMEHaM, HE OTHOCAIIMMCS K OIepaTopy
MH(}OPMaIMOHHON CUCTEMB,

B) CHCTEMHBIC BBI30BBI, XapaKTepHble HJi1 BPEAOHOCHOIO IIPOTPaMMHOTO
obecredyenus (HampuMmep, MONBITKA 3arpy3ku w3 cetu «HHTepHer» OMONHOTEK M
[POrpaMMHBIX MAKETOB, He UMEIOIIUX OTHOLIEHHS K (DYHKIHMOHATLY IPOrpaMMHOIO
oOecrieyeHMs, IIONBITKA IlepexBaTa CeTeBOro Tpaduka JIpyroro IporpaMMHOrO
oOecrieyeHus, TIOMBITKH MOHUTOpPUHIra MAEHCTBUM IIONB30BaTEled C  JIPYIHM
NporpaMMHBIM obecriedeHreM);

r) MOTEHIHAILHO ONAcHble H3MEHEeHUs B (ailloBoH CUCTeMe B pe3ysbTare
YCTAHOBKH OOHOBIICHHS, B TOM YHCIIE 3arpy3Ka H YCTaHOBKA HEJOKYMEHTHPOBAaHHBIX
IPOrpaMMHOT0 oOecredeHus, [paiBepoB U OMONHOTEK, HE UMEIOLIMX OTHOIIEHHS K
(GyHKIHOHATY 00HOBIISIEMOTO IIPOrPAaMMHOI0, IIPOrPAMMHO-AIIIAPATHOTO CPENICTBA,;

1) W3MeHeHWs KOHQUTypauud cpenbl (YHKUMOHHPOBAHMSA, HE HMEHOLIMe
OTHOIIEHHS K OOHOBIISIEMOMY IMPOTPAaMMHOMY, IIPOrpaMMHO-aNMapaTHOMy CpeJCTBY
(HampuMep, MOsABJEHME HOBBIX ABTOMATHYECKH 3arpyKaeMbIX IIPOTPaMM);

€) OTK/IIOYEeHHE CpEJCTB 3alluThl WHGopMamuu u (QyHKUME Oe30macHoCTH



HHpOpPMALIHH.

2.4. Awamm3 oOHOBIeHHMH 0e30mMacHOCTH  opraHuzyercs (TIPOBOITHUTCH)
CrelUATUCTAME  TI0  RAlUTe WHPoOpMAUHH  (MHPOPMAIIMOHHON  0e30MacHOCTH)
orepaTopa UH()OPMalMOHHON CUCTEMBI (Jlajlee — UCCIIelI0BaTeNb).

2.5. Ananu3 oOHOBJIeHMH 0€30MMacHOCTH BKIIIOYAET:

a) MOATOTOBKY K NMIPOBEICHHUIO TECTUPOBAHU 0OHOBIICHUI 0€30MacHOCTH;

0) npoBejeHue TeCTUPOBaHUSI OOHOBIEHHI 0€30MacHOCTH;

B) opopMieHHe pe3yNbTaTOB TECTUPOBAaHUs OOHOBJIEHHI O0€30IacCHOCTH.

2.6. llogroToBka K TMpoBeAeHHIO AHanmu3a OOHOBJICHHN 0€30IacHOCTH
IpeaycMaTpuBaeT TIOJydeHHe OOHOBIEHHMS O€30IacHOCTH W TOJATOTOBKY CpeJibl
TECTUPOBAHMUSI.

Crioco0nl NOJIyYEeHHs OOHOBIICHH 0e3o1nacHoCTH OIpeNeNstoTCs
uccinenoBaTesieM, UCXO0J U3 ero BO3MOMKHOCTEH, U He paccMaTpHUBAIOTCS B JAHHOM
Pernamenre.

Ananu3 0OHOBIEHHH 0€30ITaCHOCTH MPOBOAHUTCS B CIEAYIOUIHX Cpeaax:

a) MCCIeNoBaTelbCKOM CTeHZe, CIelMalbHO CO3JaHHOM JUIA TECTUPOBaHUS
00HOBIIeHH 0€30MacCHOCTH WM WHBIX IIelei;

0) TecToBO# 30HE HHPOPMALMOHHOM CHCTEMBI («KITECOYHHIIED );

B) HH(OPMAIIMOHHOH cUcTeMe, PYHKIIMOHUPYIOUIEH B IITATHOM PEXKHME.

Bribop cpenmbl TecTHpoBaHHS OOHOBIEHHII 0€30MacHOCTH OCYILIECTBIISET
MCCNenoBaTelb, UCXOOSM M3 €ro TeXHHYECKHMX BO3MOKHOCTEH W yrpo3 HapylIeHHs
(GYHKIMOHHPOBAHUS HH(OPMAIIHOHHOMN CHCTEMBI.

2.7. Tlpu mnpoBelieHHH aHaNHM3a OOHOBJIEHHUII 0E30IAaCHOCTH B COOTBETCTBUH
C HacTOAIMMM PermaMeHTOM IOJDKHBI NPUMEHSTHCSI MHCTPYMEHTAlbHBIE CPEICTBa
aHalu3a M KOHTPOJSA, (QYHKIHOHAIbHBIE BO3MOXXHOCTH KOTODBIX 0O0ECIIEYMBAIOT
peanu3al{io IOJIOKEHWH Hacrosmlero PernameHTta, MMEOIIHE TEXHHYECKYIO
HOJJIEPIKKY ¥ BO3MOXKHOCTB aianTaluu (JopaboTKH) IOJ 0COOEHHOCTH IPOBOJIMMBIX
TECTHPOBaHMUil, CBOOOJHO paclpocTpaHseMble B MCXOJHBIX KOJax HIM CpeACTBa
TECTUPOBAHUS cOOCTBEHHOMU pa3paloTKH. Pexomennyercs IPUMEHSTh
MHCTPYMEHTAJIbHBIE CPEJICTBA aHalu3a M KOHTPOJsI, HE HMMeEIOUIMe KaKuX-Iubo
OTpaHWYEHUN 1O UX INPUMEHCHMIO, ajanTauuM (JopaboTKH) Ha TEPPUTOPHH
Poccuiickoit ®epepanmu.

3. COAEPKAHME PABOT 110 AHAJIU3Y OBHOBJIEHU
BE30IACHOCTHU MPOTPAMMHBIX M ITPOTPAMMHO-AIIIIAPATHBIX
CPEJICTB

3.1 O6mue TpeOOBAHHS K NPOBEJEHHIO TECTHPOBAHHSA

3.1.1. B xome mpoBemeHHs aHauu3a OOHOBIEHHIH 0€30I1aCHOCTH IOJDKHBI
BBINTOJIHSATHCS CJIEIYIOLIME TECTHI:

a) CBepKa HIEHTHYHOCTH OOHOBIIEHUH 0€30I1aCHOCTH;

©) mpoBCcpKa MOMJIHHHOCTH OOHOBJIEHHUI 0€30I1aCIOCTH;

B) aHTHBHPYCHBIHA KOHTPOJIb OOHOBIEHUH 0€3011aCHOCTH;

I') TOMCK OMACHBIX KOHCTPYKLIMIA B OOHOBJICHUSIX O€3011aCHOCTH;



) MOHHTOPWUHT  aKTHBHOCTH  OOHOBIEHWN  0e30macHOCTM B Cpelne
(GYHKIIMOHUPOBAHHS,

) py'IIoii anami3 oOnoneNnHii 0e30MaciocTH.

3.1.2. Ilpusenennsie B myHkTe 3.1.1 Hacrtosmero PermamenTa TecTsl
BBITIOJIHAIOTCS. 1O PEIIeHUI0 HMCCIIEA0BaTeNsl, UCXO0Asd M3 BO3MOXKHOCTH IOJIyYEHUS
0oOHOBJIEHHM# 0€30MacHOCTH pa3HBIMH CIOCOOaMH W (MJIM) W3 Pa3HBIX MCTOYHUKOB B
pacnakoBaHHOM  (pacmiipoBaHHOM) BHAE, BO3MOXXHOCTH HCCIENOBaTels IO
pacnakoBke (paciiupoBaHUIO) OOHOBIEGHHWH O€30macHOCTH, a TaKkKe HaIUYUs
HHCTPYMEHTAIIbHBIX CpPEINCTB aHaimu3a (KOHTPONs) M  HMHBIX TEXHHUYECKHUX
Bo3MOKHOCcTel. [lo pesyabTaraM TECTUpPOBAaHMUS  McclieoBaTellb  OMHUCBIBAET
pe3ynbTaThl KaXKIOr0 IPOBEEHHOr0 TeCTa.

3.1.3. B cnyuae BBISIBJIEHHUS HUCCIIEAOBATENEM IIPU3HAKOB HENEKIapHpPOBaHHBIX
BO3MOJKHOCTEH B XOJ€ MPOXOXKICHHS TECTa, OHH JIOJDKHBI OBITh MPOAHAIU3HPOBAHBL
MyTeM PYyYHOTO aHaJIi3a OOHOBIEHUH Oe30MacHOCTH.

3.2 CBepka HAEHTHYHOCTH OOHOBJIEHHH 0€30IIACHOCTH

3.2.1. CBepka HIEHTHYHOCTA OOHOBIIEHUH 0€3011acHOCTH MPOBOJUTCS B CIIy4ae
BO3MOIKHOCTH I10JTy4€HHUS OOHOBJIEHHH 0€301MaCHOCTH Pa3HbIMH crioco0aMu U (HIIK) U3
pPa3TUYHBIX HCTOYHHKOB.

3.2.2. CBepka HACHTHYHOCTH OOHOBIEHHH 0€30acCHOCTH IIpeyCMaTpUBAECT:

1) momyuenue oOHOBJIEHHs O€30MaCHOCTH pa3HBIMH crocobamMu H (UIH)
ToJIy4eHne OOHOBIIEHHM 0€30MacHOCTH U3 PAa3NUYHBIX MCTOYHMKOB (Hampumep, ¢ IP-
aJ[pecoB, pacloJIOXKeHHBIX Ha TeppuTopuu Poccuiickoit @enepauyu, a Takxe 3a ee
npeaenamu);

2) pacdHeT KOHTPOJBHBIX CYMM OOHOBJICHMIH ©€30M1acCHOCTH, IOIY4YEHHBIX
pasHBIMH crioco0amMu U (WJIK) U3 pa3IuYHbIX HCTOYHHKOB;

3) cpaBHeHHE OOHOBIIEHHM 0E30MIACHOCTH, [IOJIyYeHHBIX Pa3HBIMU CIIOCOOaMH U
(unr) U3 pazHBIX HCTOYHUKOB, IIyTEM CPaBHEHHS UX KOHTPOJBHBIX CYMM.

3.2.3. Tlo pe3synbrataM BBITOJHEHHS TecTa NOJKEH OBbITh C/enaH BHIBOJ 00
MIEHTUYHOCTH OOHOBIIEHHH O€30I1aCHOCTH, TOTYIEHHBIX Pa3HBIMHU criocobaMu U (M)
W3 Pa3sHBIX HCTOYHHKOB. B cllyuae CXOXKIEHHsI KOHTPOJIBHBIX CYMM OOHOBIIEHHMH TeCT
CUMTAETCS yCHELIHO MPOIeHHBIM.

3.2.4. B ciydae BBISABJICHUS HECOOTBETCTBHM B KOHTPOIBHBIX CyMMax
OOHOBIIEHHI 0€30IIaCHOCTH, yKa3aHHble OOHOBIICHHS OE30IIaCHOCTH JOMKHBI OBITH
IPOaHAaIM3UPOBAHKI IIyTEM PYYHOTO aHanu3a 0OHOBIEHUH 6€3011acCHOCTH.

3.3 [IpoBepka NOATHHHOCTH O0OHOBJICHHH 0€30MIaCHOCTH

3.3.1. ITpoBepka MOMIHHHOCTH OOHOBJICHUI O€30I1aCHOCTH IIPOBOJUTCS B ClIydae
HaqM4us y HMCCIeNoBartels BO3MOXHOCTH MOTyuuTh (aitn(el) oOHOBIEHHMS
0€30IMacCHOCTH B paclakoBaHHOM (paciin(poBaHHOM) BHIE IO €ro YCTaHOBKH B Cpele
(QYHKIMOHMPOBAHMS, a TaK)Ke IPH HAIMYAH TNPEJOCTABIAEMBIX PazpabOTUHKOM
OOHOBIIEHMS INTAaTHBIX CPEJICTB MPOBEPKU IOIIMHHOCTH (aiina(oB) OOHOBIECHHS
©e30macHOCTH.

3.3.2. IlpoBepka noJJIMHHOCTA OOHOBIIEHUH IIPE/lyCMaTPHBAET:



1) pacmaxoBky (pactugppopanue) daiia(oB) oOHOBIeHHS 0€30MTaCHOCTH;

2) onpefeneHue KPUTEPUEB TMPOBEPKH IOJUIMHHOCTH (aitna(oB) OOHOBIEHHS
OezonmacnocTH. B KavecTBe KpuTEepHEB MPOBEPKU MOIMHHOCTH (aiina(oB) oOHOBIEHUs
MOTYT BBICTYIIaTh KOHTPOJBHBIE CYMMBI (aiijoB, 3JIeKTpoHHAas LU(ppoBas MOIIUCH
(aiiioB WIM WMHBIE KPUTEPHHM TPOBEPKU IONJIMHHOCTH (aiina(oB) 0OHOBIEHUA
Oe3omacHOCTH, IPELOCTaBIIIEMbIE €TI0 Pa3padOTYUKOM.

3.3.3. @aiin cunTaeTCAd MOMJIMHHBIM, €CIIM KPUTEPUH INPOBEPKU IO IMHHOCTH
¢aiina(oB) oOHOBIIeHHs 0€30MaCHOCTH, ONpPENeeHHbI HcclienoBaTeleM, UIEHTUYEH
KPUTEPHUIO, IIPeOCTaBICHHOMY pa3padoTyukoM oOHOBJIeHUs OezonacHOCTH. B ciyuae
YCTaHOBJICHHUS TIOJJIMHHOCTH (aitia(oB) 0OHOBIeHNUsI 0e3011acHOCTU TECT CUMTAETCS
YCIIELIHO NPOHAECHHBIM.

3.3.4. B caydyae HeyCIeLIHOro MPOXOKIAeHHs TecTa, (aitn(bl) oOHOBIEHHH
0e30MMacHOCTH, B KOTOPBIX BBISBJIICHBI HAPYIIEHUS TOIJIUHHOCTH HJIM HOJIHHHOCTB
KOTOPBIX HEBO3MOXKHO IIPOBEPHTD, JOIKHEI OBITH IIPOBEPEHBI IyTEM PYHHOLO AHATU3A
00HOBIIEHNS OE30TIaCHOCTH.

3.4 AHTUBHPYCHBIH KOHTPOJIb 00HOBJIeHHH 0€30MacCHOCTH

3.4.1. AHTHBHPYCHBIH KOHTPOJIb OOHOBJIECHUH O€30MACHOCTU 3aKIHYAETCA B
BBISIBJICHMH BPEJIOHOCHBIX KOMITBIOTEPHBIX IIPOrpaMM (BHPYCOB) B HCCIELYEMOM
OOHOBJICHHMH 0E30ITaCHOCTH C HCIO0JIb30BAHUEM CPEACTB aHTHBUPYCHOW 3alUTHl. i
IpOBENeHNUs] aHalW3a HeoOXOAMMO MCIOJb30BaTh HE MeEHee [BYX CpEICTB
AHTHBHPYCHOM 3alllUThI Pa3HBIX pa3paboTIHKOB.

3.4.2. AHTMBHPYCHBIM KOHTPOJIb OOHOBIIEHHMH 0€30MIacHOCTH IIpeyCMaTpPUBAET:

1) mpoBepKy 0OHOBJIEHII 0€30MaCHOCTH CPeICTBAMM aHTUBHUPYCHOM 3aIIUTEI 10
WX YCTaHOBKH;

2) mpoBeleHHE CHUTHATYPHOTO M 3BPUCTHYECKOrO aHAllM3a COHAEPIKHMMOro
OlepaTHBHOM mamsATH, (aiIoBOM CHCTEMBI M 3arpy30YHBIX CEKTOPOB BCEX
HCIIONB3YEMBIX HOCHTENEH HHGOPMAIKMU 0 3aBEPIICHHIO YCTAaHOBKH OOHOBJIEHHS
0e30macHOCTH.

3.4.3. TecT cunTaercs YCIEIIHO MPOHJICHHBIM B ClIydae OTCYTCTBHS IIPU3HAKOB
BPEIOHOCHOH aKTHBHOCTH B (aiimax oOHOBIeHHH 0e30macHOCTM M B CaMOM
IIpOrpaMMHOM 00eCIeueHHH Mocie YCTaHOBKH OOHOBIEHHH 0e3011acHOCTH.

3.4.4. B cinydyae HEyCIEIIHOrO IMPOXOXKICHHUs TecTta, (ain(bl) oOHOBIEHHH
0e3011acHOCTH, B KOTOPBIX BBISABIEHBI IIPU3HAKH BPELOHOCHOH aKTHBHOCTH, JTOJDKHEI
ObITh IPOAaHAIU3UPOBAHEI IIyTEM PYYHOr0 aHAIN3a OOHOBIIEHUH O€30I1aCHOCTH.

3.5 ITouck onacHBIX KOHCTPYKUHHA B 00HOBJIEeHUSIX 0€301ACHOCTH

3.5.1. Ilorck onmacHbIX KOHCTPYKITHI B OOHOBIIEHUSIX 0€30I1aCHOCTH IIPOBOLAUTCH
B Cy4ae HaIW4YKA y UCCIeN0BaTellsi BO3MOXHOCTH IOIYyIUTH (aiii(bl) 0OHOBIIEHHS B
pacmakoBaHHOM (pacimu(@pOBaHHOM) BHJIE O WM IOCJIe YCTaHOBKH OOHOBIEHMs B
cpene GYHKIIHOHUPOBAHMUS.

3.5.2. Tlouck oOmacHBIX KOHCTPYKIIMH B OOHOBIEHHSX 0€30IacHOCTH
npeaycMaTpUBaeT:

a) MOKMCK ONACHBIX KOHCTPYKIUH B OOHOBIIEHUSIX 0€30I1aCHOCTH C NPUMEHEHHEM



UHIIUKATOPOR KoMITpomeTaini, Y ARA-nparui u Ipyrux crnocoOoR;

©) KOHTEKCTHBIH TMOWCK IONUTHYECKHX OaHHEPOB, JO3YHIOB M IPYroi
IPOTUBONPABIOH HUIIPOPMAIIH I OOTIOBIEIHIX Oe3011acOCTH.

3.53. Tectr cuMraercs yCHEWIHO NPOHUIEHHBIM B CJIydae, €CIId OIlacHbIe
KOHCTPYKLMH HE BBISIBJICHBI.

3.5.4. B cinyuae HeycnmemHoro mHpOXOKAEHHUs TecTa, (aiin(bl) OOHOBIEHUMH
0€30IacCHOCTH, B KOTOPBIX BBISBIEHBl OIIACHBIE KOHCTPYKIHH, [OJDKHBI OBITH
[IpOAHAIM3UPOBAHBI MyTEM PYYHOTO aHaliu3a OOHOBIEHUI 6e30MacHOCTH.

3.5.5. Tlpu mpoBeneHUM pPYUHOrO AaHANHU3A HCCTIEOBATENeM JIOMKHO OBITh
MCCIIEZIOBAHO Ha3HAYCHHE BBISBJIEHHBIX OMACHBIX KOHCTPYKIIMH, MOATBEP)KICHA MITH
OIPOBEPrHyTa UX OMACHOCTb.

3.6 MOHHTOPHHI AKTHBHOCTH OOHOBJIEHHII 0e30MacHOCTH B cpele
TeCTHPOBAHUS

3.6.1. MOHUTOPUHT aKTUBHOCTH OOHOBJEHWH O€30TMacHOCTH B cpelne
TECTUPOBAHMS 3aK/iovyaeTcsd B IOJYYEHUHM M aHajlM3e CBEJCHHUH O IOBEJCHUU
00OHOBJIAEMOT0 IIPOTPAaMMHOTO U IIPOT paMMHO-aNNapaTHOI'O CPeACcTBa B pe3yibTaTe ero
B3aUMOJCHCTBHS CO cpeiol (YHKIIMOHUPOBAHUS UITH IPYTUMHU IPOTpaMMaMH, a TaKkKe
aHalIM3€e CBEJCHUH O B3aMMOJICHCTBHH KOMIIOHEHTOB OOHOBJIEHHOI'O MPOrPaMMHOTO,
MpOrpaMMHO-aNmapaTHOro CPeICTBA.

3.6.2. MOHUTOPUHT aKTHBHOCTH OOHOBJEHWH Oe3omacHOCTH B cpele
(YHKUMOHMpPOBAHUS  MPOBOAMUTCA IPU  HAIMYUM  BO3MOXKHOCTM  YCTAHOBKH
HEO0OXOIUMBIX HHCTPYMEHTOB B Cpelle TECTUPOBAHHS OOHOBIISIEMOI0 MPOIPAMMHOIO,
IpOrpaMMHO-aMapaTHOTo CPeCTBa.

3.6.3. MOHUTOpPHUHI AaKTHBHOCTH OOHOBJIEHHH Oe30MacHOCTH B cpene
TEeCTHPOBAHUS IIpeaycMaTpruBaeT He0OX0IMMOCTh IIPOBEICHHUS:

a) aHaJNM3a Pe3yJbTATOB BBIMOJHEHUS CHCTEMHBIX BBEI30BOB OOHOBIEHHOTO
IIPOrpaMMHOro odecrnedeHus;

0) aHamM3a MOJIy9aeMbIX M OTIPABJIAeMBIX OOHOBIEHHBIM MPOrPaMMHBIM,
MporpaMMHO-alIapaTHBIM CPEJCTBOM CETEBBIX I1aKETOB;

B) aHaim3a cocTaBa (aldIoBOM CHCTEMBI JIO U TIOCIie YCTAaHOBKHM OOHOBIIEHHS
IpPOrpaMMHOr0, IIPOTPaMMHO-ANIIAPAaTHOTO CPE/ICTBA;

I') CHTHATYpHOT'O IIOMCKA U3BECTHHIX YSA3BUMOCTEH.

3.6.4. Tect cumTaercs YCIEIIHO NPOHIEHHBIM, €CIM B XOJE€ MOHHUTOPHHIA
aKTHBHOCTH OOHOBIIEHHII 0€30[1aCHOCTH B Cpele TECTUPOBAHMUS HE BBLIABIECHO
MpPU3HAKOB HeleKIapHPOBAHHBIX BO3MOXHOCTEH.

3.6.5. B ciy4ae HeycCHeIHOro MPOXOXKAEHUs Tecta, (aiin(pl) oOHOBIEHH
©e30IacHOCTH, B KOTOPBIX BBISBJICHBI IPU3HAKH HENEKJIAPUPOBAHHBIX BO3MOKHOCTEH,
OOJDKHBI  OBITh MPOAaHAIM3UPOBAaHBl MyTeM PYYHOrO aHalausa OOHOBIICHHH
©e30IMacHOCTH.

3.7 PyuHoii ananu3 o0HOBJIeHHIi 6e30MacCHOCTH

3.7.1. PyuHoii anaius 0OHOBIEHHUE Oe3011aCHOCTH IPOBOAUTCS B CIIydae, ecjl 110
pe3ynbTaTtaM BBITIOJIHEHUS TECTOB:



a) BBISBIICHBI PA3NMUIHUS B OOHOBIEHHSIX O€30TACHOCTH, TOJIYICHHBIX Pa3HBIMU
crocobamu U (MJIM) U3 pa3HbIX HCTOYHUKOB,

©) 1eycmemmo Tpoiigen TeCcT MNOMIHUNIOCTH  ¢aiima(on) oOIIoBIeHsI
0e30I1aCHOCTH;

B) BBISBJIEHBl TNPU3HAKKH BPENOHOCHOH aKTHBHOCTM B (ailnax OOHOBIEHHS
Oe3011acHOCTU B pe3yJibTaTe aHTUBUPYCHOrO KOHTPOJIS MJIM MOHUTOPUMHIA aKTUBHOCTH
00HOBNIEeHNs OE30MaCHOCTH B cpele (YHKIHMOHUPOBAHNUS;

r') oOHapy>KeHbI OlMacHbIe KOHCTPYKIIUH.

3.7.2. PyuHo#i aHamm3 OOHOBJIEHHH 0€30MACHOCTH TMPOBOJIUTCS B OTHOIIEHUU
KOMIIOHEHTOB OOHOBIIEHHI 0€30MacHOCTH, B KOTOPBIX MO pe3yJibTaTaM IIPOXOKICHUS
IIEPEUUCIICHHBIX BBIIIE TECTOB BBISBJIECHBI yKazaHHble B NyHKTe 3.7.1 HacTosiero
Pernamenra ycnosus.

B cmydae ecnm pydyHOH aHalIM3 IPOBECTH HEBO3MOYKHO, HCCIIEIOBATENIEM
JlenaeTcsi BLIBOJ O HaJHIMM B OOHOBJIEHHWH  OE€30MAacCHOCTH  IPHU3HAKOB
HeIeKJIapUPOBAHHBIX BOBMOKHOCTEH.

3.7.3. PyuHoii aHanu3 oOHOBJIEHHs 0€30MIaCHOCTH MpeIyCMaTpUBaET:

a) aHaJu3 JIOTUKH paboTel (B TOM 4Hcie Jgu3acceMOIMpOBaHHE HIIHA
JNEKOMITUIIALIHAS ONHAPHOTO KOJ1a MPH HAIMYUU COOTBETCTRBYIOILIUX BO3MOXKHOCTEH );

0) wccienoBaHWe KOMIIOHEHTOB OOHOBIIEHHS O€30MacHOCTH C IIOMOILBIO
OTJIaJYMKOB U TPaCCHPOBILHKOB;

B) IPOBEPKH HaIW4Hs B OOHOBIEHWM 0e30MacHOCTH KJIIOUeBOH WUH(OpMaruu
(mapoJteii, CEKPETHBIX KIIOUEl W IPYroM YyBCTBUTEIBHOM HHOOPMAITHH );

) CTaTUYECKOro M JMHAMMYECKOro aHaju3a (MpU HAJIUYUU UCXOIHBIX KOIOB
0OHOBIIEeHHIT O€30TTaCHOCTH ).

3.7.4. Tlo pe3ynbraraM MPOXOXKIAEHUSA TECTA UCCIIENOBATENIEM AE/Ia€TCs BBIBOJL O
NOATBEPKACHUM HAJIMYMS MM  OTCYTCTBHUS  BBISIBIEHHBIX paHee I[IPU3HAKOB
HENEKJIIADUPOBAHHBIX  BO3MOJXKHOCTEH B KOMIOHeHTe(ax) 0OHOBJISIEMOTO
NpOrpaMMHOro0, IIPOrPaMMHO-aNMapaTHOro CpeACTBa.

3.7.5. B ciay4ae ecii IO pe3yJbTaTaM PYYHOrO TECTUPOBAHHS B OOHOBJICHUH
0e30MMacHOCTH BBIABIEHBI BPEIOHOCHOE IporpaMMHOe obecreuyeHue M (HIH)
He/leKIIapupOBaHHble  BO3MOXKHOCTH, yKa3zaHHas HH(pOpMauus  HalpasiseTcs
B ®CTDOK Poccum m HanmmoHanbHBIM KOOPIMHALMOHHBIN IIEHTP IO KOMIIBIOTEPHBLIM
nanuaeHTaM (HKIKHM) B cOOTBETCTBUM € YCTaHOBJIEHHBIM PErVIAMEHTOM.

4. OOOPMJIEHHUE PE3YJIbTATOB TECTUPOBAHHUA

4.1. Pe3ynsraThl aHanu3a OOHOBJIEHHI Oe30macHOCTH OGOPMIAIOTCS B BHUJAE
oT4yera. B oTuere MOKHBEI OBITH OTpPaKeHBI ONMCAHHE TECTOBOH Cpelbl, CBEAECHHS 00
yA3BUMOCTSX, HAa YCTpaHEHHE KOTOPLIX HalpaBlieHO OOHOBJIEHHE Oe30MacHOCTH,
pe3ynbTaThl KaXKIOTO TECTA, IPOBEIEHHOr0 B COOTBETCTBUH C Pa3felloM 3 HACTOAIIErO
Pernamenra.

4.2. Otuer aHamm3a OOHOBJIEHHS O€30TAaCHOCTH BKJIIOUAET CIELYOIIHE
CBEJIEHHUS:

a) HaUMeHOBaHHe 00HOBJIEHHS OEe30M1aCHOCTH;



0) cBeleHHS O MecTe pa3MelleHHs OOHOBIeHHs! 0e30MacHOCTH, KOHTPOTMhHBIX
CyMMaxX OOHOBIIEHHS 0€30MacHOCTH, [aTe BBIMyCcKa OOHOBIEHHs O0e30IacHOCTH,
paspadoTHnKe o0HoBIeIHs 0830MacIIOCTH, BePCHH IPOrpaMMIIOro 00CcIeUCINs;

B) CBeJIcHHsI 00 YSA3BUMOCTSX, HA yCTpaHEHHe KOTOPBIX HallpaBIeHO 0OHOBIIEHHE
0e30I1acHOCTH;

I') HAMMEHOBaHKE MTPOBEICHHBIX TECTOB;

1) pe3yibTaThl aHanu3a (yCIenrHo/He YCIEHO);

€) OmHMCcaHWe Pe3yNbTAaTOB aHajK3a, BKIKOYas CpeAcTBa IPOBEICHMA aHaIW3a,
cpelly TEeCTHpPOBAHHS, BHISBICHHBIE MPH3HAKKM HeNeKJIapUpPOBAHHBIX BO3MOXKHOCTEH,
OIKCaHKe MPOBEJEHHBIX TECTOB.

43. Jlma TecToB, IO pe3ylbTaTaM KOTOPBIX BbISBIEHBI IPHU3HAKH
HeJIeKJIapUPOBAHHBIX ~ BO3MOXKHOCTEH, B  OTYET TECTHPOBaHHMA OOHOBIEHMI
0€e30MacHOCTH J0JIKHA OBITH BKJIIOUEHA BCSl TeXHUYecKas HHpopManus, Heodxonumas
IUIsl TIOSICHeITHsI BLITIOJIIeNIILIX B XOA€ HCCIENOBaHMs oOnepaldil M pe3ylbTaToB,
MOJIY4eHHBIX B XOJ€ HCCIEI0BaHUIl (B TOM YHCJEe BCE OTYETHl MHCTPYMEHTAIIBHBIX
CpEeIICTB aHAIN3a U KOHTPOIIA).

B oTHOllleHHH BBISBIEHHBIX MPHU3HAKOB HeJeKJapHMpPOBAaHHBIX BO3MOXKHOCTEH
MCCIIeIOBaTeNIeM OMPEAeNsSIOTCS OrPaHUUYEHHsT M YCIIOBHUA, IIPH KOTOPHIX YCTaHOBKa
0o0HOBIEHHs 0e30MacHOCTH BO3MOXKHA. YKa3zaHHbIE CBEIEHWS BKIIOYAIOTCHA B OTYET
aHaJln3a OOHOBJIEHH 0€301acHOCTH.

5. YCTAHOBKA OBHOBJIEHHUH BE3OITACHOCTHU NPOTPAMMHBIX,
IMPOT'PAMMHO-AIINTAPATHBIX CPEACTB 3AIIUTHI UHO®OPMAILIMHU U
HMHOI'O NTIPOTPAMMHOI'O OBECIIEYEHUA

[Ipy TNPUHATHU pELIEHHS O pe3yjbTaTaX TECTHPOBAHHsS OOHOBIEHHI
0e30macHOCTH
IIPOrpaMMHBIX, TPOrPaMMHO-aIapaTHbIX CPEACTB pealu3yeTcs CIEAYIOIMH IOPSI0K
omnpeJiesieHds] BO3MOXKHOCTH YCTaHOBKHM OOHOBJIEHMH NpPOTrpaMMHBIX, IPOrpaMMHO-
anmnapaTHBIX CPEJICTB.

1. BEIBOZ O BO3MOJKHOCTH YCTAHOBKM OOHOBIIEHHH 0€3011aCHOCTH.

1.1. B oTHOIIEHWH TPOIPHUETAPHBIX MPOrPaMMHBIX, IIPOrpaMMHO-aIIapaTHbLIX
CpeACcTB ¥ CBOOOJHO PacmpoCTPaHSIEMOr0 IIPOrpaMMHOr0 0OecleYeHUsl BEIBOA O
BO3MOXXHOCTH YCTAHOBKH OOHOBJIeHHS Oe3omacHOCTH (OPMHPYETCs Ha OCHOBE
BBITIOJTHEHHS CIIEAYIOIUX TECTOB:

— CcBepKa HIEHTHYHOCTH OOHOBJIEHHH Oe30IacHOCTH M (MIM) IIpOBEpKa
TOJIJTAHHOCTH OOHOBIIEHN 0€30I1aCHOCTH;

— AHTUBHUPYCHBIH KOHTPOJb OOHOBICHUH 0€301MaCHOCTH U (MJIH) IOMCK ONACHBIX
KOHCTPYKLUH 0€30I1aCHOCTH;

—  MOHHMTOPHHI  aKTMBHOCTH  OOHOBIEHMH  ©e3omacHOCTH B  cpene
(GYHKITMOHUPOBAHHSL.

1.2. B oTHomeHny OOHOBIEHHH 0€30MACHOCTH IPOrPaMMHOIO obecneueHus ¢
OTKPHITBIM KOJOM BBLIBOJ O BO3MOXHOCTH YCTaHOBKM OOHOBIEHHA 0e30MacHOCTH
(bopMupyeTCca Ha OCHOBE BBINOIHEHHS CIEAYIOLUIMX TECTOB:

— MpOBepKa IMOAIMHHOCTH OOHOBJIEHHUH 6e30IacHoCTH;



— QaHTUBUPYCHBIN KOHTPOJIb OOHOBIIEHHM OE€30MACHOCTH;

—  MOHHUTOPUHT  aKTHBHOCTH  OOHOBIEHHH  Oe3omacHOCTH B  cpele
GYHKIIMOHUPOBAHIS;

— py4HOIi aHaTN3 OOHOBJIEHUH 0€30MaCHOCTH.

2. OueHka pe3yJbTaToB BHIMOJHEHHBIX TECTOB.

2.1. Ecnu 1o pe3ynbTaTaM BEBINIOMHEHHS TECTOB PE3YNbTAThl PeaTM3aAlHUUA BCEX
TECTOB  SIBIISIOTCS  TOJIOXKHUTETBHBIMH, OOHOBIEHHE 0e301acHOCTH  SBIISETCH
0€e30MacHBIM M €ro YCTAaHOBKA BO3MOXKHA.

2.2. Eciu 1o pe3ynbTaTaM BBITIOJIHEHUS TECTOB Pe3yJIbTAThI pean3alli OJHOTO
I OoJiee TECTOB SBJIAIOTCS TOTEHIMAIBHO OMACHBIMM W HH OJWH W3 TECTOB HE
SBIISFOTCS. ONACHBIMH, OOHOBJICHHE O€30ITaCHOCTH MOXET OBITh YCTAaHOBIEHO MpH
OTpefesICHHBIX OTPaHUYEHHUSIX.

OrpaHUYeHUs! OTPe/IeTFOTCS UCCIleIoBaTeNieM 110 Pe3yJIbTaTaM TeCTHPOBaHHUS U
MOryT OBITh YTOYHEHBI ONEPAaTOPOM HMH(MOPMALMOHHOW CHCTEMBI C Y4YeTOM
0coOeHHOCTel ee apXUTEKTYPHI U QYHKITHOHUPOBAHHMSI.



